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1
Opening of the Meeting

The SA3 Chairman, Bengt Sahlin of Ericsson, opened the meeting and gave the floor to Rainer Liebler, of the Federal Network Agency of Germany that hostedthe meeting, to give a welcoming speech and a brief history of Mainz.

The Chairman then gave some information and practicalities for the meeting.

2
Approval of Agenda and Meeting Objectives

S3-110600
Draft Agenda for THIS meeting





Source: WG Chairman

Discussion: 

The Chairman presented the agenda for the meeting. The Chairman gave some instructions on timing for presentation and reminded the Delegates of the Guidelines for SA3 meetings, which are uploaded for each meeting.

Decision: 

The document was approved.



3
IPR Reminder

The Chairman drew the attention of the delegates of the SA3 Working Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP;
-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.
4
Meeting Reports

4.1
Approval of the Report from SA3 #63

S3-110602
Report from LAST SA3 Ordinary meeting





Source: WG Secretary

Discussion: 

Concerning action item S3-63/1, there were no identified issues on network sharing. The SA3-LI Chairman pointed out that the LI specifications might not be conformant under that perspective; this should be treated in the SA3-LI group. The action item was closed.

Decision: 

The document was approved.



4.2
Report from SA #52

S3-110601
Report from LAST SA Plenary





Source: WG Chairman

Discussion: 

The SA3 Chairman presented the report from SA.

Decision: 

The document was noted.



4.3
Report from SA3-LI 

The SA3-LI Chairman, Alex Leadbeater of BT, gave an update on the SA3-LI activities.

Some of the items covered in last meeting were:

-
Media Security - KMS Solution Security IPSec Profiles added and long discussions on IBAKE. There was an LS sent out to SA3 on IBAKE for the present SA3 meeting.

-
Canadian Location Reporting - Canada are looking to expand location reporting capabilities for emergency location etc.

-
Restructuring and updating of 33.106 has been completed (now approved by SA).
-
Stage 1 work on CAT/ CRS is progressing.

-
SIMTC was discussed and it was concluded that a solution might be required.

The next SA3-LI meeting will take place on the 31st August to 1st September in Malta.

5
Items for early consideration

There were no items for early consideration.
6
Reports and Liaisons from other Groups

S3-110614
Reply LS on Network Sharing





Source: S2-112197

Decision: 

The document was noted.



6.1
3GPP Working Groups

6.2
IETF

No input at this meeting.
6.3
ETSI SAGE

Peter Howard of Vodafone noted on behalf of ETSI SAGE that there are two LSs from SAGE coming to the SA3#64 meeting, which would be discussed later during the meeting.

6.4
GSMA

Benoit Michau of Orange, gave an update from GSMA SG.

GSMA SG had meeting 17-18 of May. They discussed the following topics:

-
fraudulent SMS filtering

-
prevention means against fake GSM / GPRS base station
-
mobile malware: a report on a malware that infected more than 1 million handsets in 2010, and a study on spywares discovered on app stores, were presented

-
SS7 security and fraudulent messages to get subscribers' location

-
Diameter security, dealing with IPsec protection on IPX / GRX interfaces, especially for LTE roaming.

6.5
3GPP2

No input at this meeting.
6.6
OMA

No input at this meeting.
6.7
TCG

Silke Holtmanns gave an update on TCG activities.

The TCG MTM 2.0 use cases, FAQ & blog have been published on the Trusted Computing Group web site.

The Use Cases & FAQ can be found at: http://www.trustedcomputinggroup.org/resources/mobile_trusted_module_20_use_cases.

The Blog post can be found at: http://www.trustedcomputinggroup.org/community/2011/05/can_you_trust_your_smartphone.

A discussion is ongoing on multiple MTM. Work on MTM 2 specification is ongoing.

6.8
Other Groups

7
Work Areas

7.1
IP Multimedia Subsystem (IMS)

7.1.1
Media Plane Security

No input at this meeting.
7.1.2
Specification of Protection against Unsolicited Communications in IMS (SPUCI)

S3-110781
SPUCI PUCI Solution Choice





Source: NEC Corporation

Discussion: 

Companies are encouraged to take note of this presentation for the next meeting.

Decision: 

The document was noted.



S3-110769
SPUCI Description of PUCI Information stored in HSS





Source: NEC Corporation

Discussion: 

Ericsson asked what does the contribution add that cannot be done with existing RFCs. Nokia Siemens Networks confirmed the view of Ericsson and pointed out that the information to be stored on the HSS could be stored on the AS. NTT Docomo asked whether this is standardized; Nokia Siemens Networks replied that filter criteria can be used.

Decision: 

The document was revised to S3-110824.



S3-110824
SPUCI Description of PUCI Information stored in HSS





Source: NEC Corporation

(Replaces S3-110769)

Decision: 

The document was approved.



S3-110773
SPUCI Description of PUCI Information Signalling





Source: NEC Corporation

Decision: 

The document was merged in S3-110824.



S3-110775
SPUCI Clarification of PUCI Information Type and Structure





Source: NEC Corporation

Decision: 

The document was merged in S3-110824.



S3-110776
SPUCI Interconnect Scenarios





Source: Ericsson, ST-Ericsson, TeliaSonera

Discussion: 

There was interest from the group and it was agreed that this idea should be further studied in the next meeting.

Decision: 

The document was noted.



S3-110822
New version of SPUCI draft TR





Source: NEC (Rapporteur)

Discussion: 

Agreed as baseline for further work.

Decision: 

The document was agreed.



7.1.3
Other Common IMS Issues

7.2
Network Domain Security

S3-110713
Correction of the signature algorithm used for CMP message protection [Rel-9]





33.310
 CR-54 (Rel-9) v9.6.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

RIM pointed out that the change does not specify what type of algorithm is used. Nokia Siemens Networks replied that can be found in 6.1.1 (RSA). A check will be performed to confirm this.

Ericsson asked for a slight re-wording.

Decision: 

The document was revised to S3-110825.



S3-110825
Correction of the signature algorithm used for CMP message protection [Rel-9]





33.310
 CR-54 rev 1 (Rel-9) v9.6.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110713)

Decision: 

The document was agreed.



S3-110714
Correction of the signature algorithm used for CMP message protection [Rel-10]





33.310
 CR-55 (Rel-10) v10.3.0





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-110826.



S3-110826
Correction of the signature algorithm used for CMP message protection [Rel-10]





33.310
 CR-55 rev 1 (Rel-10) v10.3.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110714)

Decision: 

The document was agreed.



S3-110663
CMPv2 profile





33.310
 CR-53 (Rel-10) v10.3.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-110827.



S3-110827
CMPv2 profile





33.310
 CR-53 rev 1 (Rel-10) v10.3.0





Source: Huawei, HiSilicon

(Replaces S3-110663)

Decision: 

The document was agreed.



S3-110712
IKEv2 profiling shall also point to TS 33.310





33.234
 CR-109 (Rel-11) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

S3-110626
LS on Security context mismatch in UMTS





Source: R2-113663

Decision: 

The document was noted.



S3-110627
reply LS on Security context mismatch in UMTS and GSM





Source: C1-111972

Decision: 

The document was noted.



S3-110629
Response LS on Security context mismatch in GSM





Source: GP-110990

Decision: 

The document was noted.



S3-110641
Modification of security context storage rate on the USIM





33.102
 CR-242 (Rel-11) v10.0.0





Source: Nokia Corporation, Nokia Siemens Networks, T-Mobile, AT&T

Discussion: 

Sagem-Orga supported the contribution. Gemalto supported the contribution, but had some comments, which were taken offline.

There was consensus on the need to address the issue, but there was some offline reworking to be done.

Decision: 

The document was revised to S3-110828.



S3-110828
Modification of security context storage rate on the UICC





33.102
 CR-242 rev 1 (Rel-11) v10.0.0





Source: Nokia Corporation, Nokia Siemens Networks, T-Mobile, AT&T

(Replaces S3-110641)

Decision: 

The document was agreed.



S3-110849
LS on modification of security context storage rate on the UICC





Source: Qualcomm

Decision: 

The document was approved.



S3-110709
Clarification of UICC application usage





33.102
 CR-243 (Rel-10) v10.0.0





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-110829.



S3-110829
Clarification of UICC application usage





33.102
 CR-243 rev 1 (-) v11.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-110709)

Decision: 

The document was agreed.



7.4
GERAN Network Access Security

S3-110643
Draft LS to GERAN2 and CT4 on inter-MSC handover failures and lists of permitted algorithms in the context of A5/4





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Nokia Corporation, Nokia Siemens Networks

Abstract: 

There has been a discussion on the SA3 mailing list under the subject line Kc128 and USIM. The discussion was about certain failure scenarios in inter-MSC handovers and MSC configuration issues in the context of the GSM CS cryptographic algorithms A5/4. We conclude from this discussion that CRs to TSs 48.008 and 29.010 are needed and therefore propose to send the following LS to GERAN2 and CT4, the WGs responsible for these two specifications. 

Discussion: 

Ericsson and Nokia Siemens Networks suggested that there are some codec issues present in GERAN that should be taken into account. Nokia Siemens Networks suggested that this is reported 

Ericsson had some comments to be incorporated and a revision was decided to be created.

Decision: 

The document was revised to S3-110830.



S3-110830
LS to GERAN2 and CT4 on inter-MSC handover failures and lists of permitted algorithms in the context of A5/4





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110643)

Decision: 

The document was approved.



7.5
GAA

S3-110831
New version of draft 33.8de TR on GBA Security with UE browser





Source: Nokia (Rapporteur)

Decision: 

The document was approved.



7.5.1
Security enhancements for usage of GBA from the browser

S3-110644
TR Skeleton - Security for Usage of GBA with a UE browser





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-110645
Scope for new Technical Report





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-110646
Introduction for new Technical Report





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



7.5.2
Other GAA Issues

S3-110640
Reintroduction of lost reference





33.220
 CR-151 (Rel-11) v10.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Some editorial changes have to be applied, either before sending to SA plenary or during implementation (removal of year from RFC). MCC will take care of this.

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

No input at this meeting.
7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-110676
Security handling for RRCConnectionReestablishment after RLF





33.401
 CR-467 (Rel-11) v11.0.1





Source: Huawei, HiSilicon

Discussion: 

Ericsson and NTT Docomo had some comments on the specificity of this case. Huawei asked to have some offline discussion.

The contribution was postponed to the next meeting.

Decision: 

The document was noted.



S3-110682
CR 33.401 Rel-11 Test vectors for 128-EIA1





33.401
 CR-468 (Rel-11) v11.0.1





Source: Vodafone

Decision: 

The document was revised to S3-110796.



S3-110796
CR 33.401 Rel-11 Test vectors for 128-EIA1





33.401
 CR-468 rev 1 (Rel-11) v11.0.1





Source: Vodafone

(Replaces S3-110682)

Discussion: 

Ericsson asked for some more time to verify the aspects proposed.

Decision: 

The document was agreed.



S3-110717
OAM security for eNBs (discussion paper)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110718
Correction on eNB management connection security [Rel-10]





33.401
 CR-474 (Rel-10) v10.1.1





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

NTT Docomo asked where the management plane is defined as it cannot be found outside SA3 specifications; Deutsche Telekom replied that this is the usual nomenclature used for OAM, and should be specified in SA5.

Ericsson

Decision: 

The document was revised to S3-110803.



S3-110803
Correction on eNB management connection security [Rel-10]





33.401
 CR-474 rev 1 (Rel-11) v10.1.1





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110718)

Decision: 

The document was agreed.



S3-110719
Correction on eNB management connection security [Rel-11]





33.401
 CR-475 (Rel-11) v11.0.1





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-110804.



S3-110804
Correction on eNB management connection security [Rel-11]





33.401
 CR-475 rev 1 (Rel-11) v11.0.1





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110719)

Decision: 

The document was agreed.



7.7.2
TS 33.402 Issues

S3-110679
Authentication with external networks over S2b for non-3GPP access to the EPC - background and way forward





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110680
Authentication with external networks over S2b - Rel-10





33.402
 CR-98 (Rel-10) v10.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was agreed to take 680-1 as the baseline, making sure of taking into account the changes in 698 and 699.

Also, the topic related to PMIP should be checked in the revision.

NTT Docomo suggested that PAP is obsolete and should not be included in the proposal; Nokia Siemens Networks suggested that there could be parties that might need this.

Deutsche Telekom preferred to leave PAP out. Nokia Siemens Networks did not object to this, but raised a question on why the WLAN specification mentions PAP and suggested that some further work on 33.234 could be done to remove that.

It was decided that the CRs in S3-110805-6 will be conditionally agreed.

Decision: 

The document was revised to S3-110805.



S3-110805
Authentication with external networks over S2b - Rel-10





33.402
 CR-98 rev 1 (Rel-11) v10.0.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110680)

Discussion: 

The CR was conditionally agreed.

Decision: 

The document was agreed.



S3-110681
Authentication with external networks over S2b - Rel-11





33.402
 CR-99 (Rel-11) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-110806.



S3-110806
Authentication with external networks over S2b - Rel-11





33.402
 CR-99 rev 1 (Rel-11) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110681)

Discussion: 

The CR was conditionally agreed.

Decision: 

The document was agreed.



S3-110698
Authentication and authorization with S2b for Private network access





33.402
 CR-96 (Rel-10) v10.0.0





Source: ZTE CORPORATION

Decision: 

The document was merged in 805.



S3-110699
Authentication and authorization with S2b for Private network access





33.402
 CR-97 (Rel-11) v11.0.0





Source: ZTE CORPORATION

Decision: 

The document was merged in 806.



S3-110807
LS to CT4 on authentication with external networks over S2b





Source: SA3

Decision: 

The document was approved.



S3-110618
Reply LS on Maximum number of IKEv2 security associations





Source: C4-111602

Decision: 

The document was noted.



S3-110623
Reply LS on Maximum number of IKEv2 security associations





Source: C1-112303

Decision: 

The document was replied to in S3-110808.



S3-110808
Reply to LS on Maximum number of IKEv2 security associations





Source: Ericsson (Vesa)

Decision: 

The document was approved.



S3-110764
Reply LS on Maximum number of IKEv2 security associations





Source: S2-112811

Decision: 

The document was noted.



S3-110761
Way forward for maximum number of IKEv2 SA limit





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-110763
33.402 CR: Removal of maximum number of IKEv2 SA limit





33.402
 CR-100 (Rel-11) v11.0.0





Source: Ericsson, ST-Ericsson

Discussion: 

The contribution was postponed to the next meeting.

Decision: 

The document was noted



S3-110765
33.402 CR: Removal of last step in tunnel authentications





33.402
 CR-101 (Rel-11) v11.0.0





Source: Ericsson, ST-Ericsson

Discussion: 

It was agreed to proceed with these corrections for Release 10 and release 11.

Decision: 

The document was revised to S3-110810.



S3-110809
33.402 CR: Removal of last step in tunnel authentications





33.402
 CR-102 (Rel-10) v10.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-110765)

Decision: 

The document was agreed.



S3-110810
33.402 CR: Removal of last step in tunnel authentications





33.402
 CR-101 rev 1 (Rel-11) v10.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-110765)

Decision: 

The document was agreed.



S3-110766
33.234 CR: Removal of last step in tunnel authentications





33.234
 CR-111 (Rel-11) v11.0.0





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-110812.



S3-110811
33.234 CR: Removal of last step in tunnel authentications





33.234
 CR-112 (Rel-10) v10.0.0





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-110812
33.234 CR: Removal of last step in tunnel authentications





33.234
 CR-111 rev 1 (Rel-11) v11.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-110766)

Decision: 

The document was agreed.



S3-110767
33.234 CR: Removal of maximum number of IKEv2 SA limit





33.234
 CR-110 (Rel-11) v11.0.0





Source: Ericsson, ST-Ericsson

Discussion: 

The contribution was postponed to the next meeting.

Decision: 

The document was noted.



7.7.3
Relay Node Security

S3-110671
Relay corrections





33.401
 CR-466 (Rel-11) v11.0.1





Source: Huawei, HiSilicon

Discussion: 

It was agreed to merge the CR with CRs already submitted under 7.7.3 that would be discussed further on during the meeting.

Huawei suggested that the understanding was that Phase I step 1 was mandatory; Nokia Siemens Networks pointed out that the first paragraph in D.2.2 mandates the steps; Ericsson asked whether this is in line with RAN2/3 decisions.

 Nokia Siemens Networks proposed putting Ec1 and Ep1 before the phases in D2.2. Also, it was agreed remove the part on "except in Ep2[…]".

Ericsson suggested that the first change, concerning CRL, is depended on documents coming up later during the meeting.

Decision: 

The document was merged in 814.



S3-110659
Management plane security discussion for RN





Source: China Mobile

Decision: 

The document was noted.



S3-110660
Corrections on RN start-up security procedures--Rel 10





33.401
 CR-462 (Rel-10) v10.1.1





Source: China Mobile,Nokia Siemens Networks,Nokia Corporation

Decision: 

The document was revised to S3-110814.



S3-110814
Corrections on RN start-up security procedures--Rel 10





33.401
 CR-462 rev 1 (Rel-10) v10.1.1





Source: China Mobile,Nokia Siemens Networks,Nokia Corporation

(Replaces S3-110660)

Discussion: 

NTT Docomo proposed a Note: There may be reasons to perform Phase I attachment even if operator certificate and valid CRL are available.

Decision: 

The document was agreed.



S3-110683
Corrections on RN start-up security procedures-Rel-11





33.401
 CR-469 (Rel-11) v11.0.1





Source: China Mobile,Nokia Siemens Networks,Nokia

Decision: 

The document was revised to S3-110815.



S3-110815
Corrections on RN start-up security procedures-Rel-11





33.401
 CR-469 rev 1 (Rel-11) v11.0.1





Source: China Mobile,Nokia Siemens Networks,Nokia

(Replaces S3-110683)

Decision: 

The document was agreed.



S3-110661
RN-OAM security details-Rel-10





33.401
 CR-463 (Rel-10) v10.1.1





Source: China Mobile

Decision: 

The document was merged in 816.



S3-110684
RN-OAM security details-Rel-11





33.401
 CR-470 (Rel-11) v11.0.1





Source: China Mobile

Decision: 

The document was merged in 816.



S3-110722
OAM security for Relay Nodes (discussion)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110723
Correction on RN management connection security [Rel-10]





33.401
 CR-476 (Rel-10) v10.1.1





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was concluded that an SA to a secure area would be necessary.

Decision: 

The document was revised to S3-110816.



S3-110816
Correction on RN management connection security [Rel-10]





33.401
 CR-476 rev 1 (-) v10.1.1





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110723)

Decision: 

The document was agreed.



S3-110724
Correction on RN management connection security [Rel-11]





33.401
 CR-477 (Rel-11) v11.0.1





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-110817.



S3-110817
Correction on RN management connection security [Rel-11]





33.401
 CR-477 rev 1 (-) v11.0.1





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110724)

Decision: 

The document was agreed.



S3-110670
Security handling on UE handover





33.401
 CR-465 (Rel-11) v11.0.1





Source: Huawei, HiSilicon

Decision: 

The document was noted.



S3-110669
User plane ciphering on the Un interface





33.401
 CR-464 (Rel-11) v11.0.1





Source: Huawei, HiSilicon

Discussion: 

 Nokia Siemens Networks what would user plane mean in this context; Huawei suggested that SA1 could express a view. The Chairman suggested that SA3 should be responsible for defining security requirements.

Decision: 

The document was withdrawn.



S3-110791
Clarification of integrity protection for relay nodes





33.401
 CR-471 rev 1 (-) v11.0.0





Source: Ericsson, ST-Ericsson, Nokia Siemens Networks

(Replaces S3-110708)

Discussion: 

It was decided to further clean up the CR.

Decision: 

The document was revised to S3-110819.



S3-110818
Clarification of integrity protection for relay nodes





33.401
 CR-482 (Rel-10) v10.0.1





Source: Ericsson, ST-Ericsson, Nokia Siemens Networks

(Replaces S3-110791)

Decision: 

The document was agreed.



S3-110819
Clarification of integrity protection for relay nodes





33.401
 CR-471 rev 2 (Rel-11) v11.0.1





Source: Ericsson, ST-Ericsson, Nokia Siemens Networks

(Replaces S3-110791)

Decision: 

The document was agreed.



S3-110715
Clarification on PDCP integrity requirement for Un interface [Rel-10]





33.401
 CR-472 (Rel-10) v10.1.1





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-110716
Clarification on PDCP integrity requirement for Un interface [Rel-11]





33.401
 CR-473 (Rel-11) v11.0.1





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-110725
Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-10]





33.401
 CR-478 (Rel-10) v10.1.1





Source: Nokia Corporation, Nokia Siemens Networks, China Mobile

Discussion: 

Qualcomm had some objections on the solution in D.2.6; China Mobile pointed out that PSK related to provisioning etc. is out of scope, making PSK-based IMSI barring optional. 
It was decided that the CRL check function is optional to support. It was also agreed that the cover page would be changed to speak about subscription barring.

Decision: 

The document was revised to S3-110820.



S3-110820
Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-10]





33.401
 CR-478 rev 1 (Rel-10) v10.1.1





Source: Nokia Corporation, Nokia Siemens Networks, China Mobile

(Replaces S3-110725)

Decision: 

The document was agreed.



S3-110726
Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-11]





33.401
 CR-479 (Rel-11) v11.0.1





Source: Nokia Corporation, Nokia Siemens Networks, China Mobile

Decision: 

The document was revised to S3-110821.



S3-110821
Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-11]





33.401
 CR-479 rev 1 (Rel-11) v11.0.1





Source: Nokia Corporation, Nokia Siemens Networks, China Mobile

(Replaces S3-110726)

Decision: 

The document was agreed.



S3-110793
RN certificate handling





33.401
 CR-480 rev 2 (-) v10.1.1





Source: NTT Docomo

(Replaces S3-110788)

Discussion: 

NTT Docomo pointed out the difference with the Nokia Siemens Networks CR on the RN certificate profile (key usage limited to RN).

Decision: 

The document was merged in S3-110820.



S3-110794
RN certificate handling R11





33.401
 CR-481 (-) v11.0.1





Source: NTT Docomo

Decision: 

The document was merged in S3-110821.



7.7.4
EEA3 and EIA3 Issues

S3-110634
Recommendations on the 128-EEA3 and 128-EIA3 algorithms





Source: SAGE (11) 10

Discussion: 

BT asked some clarification concerning the timing attacks and asked whether the 32-bit COUNT is sufficient. The Chairman pointed out that (2) explains how to handle this.

Decision: 

The document was noted.



S3-110797
128-EEA3 and 128-EIA3 algorithm specifications





Source: SAGE (11) 12

Documents 1-3 were agreed by SA3.

Decision: 

The document was noted.



S3-110637
EEA3 EIA3 public evaluation status and proposal for the next step





Source: CATR, CATT ,China Mobile, China Telecom, China Unicom, Huawei, ZTE

Discussion: 

Nokia Siemens Networks pointed out that the SA3 report distinguished between the two issues of the 35.xxx specifications and the CRs in 33.401.

It was agreed to send TR 35.924 for approval to the SA#54 (for information to SA#53).


Decision: 

The document was agreed.



S3-110707
TS 35 series specifications for EEA3 and EIA3





Source: CATR, CATT, China Mobile, China Telecom, China Unicom, Huawei, ZTE

Discussion: 

MCC pointed out that Document 4 should be a TR belonging to the 900-series instead. Also, the link on the documents should be modified to an ETSI link.

Decision: 

The document was agreed.



S3-110638
Discussion about EEA3EIA3 mandatory or optional





Source: CATR, CATT ,China Mobile, China Telecom, China Unicom, Huawei, ZTE

Decision: 

The document was noted.



S3-110639
Adding ZUC algorithm in SAELTE security





33.401
 CR-461 (Rel-11) v11.0.1





Source: CATR, CATT,China Mobile, China Telecom,China Unicom, Huawei,ZTE

Discussion: 

NTT Docomo asked whether the latest modifications were checked; Vodafone answered that the latest modifications applied in July were related to some corrections to the C code, which should be minor. Vodafone later clarified that SAGE changed the maximum length of the message to be protected, as done for the other LTE algorithms.

NTT Docomo suggested there is no reason to mandate the implementation of such algorithm. Orange suggested selecting option 4 as it would be too soon to mandate this algorithm. Samsung preferred option 4. Nokia questioned why there should be something mandated.

NTT Docomo asked whether using option 4 will enable roaming users with a terminal implementing EEA3/EIA3 to have encryption when in a network using only EEA3/EIA3; CATR replied that encryption would only be available to non-roaming users. However, if ZUC is made mandatory to implement in LTE UEs, then other algorithms may become allowed for inbound roamers even in 3G.

China Mobile clarified that integrity protection would be supported even if ZUC is not supported; however it has to be clarified whether confidentiality would be provided in such a case.

Vodafone suggested that integrity protection would be provided even in option 4.

It was asked whether there is support for option 1 or option 3; there was none. It was decided to have a decision between option 2 and 4, also clarifying the point about integrity and confidentiality support.

NTT Docomo asked for a statement for the report on the regulatory impacts in China to roamers to be reported:

CATR stated that CATR believes ZUC will be mandatory in China. NTT Docomo asked what would this imply for inbound roamers: CATR replied that EIAx algorithms may be used in China, but only EEA3 can be used in China. Nokia suggested that Rel-11 UEs can roam in China with integrity protection. NTT Docomo asked to be reported on the minutes that inbound roamers not implementing ZUC will continue to have the same level of security as before. Nokia proposed to minute that EIA1 and EIA2 can be used in China. The Chairman and MCC reminded that this issue is regulatory and does not depend on the standardization efforts and the discussion was closed.
Decision: 

The document was revised to S3-110832.



S3-110832
Adding ZUC algorithm in SAELTE security





33.401
 CR-461 rev 1 (-) v11.0.1





Source: CATR, CATT,China Mobile, China Telecom,China Unicom, Huawei,ZTE

(Replaces S3-110639)

Discussion: 

NTT Docomo asked why it is recommended to implement ExA3 algorithms and proposed to use "may" and add a Note on the regional requirements. Orange supported having "may" but preferred to leave out the Note.

CATR would prefer to use should to give a recommendation. Telecom Italia preferred "may". Deutsche Telekom also supported using "may". China Mobile suggested that this is a strong regional requirement and encouraged vendors to implement ExA3. Nokia suggested using "may" with a Note to clarify that in some regions ExA3 may be required to be implemented. This approach was agreed. 

It was proposed having a note along the lines of: the requirements on the support of EEA3 may differ from the above depending on regional regulatory requirements. Subsequently it was decided to remove any Note.
Decision: 

The document was agreed.



7.7.5
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

S3-110622
Reply LS on CSG security for H(e)NB





Source: R3-111729

Decision: 

The document was noted.



S3-110706
The pre-condition for the addressing of the vulnerability of H(e)NB security





33.32
 CR-69 (Rel-11) v11.2.0





Source: ZTE CORPORATION

Decision: 

The document was revised to S3-110823.



S3-110823
The pre-condition for the addressing of the vulnerability of H(e)NB security





33.32
 CR-69 rev 1 (Rel-11) v11.2.0





Source: ZTE CORPORATION

(Replaces S3-110706)

Discussion: 

Vodafone suggested that the CSG without identity binding does not provide adequate access control; NAS protection would not be sufficient in that case. Consensus could not be reached. All related contributions may be resubmitted to the next meeting.

Decision: 

The document was noted.



S3-110685
H(e)NB identities and their binding for CSG Verification





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Vodafone, AT&T

Abstract: 

This contribution analyses existing H(e)NB identities and proposes a solution for their binding for CSG verification. It is an update of S3-110635

Discussion: 

Qualcomm asked for clarification concerning the spoofing attack: Alcatel-Lucent clarified that the attack assumes that the secure boot is compromised, but not necessarily; Qualcomm replied that it would be necessary for the secure boot to be compromised for the attack to work, which opens the door to a number of attacks. Alcatel-Lucent replied that this topic had been discussed already in SA3#62.

Vodafone stated that, as previously suggested in other meetings, a layered approach to security would be welcome and supported such a proposed solution. BT supported Vodafone.

Huawei suggested that the IPsec tunnel does not check what is sent to the HNB-GW and this mechanism would serve the purpose of providing some security under this scenario.

Orange suggested that the threats addressed are not valid for HeNB, according to RAN3. Alcatel-Lucent replied that this is included for completeness. Vodafone supported this. Nokia Siemens Networks pointed out that the specification effort would be low but the impact would be great on the implementation side.

Concerning the AAA proposed functionality, Orange suggested this would conflict with the current standard as there is already a AAA mechanism.

Qualcomm suggested that eavesdropping and highjacking attacks should be addressed as well. It was decided that there is not enough consensus during the meeting on this topic.

Decision: 

The document was noted.



S3-110642
CR to 33.320 solution description for CSG verification





33.320
 CR-68 (Rel-11) v11.2.0





Source: Alcatel Lucent, Vodafone, Alcatel-Lucent Shanghai Bell, AT&T

Abstract: 

This CR adds the description of the mechanism for binding H(e)NB identities to achieve network-based CSG verification.

Decision: 

The document was noted.



S3-110662
Security for direct interfaces between H(e)NBs





33.320
 CR-70 (Rel-11) v11.2.0





Source: Huawei, HiSilicon

Discussion: 

The contribution was postponed to the next meeting.

Decision: 

The document was noted.



S3-110721
Security for direct interfaces between H(e)NBs





33.320
 CR-58 rev 2 (Rel-11) v11.2.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

ZTE supported PKI. Qualcomm supported the contribution. 

Huawei suggested that the PKI would be redundant and asked for the enrolment procedure to be optional; Qualcomm supported this. Deutsche Telekom suggested that this should be checked with RAN3. Huawei pointed out that this interface would be physical (not logical).

It was decided to postpone the CRs on this topic to the next meeting and agree on a working assumption that the solution would be based on PKI. The contribution was postponed to the next meeting.

Decision: 

The document was noted.



S3-110711
IKEv2 profiling shall point to TS 33.310





33.320
 CR-71 (Rel-11) v11.2.0





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-110710
H(e)NB NATed Tunnel IP Resolution





Source: ZTE CORPORATION

Decision: 

The document was revised to S3-110837.



S3-110837
H(e)NB NATed Tunnel IP Resolution





Source: ZTE CORPORATION

(Replaces S3-110710)

Discussion: 

Alcatel-Lucent suggested that 1b does not require pre-provisioning solutions and also objected to changing RFC frequently.

Qualcomm asked if DHCP use was considered for 2b.

Nokia Siemens Networks suggested that IANA should be involved in the process, changing the RFC, and the SEG implementations. ZTE pointed out the need for standardized interaction between HeNB from different vendors.

Nokia Siemens Networks proposed that both solutions do not cause security issues, but that some companies expressed concerns of modifying the RFC, for the second question. Huawei pointed out that RFC-concerns are not security related. Alcatel-Lucent pointed out that the specific RFC is security related. Huawei insisted it is out of scope; ZTE agreed with Huawei. BT asked what is being done concerning TR-069. Huawei withdrew the comments for the second question.

Decision: 

The document was noted.



S3-110835
LS on Obtaining a H(e)NB’s NATed Tunnel-IP Address





Source: S2-113474

Decision: 

The document was replied to in S3-110838.



S3-110838
Reply to: LS on Obtaining a H(e)NB’s NATed Tunnel-IP Address





Source: ZTE Corporation

Decision: 

The document was approved.



7.9
Security Aspects related to System Improvements for Machine-Type Communication (SIMTC)

S3-110612
Reply LS on maximum value of extended wait timer





Source: R2-112644

Decision: 

The document was noted.



S3-110613
Reply LS on security issues about Machine Type Communication





Source: S2-112161

Decision: 

The document was noted.



S3-110795
Reply to 3GPP SA3 on potential co-operation between 3GPP work on MTC security and ETSI M2M





Source: ETSI M2M(11)0418r4

Discussion: 

Ericsson expressed some concern about the long lifetime of NAF keys. Alcatel-Lucent clarified that in ETSI M2M Ericsson has no issue with this. BT supported Ericsson concerns.

Orange asked whether there is a re-negotiation mechanism in ETSI M2M; Alcatel-Lucent explained that the foreseen use is for some years, but there might be a mechanism in R2 of M2M to bootstrap again, providing fresh keys.

Telecom Italia stated that in GBA Ks has no lifetime limit.

Decision: 

The document was noted.



S3-110754
TR 33.868 - Restructuring





Source: Samsung

Discussion: 

China Mobile asked whether SA2 has aligned the priorities; Samsung replied that SA2 has specified that certain features will not be addressed.

Telecom Italia asked that the features that are not under the Release 11 priority should be removed.

Alcatel-Lucent proposed following the SA2 way. Telecom Italia asked what would be the benefit; Samsung suggested it could be useful to address them in future releases.

It was decided to put these features in an Annex stating that they will not be addressed in Release 11.

Decision: 

The document was approved with modifications.



S3-110668
Corrections for TR 33.868





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-110664
Security architecture updating





Source: Huawei, HiSilicon

Decision: 

The document was approved with modifications.



S3-110742
Security Requirements of MTC Architecture





Source: Nokia Corporation, Nokia Siemens Networks, China Unicom

Discussion: 

China Mobile proposed merging 664 and 742. Some reworking of B was agreed, into B1 and B2. An Editor's Note in clause 4 was agreed. It was decided to keep physical security (remove strong). It was agreed to add the privacy requirement in 6.y.

Decision: 

The document was approved with modifications.



S3-110768
Update of Security architecture





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-110665
Security requirements analysis





Source: Huawei, HiSilicon

Discussion: 

Alcatel-Lucent did not agree with the second bullet in the first change.

Telecom Italia asked why the SA2 contents are reported here. Huawei suggested this is not text from SA2 work. Subsequently, it was observed that the text is coming from SA2 work.

Nokia did not observed that this change is overlapping with other clauses. Huawei suggested the 2nd and 3rd bullet do not handle user traffic. 

It was proposed to have UP integrity protected and confidentiality protected; there was no agreement reached.

It was decided to keep the requirement from SA2 but add an Editor's Note to state that further study is needed in SA3 on this.

Decision: 

The document was approved with modifications.



S3-110658
M2M feature control





Source: China Mobile,InterDigital

Discussion: 

Alcatel-Lucent suggested the IMEI is not really a secret string. Nokia Siemens Networks corrected that at least for the 3GPP radio interface the IMEI must be protected and is associated with IMS security.

Alcatel-Lucent asked what would be the risk in a fake IMEI advertisement and how integrity would provide a solution.

Alcatel-Lucent suggested that IMSI would be more appropriate for authentication; InterDigital suggested the solution tries to support the SA2 solution. Nokia supported Alcatel-Lucent in this context.

BT stated that 3GPP security is based on subscription.

It was decided to recommend to SA1 and SA2 to protect the IMEI stating that otherwise there would be security issues.

Concerning the contribution, it was decided to await for the reply from SA2.

Decision: 

The document was revised.



S3-110841
LS to on M2M feature control





Source: InterDigital
Decision: 

The document was approved.



S3-110688
Authorization for the external interface





Source: CATT,China Mobile

Discussion: 

Alcatel-Lucent proposed rephrasing the change to clarify that the MTC server does not automatically provide authorization.

Decision: 

The document was approved with modifications.



S3-110772
Expiry checking of the DM server certificate





Source: Ericsson, ST-Ericsson

Discussion: 

An Editor's Note was agreed to be added. A second Editor's Note was agreed on the preferred length.

Decision: 

The document was approved with modifications.



S3-110785
Commenting pCR on S3-110772





Source: InterDigital

Discussion: 

The Editor's Note was agreed to be converted to a Note. Three additional Editor's Notes were agreed.

Decision: 

The document was approved with modifications.



S3-110617
Reply LS on MTC USIM requirements for Release 10





Source: C6-110254

Decision: 

The document was noted.



S3-110727
pCR TR 33.868: Key Issue - Restriction of USIM to specific MEs/MTC Devices





Source: Gemalto, Sagem-Orga
Decision: 

The document was merged in 842.



S3-110740
Analysis of Key Issue 11 - Restricting the UICC to certain ME/MTC Devices





Source: Qualcomm Incorporated

Decision: 

The document was merged in 842.



S3-110842
Key Issue 11 - Restricting the UICC to certain ME/MTC Devices (merger of 740 and 727)





Source: Qualcomm Incorporated

(Replaces S3-110740)

Decision: 

The document was approved.



S3-110780
pCR TR 33.868: Solutions - Restriction of USIM to specific MEs/MTC Devices





Source: Gemalto, Sagem-Orga
Discussion: 

Qualcomm asked to remove the last part of 7.x.1.1. It was agreed to leave out the provisioning of certificate based and PSK cases. There were then several modifications agreed to both the description and evaluation parts.

Decision: 

The document was approved with modifications.



S3-110729
restrict USIM to specific MEs/MTC devices





Source: Samsung

Decision: 

The document was noted.



S3-110753
Restrict the use of USIM to a specific ME/MTC device





Source: Ericsson, ST-Ericsson

Discussion: 

It was decided to come back to these issues in the next meeting.

Decision: 

The document was noted.



S3-110792
Comments to S3-110753





Source: Gemalto

Decision: 

The document was noted.



S3-110666
Analysis of MTC device trigger solutions





Source: Huawei, HiSilicon,Interdigital

Decision: 

The document was approved with modifications.



S3-110689
pCR about solution of MTC device triggering





Source: ZTE CORPORATION

Decision: 

The document was approved with modifications.



S3-110692
SIMTC - discussion of secure MTC device triggering





Source: ZTE CORPORATION

Decision: 

The document was noted.



S3-110693
SIMTC - pCR of alternative solution of secure MTC device triggering





Source: ZTE CORPORATION

Discussion: 

Nokia observed that the offline triggering mechanisms are being discussed in SA1-2 and SA3 should await for a decision; ZTE observed that there are already two solutions in the TR. Ericsson supported Nokia's understanding.

Orange suggested the nonce is sent en-clair OTA, which is a risk; ZTE replied that it is not yet decided whether some form of confidentiality protection will be foreseen for sending the nonce.

Nokia asked whether the nonce will be per-device; ZTE confirmed this understanding.

Decision: 

The document was noted.



S3-110694
SIMTC - pCR of MTC device triggering solution 1





Source: ZTE CORPORATION

Discussion: 

No comments.

Decision: 

The document was approved.



S3-110743
Security Requirements of preventing faked trigger SMS





Source: Nokia Corporation, Nokia Siemens Networksï¼ŒChina Unicom

Discussion: 

China Mobile observed that the security from the SMS-SC to the MTC device should also be included. Nokia replied that this requirement is about source verification, and not about e2e protection and proposed doing this in a separate contribution. China Mobile replied these two requirements are strongly correlated.

It was proposed having an Editor's Note that transport security should be considered further.

Nokia Siemens Networks suggested that this protection is provided by 3GPP networks; BT observed that in the past there have been cases of eavesdropping of SMS messages in CN; Nokia Siemens Networks asked why the MTC messages should enjoy better protection.

Qualcomm suggested that the text in 5.1.3 is more appropriate for a solution clause.

China Mobile expressed support for adding the pCR and proposed adding transport security requirements.

InterDigital suggested that SA2 has different solutions and SA3 should propose security requirements based on these solutions.

It was proposed adding a new subclause to focus on SMS triggered cases; this was agreed.

InterDigital, BT and China Mobile suggested to have a separate subclause on the solution and adding requirements there; the Chairman pointed out this has already been agreed.

It was observed that the requirements proposed are optional (using may) and it was questioned whether these should be stronger; Nokia Siemens Networks replied that currently there are several options open to implement such a solution and the intention is not to preclude these kinds of solutions.

Decision: 

The document was approved with modifications.



S3-110744
Draft LS on using IMSI as the MTC device identifier for device trigger





Source: Nokia Corporation, Nokia Siemens Networksï¼ŒChina Unicom

Discussion: 

Sagem-Orga asked what are the proposed alternatives; Nokia replied that this is up to SA2 to decide. Ericsson supported Nokia.

Gemalto proposed adding ISSI as a possible solution for identifier.

Sagem-Orga proposed erasing the last sentence, about avoiding the use of IMSI as an identifier.

Gemalto suggested that the group should avoid excluding mechanisms that could be better.

It was proposed that application identifiers could provide a better solution; Nokia Siemens Networks proposed a rewording to the added sentence. It was agreed to rephrase the additional sentence as "SA3 would prefer the use of an application identifier (for example ISSI) for this purpose, which can only be used for MTC applications."

Decision: 

The document was revised to S3-110843.



S3-110843
 LS on using IMSI as the MTC device identifier for device trigger





Source: Nokia Corporation, Nokia Siemens Networksï¼ŒChina Unicom

(Replaces S3-110744)

Decision: 

The document was approved.



S3-110686
Privacy concern due to location tracking of MTC Devices





Source: KPN

Abstract: 

In this contribution a privacy concern with particular types of MTC Devices is discussed. In particular the (unnecessary) tracking of location data of MTC Devices that can be linked to an individual, but can not be turned off by that particular individual. The document also contains a pCR. 
Discussion: 

BT proposed that a solution closer to the one of ETSI M2M on location privacy would be more suitable.

China Mobile expressed some concerns on the solution's provided security. It was decided to leave the solution out.

Orange acknowledged the importance of the issue exposed and supported the inclusion of the contribution.

Telecom Italia suggested that the concern is out of the priority list, however acknowledged that the threat is a valid one. The Chairman proposed updating the WID; Telecom Italia suggested that the priority list should be updated as well.

China Mobile suggested that privacy concerns are inherent to the priority list.

Alcatel-Lucent pointed out that the LS from SA suggested that SA3 should provide a secure connection and privacy is part of a secure connection. Telecom Italia replied that in that sense privacy is part of other mobile networks and should be studied there; the Chairman pointed out that the WG has strong consensus to study this aspect and updating the WID it would be allowed to do so.

Ericsson pointed out that privacy is always provided by security mechanisms in 3GPP SA3 work, and could not see the difference and the need for a separate clause here; BT replied that the difference is that this work is focusing on machine interaction.

TeliaSonera supported studying these aspects.

InterDigital proposed revising the WID; Telecom Italia suggested that SA1 should decide whether there is a business case for this; Ericsson could not understand how privacy is a business issue and pointed out privacy is part of SA3's competence; Nokia Siemens Networks shared Telecom Italia's concern about not losing focus from the priority list, but pointed out that privacy is inherent to the security aspects of M2M.

Decision: 

The document was noted.



S3-110784
Commenting pCR on S3-110686





Source: InterDigital

Decision: 

The document was noted.



S3-110798
PCR to SIMTC TR - small data considerations





Source: Alcatel-Lucent

(Replaces S3-110786)

Decision: 

The document was approved.



S3-110667
Analysis of small data transmission solutions





Source: Huawei, HiSilicon,Interdigital

Discussion: 

Nokia suggested adding that small data may be confidentiality protected (making the requirement optional). BT supported this as it would enable easier LI service.

Qualcomm questioned the need for integrity protection, being user data.

An Editor's Note was proposed on the need of integrity protection.

Decision: 

The document was approved with modifications.



S3-110687
Solution for securing Offline Small Data Transmission





Source: KPN

Abstract: 

This document contains a pCR for TR 33.868 to add a solution for the MTC feature Offline Small Data Transmissions.

Discussion: 

 Nokia Siemens Networks suggested a similar contribution had been submitted for SA3#59. There was not enough support for the contribution and it was decided that further discussion will proceed offline.

Decision: 

The document was noted.



S3-110697
A solution for monitoring location change





Source: ZTE CORPORATION

Discussion: 

China Mobile pointed out that the solution should not be detected by the MME and questioned the usefulness of the solution.

ZTE clarified after an Alcatel-Lucent question that this solution is an addition to other proposed solutions, and covers the case when the device moves.

Huawei had doubts about whether this solution could work.

Decision: 

The document was noted.



S3-110839
New version of SIMTC draft TR





Source: Samsung (Rapporteur)

Decision: 

The document was agreed.



S3-110848
Revision of SIMTC WI





Source: KPN

Decision: 

The document was agreed.



7.10
Security Aspects of Public Warning System

S3-110678
Draft reply LS on UMTS ETWS: Warning message display correction with regards to digital signature security





Source: Research In Motion UK Limited

Decision: 

The document was merged in 833.



S3-110625
LS on UMTS ETWS: Warning message display correction with regards to digital signature security





Source: C1-112199

Decision: 

The document was replied to in S3-110833.



S3-110833
Reply to: LS on UMTS ETWS: Warning message display correction with regards to digital signature security





Source: RIM

Discussion: 

The LS was initially approved; subsequently during the meeting Vodafone, RIM and Nokia decided to revise the LS and discuss it again.

Decision: 

The document was revised to S3-110852.



S3-110852
Reply to: LS on UMTS ETWS: Warning message display correction with regards to digital signature security





Source: RIM

(Replaces S3-110833)

Discussion: 

Nokia expressed the need for a clear message; RIM suggested that the LS asks specific questions which have been answered; what Nokia is asking goes beyond the LS.

BT asked removing the sentence on the risk being too high; TeliaSonera preferred to keep the sentence. It was decided to keep the sentence.

Decision: 

The document was approved.



S3-110741
Draft reply LS to C1-112199 LS on UMTS ETWS: Warning message display correction with regards to digital signature security





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was merged in 833.



S3-110628
LS back on partial success of Write Replace Warning Request for ETWS





Source: S2-112623

Decision: 

The document was noted.



S3-110733
Information classification of PWS Message: Integrity and Availability





Source: TeliaSonera

Discussion: 

TeliaSonera clarified that the contribution does not attempt to de-value the attack, but it is important that the message is delivered; Nokia Siemens Networks suggested that in such a case no integrity check should be performed at all and agreed with the first and third bullet, but did not agree with the second added bullet.

On the first comment, NTT Docomo replied that this can be determined by national regulation.

It was proposed not to conduct a signature check; TeliaSonera and NTT Docomo agreed; Huawei and Qualcomm asked how to address the issue of always displaying the warning and the conflict on that topic with SA2; Nokia Siemens Networks suggested that (as Vodafone pointed out) there is some conflict between SA2 and CT1 specifications and some alignment should be done between the two. Qualcomm suggested that there is no conflict as such it is on different access networks.

It was proposed to always display the warning message, unless security is deployed successfully.

BT pointed out that when the terminal's key is compromised then the warning would not be displayed; RIM suggested their recommendation derives from this assumption. Nokia Siemens Networks suggested that a compromise can incur into other dangers as well; BT agreed to adopting the approach but pointed out that this issue should be taken care of.

The proposal was agreed and an LS was created to reply to the CT1 LS (outgoing LS in S3-110833).

Concerning timestamping, it was decided to treat it in the same way as for the digital signature, meaning that if security is in place, it would be discarded if the integrity check or the timestamp verification fails.

Huawei suggested pointing out the issue with the alignment in the LS to CT1; this was agreed.

The first bullet was agreed, acknowledging that the availability is very important but there must be a balance with security in the terms of integrity.

Decision: 

The document was approved with modifications.



S3-110705
security requirement of PWS Key transmission





Source: ZTE CORPORATION

Decision: 

The document was withdrawn.



S3-110734
Control of cryptographic signatures with respect to network sharing





Source: TeliaSonera

Discussion: 

It was agreed as a working assumption that PWS security that the group will try to work on a solution that could work on national level (not operator-specific).

Decision: 

The document was approved with modifications.



S3-110672
Security architecture of PWS





Source: Huawei, HiSilicon

Decision: 

The document was noted.



S3-110771
PWS - Further discussion on key distribution





Source: Ericsson, ST-Ericsson

Discussion: 

Huawei doubted that all national regulations could align to such an approach. Also, Huawei had some technical comments on the key handling.

There was some interest in the contribution but not enough support; the contribution was noted. It was noted that for the time being there was no conclusion on the bullets proposed.

Decision: 

The document was noted.



S3-110673
Public key distribution and message verification for PWS





Source: Huawei, HiSilicon

Discussion: 

Nokia asked whether the signature algorithm identifier would be broadcasted each time; Huawei replied that it would be sent in the warning notification message. Nokia pointed out that this way of distribution could be re-considered. An Editor's Note will be added on this.

It was proposed to have two separate clauses; Huawei agreed that this could be done. 

It was agreed to add an Editor's Note on the signature identifier.

Nokia asked for a Note to be inserted under figure 1 to explain that this is situation for emergency cases. This was agreed.

Decision: 

The document was approved with modifications.



S3-110702
PWS Key Distribution





Source: ZTE CORPORATION

Discussion: 

TeliaSonera asked for some rewording in 5.x.3 (MME configured with the PWS keys, when the CBC updates the PWS keys). ZTE replied that these sentences could be reworded to give a clearer indication that CBE is not ruled out.

Vodafone expressed some concerns on the handling of the keys in the contribution and favoured the Huawei approach as it seemed to be a superset of the ZTE proposal. ZTE suggested there are some differences (handling of legacy network keys) with 673 and proposed merging the two. Vodafone agreed to this merger and asked to add Editor's Note on the fact that other messages could be used for the key distribution; Huawei agreed but pointed out that PWS key configuration clause should not be inserted. It was agreed to add the two contributions separately with the intention to merge them as much as possible for the next meeting.

Decision: 

The document was approved with modifications.



S3-110675
Specific cases handling for PWS





Source: Huawei, HiSilicon

Discussion: 

BT asked what would the regulatory requirement be; Vodafone asked whether a UE could be technically built to receive warning messages on the broadcast channel without a roaming agreement. Alcatel-Lucent suggested this could be possible.

It was decided to have an Editor's Note on overload on the fact that there should be more study.

Decision: 

The document was approved with modifications.



S3-110703
PWS Key Update Improvements





Source: ZTE CORPORATION

Discussion: 

An Editor's Note was agreed and analysis is expected for the upcoming meetings.

Decision: 

The document was approved with modifications.



S3-110674
Signature algorithm profile for PWS





Source: Huawei, HiSilicon

Decision: 

The document was noted.



S3-110774
PWS_Signature and key lengths





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-110704
a method of PWS primary notification message delivery





Source: ZTE CORPORATION

Discussion: 

Ericsson suggested that for the RSA case there is some difference on the use of the number of bits.

Ericsson and Huawei agreed that all algorithms would work, even on software implementation, from the computing need perspective.

BT suggested that signature verification could be conducted in parallel with further operations; Vodafone suggested this would not be possible as …

and suggested that operation would be fast in any case.

RIM suggested that some parts of ECDSA and to a certain extent DSA are not explicitly transmitted, but are part of the software, not leaving the UE and this could be clarified in the contribution.

Nokia suggested that mandating only one algorithm would be more cost-efficient, especially as these will be used relatively rarely; Qualcomm supported this statement. Ericsson supported mandating one or two algorithms but observed that it would be too soon to standardize one at this stage (not approve a pCR at this meeting).

Huawei suggested entering the comparison table in the living document with an Editor's Note on that perspective.

Nokia supported Ericsson for the time being.

The analysis on the tables was not challenged by the group and it was decided to ask for guidance on this topic in the LS to be sent out, extending the LS to RAN2.

Decision: 

The document was noted.



S3-110836
LS on PWS_Signature and key lengths





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-110834
New version of PWS TS





Source: ST-Ericsson

Decision: 

The document was agreed.



7.11
Other Areas

S3-110619
Reply LS on Simultaneous registration of a single private identity from different UEs





Source: S1-111334

Decision: 

The document was noted.



S3-110615
Liaison Statement on cybersecurity information exchange (CYBEX)





Source: ls210-17

Discussion: 

NTT Docomo observed this LS addresses mostly operational aspects and proposed to note it.

Decision: 

The document was noted.



S3-110620
LS on Clarification to eUICC uses cases and Requirements





Source: S1-111298

Decision: 

The document was noted.



S3-110633
Response to LS on Clarification to Euicc uses cases and Requirements ref: S1-111298





Source: Liaison Statement Response on Clarification to eUICC uses cases and Requirements S1-111298 v1

Discussion: 

Nokia urged member companies to monitor this activity. G&D clarified that currently the solution has not yet been decided. Qualcomm pointed out that IMSI, MSISDN and similar "para-credentials" have security concerns to be sent OTA.

The group will continue to monitor this work and flag any potential security issues.

Decision: 

The document was noted.



S3-110630
Reply LS to S5-111696/S3-100575 on Minimization of Drive Tests (MDT) privacy





Source: S5-112161

Decision: 

The document was replied to in S3-110844.



S3-110631
LS on Equivalent PLMN





Source: RP-110905

Decision: 

The document was noted.



S3-110632
LS on Equivalent PLMN identities and MDT





Source: SP-110433

Decision: 

The document was noted.



S3-110677
Reply LS on Equivalent PLMN identities and MDT





Source: C1-112683

Decision: 

The document was noted.



S3-110731
Roaming and MDT





Source: TeliaSonera

Decision: 

The document was noted.



S3-110732
draft Follow up LS on MDT privacy and roaming





Source: TeliaSonera

Discussion: 

NTT Docomo proposed adding 

Nokia we confirm the view expressed in S5-11xxxx, except for the issue of roaming. NTT Docomo proposed that a statement on deletion of data should be asked to SA5 to be added. Huawei pointed out that the SA5 has such a statement and leaves some freedom to implementation; Nokia suggested this can serve as a reminder to implementers, adding that in Europe this would be a legal requirement. NTT Docomo agreed and expressed the need for a sentence all the same; Huawei did not agree with the proposed sentence by NTT Docomo as it would not fit into a standard.

Huawei welcomed the proposal to recommend to SA5 the deletion of data.

Decision: 

The document was revised to S3-110732.



S3-110844
Reply to: Reply LS to S5-111696/S3-100575 on Minimization of Drive Tests (MDT) privacy





Source: TeliaSonera

Decision: 

The document was approved.



S3-110735
Secure Access with Firewall Traversal - discussion paper





Source: Acme Packet

Decision: 

The document was noted.



S3-110736
Secure Access with Firewall Traversal - draft WID





Source: Acme Packet, China Mobile, Ericsson, Huawei, ST-Ericsson, Vodafone, ZTE

Decision: 

The document was revised to S3-110840.



S3-110840
Secure Access with Firewall Traversal - draft WID





Source: Acme Packet, China Mobile, Ericsson, Huawei, ST-Ericsson, Vodafone, ZTE

(Replaces S3-110736)

Discussion: 

BT needed to consider whether to support the WI or not. Acme Packet explained that the WI would solve issues encountered for a number of media plane protocols, and is mainly about enabling firewalls.

BT suggested that similar work conducted in TISPAN addressed TLS.

Deutsche Telekom did not support the WI as it would try to circumvent firewalls, referring also to the notorious RFC 3093; Orange supported Deutsche Telekom and suggested that the proposed WI is not suitable as it is addressing IMS while such a solution would be more suitable for a small enterprise.

Vodafone acknowledged the operator views of Orange and Deutsche Telekom and referred to clause 8 of the proposed WI explaining that the intention is not to replace existing mechanisms but to extend them to IMS, as currently there are services that enable such functioning and compete with operator services.

Acme Packet clarified that allowing HTTPS automatically allows a number of applications.

 Nokia Siemens Networks asked the modalities through which SA2 will be involved; Vodafone clarified that the involvement would be achieved through LS exchange after agreement in SA3. Acme Packet clarified that a potential solution for the WI could block IMS traffic if necessary, to address concerns raised. BT asked for the work item to provide guidance for corporate firewall managers; Acme Packet replied that IT departments do not normally use 3GPP TRs to obtain guidance for IT policy. BT insisted that emphasis should be put on guidance to deliver secure services when using IMS. Deutsche Telekom asked for some more time to study this; Vodafone agreed to study, but wanted to bundle the normative work together for the sake of project management; Vodafone also ensured that after the study it could be decided not to do any normative work. Orange observed that the proposed objective is methods to traverse firewalls, while the objective should be to understand whether it is appropriate in the first place to do so; Vodafone replied this point would be covered by the first bullet point in the Objectives.

Telecom Italia suggested that this work could be against operator's interests; Vodafone clarified that the FW addressed would not necessarily be the operator, but of other networks; the potential benefits to the operator would be service-related; Vodafone however acknowledged that there could be security concerns. Telecom Italia suggested that SA1 should discuss this: Vodafone confirmed this discussion has already taken place resulting in a CR.

Deutsche Telekom suggested the term "restrictive firewall" is used in a negative way here, while it is not necessarily negative.

Orange was hesitant to allow starting such work.

Decision: 

The document was revised to S3-110851.



S3-110851
Secure Access with Firewall Traversal - draft WID





Source: Acme Packet, China Mobile, Ericsson, Huawei, ST-Ericsson, Vodafone, ZTE, Juniper
(Replaces S3-110840)

Discussion: 

Telecom Italia asked what is intended by result of a study being not positive; Vodafone replied that this would be the feasibility study concluding that there is no standardization work to be done.

Telecom Italia asked whether SA1 has any requirement; Vodafone answered that SA1 set the stage 1 requirements and stage 2 groups work; Telecom Italia suggested that SA1 is working on a TS and could not see how SA3 could conclude that there is no normative work to be done.

Some changes were proposed and added by Ericsson and Telecom Italia.

Decision: 

The document was agreed.



8
Studies

8.1
UTRAN Key Management Enhancements

The documents will be sent for email approval. The instructions will be sent to the SA3 exploder and are the same as for the last email approval on IMS media security.

Timeline:

- 29 August: email approval start;

- 12 September: commenting deadline;

- 16 September: deadline to provide possible modified pCRs;

- 23 September: new draft TR;

- 30 September: implementation commenting deadline;

- 3 October: final version provided.
S3-110777
UTRAN KH: Addition of abbreviations clause





Source: Ericsson, ST-Ericsson

Decision: 

The document was sent for email approval.



S3-110738
Analysis of E-UTRAN interworking behaviour of solution 2





Source: Qualcomm Incorporated

Decision: 

The document was sent for email approval.



S3-110739
Providing the details of a variant of solution 2 without E-UTRAN changes





Source: Qualcomm Incorporated

Decision: 

The document was sent for email approval.



S3-110701
SRNS Relocation Update for Solution 4





Source: ZTE CORPORATION

Decision: 

The document was revised to S3-110802.



S3-110802
SRNS Relocation Update for Solution 4





Source: ZTE CORPORATION

(Replaces S3-110701)

Decision: 

The document was sent for email approval.



S3-110700
Network UTRAN KH Capability Notification





Source: ZTE CORPORATION

Decision: 

The document was sent for email approval.



S3-110737
Some analysis of the message comparisons table with respect to providing fresh keys at idle to active





Source: Qualcomm Incorporated

Decision: 

The document was sent for email approval.



S3-110745
UTRAN KH: Stationary user use case





Source: Ericsson, ST-Ericsson

Decision: 

The document was sent for email approval.



S3-110746
UTRAN KH: Normal mobility use case





Source: Ericsson, ST-Ericsson

Decision: 

The document was sent for email approval.



S3-110789
Comments on S3-110746 UTRAN KH: Normal mobility use case





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was sent for email approval.



S3-110747
UTRAN KH: cost of countermeasures





Source: Ericsson, ST-Ericsson

Decision: 

The document was sent for email approval.



S3-110856
New version of UKH TR





Source: Ericsson, ST-Ericsson

Decision: 

The document was sent for email approval.



8.2
Extended Identity Management

8.3
Extended IMS media plane security features

S3-110624
Reply LS on LI requirements related to encryption





Source: SA3LI11_087r1

Decision: 

The document was noted.



S3-110748
Pseudo CR for TR 33.829: Group keys versus bilateral keys for secure conferencing





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved with modifications.



S3-110854
New version of TR 33.829





Source: Vodafone (Rapporteur)

Discussion: 

Timeline:

- 22 July: first version out;

- 21 August: deadline for comments;

- 7 September: final version.

Decision: 

The document was sent for email approval.



S3-110749
Pseudo CR for TR 33.829: Details on the usage of group keys in the SDES-based solution for secure conferencing





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved with modifications.



S3-110750
Pseudo CR for TR 33.829: Correction regarding group key usage (KMS based solution for secure conferencing)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-110751
Pseudo CR for TR 33.829: Editor's notes requesting clarifications for the KMS based solution for secure conferencing





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved with modifications.



S3-110605
Progress of draft-cakulev-mikey-ibake





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

Status update: The MIKEY-IBAKE draft (draft-cakulev-mikey-ibake-06) is published as RFC 6267.

Decision: 

The document was noted.



S3-110606
pCR to TR 33.829 Services for user groups with high security requirements





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless

Abstract: 

This contribution provides a potential solution for services for user groups with high security requirements described in Section 7 of TR 33.829.

Discussion: 

BT asked for some minor changes which Alcatel-Lucent agreed to.

Decision: 

The document was approved with modifications.



S3-110752
Pseudo CR for TR 33.829: Editor's notes requesting clarifications for the KMS based solution for messaging





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-110778
ExtMEDIASEC Note of the applicability of KMS-based PSK-TLS





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-110800
pCR on TR33.829 - e2e security of SRVCC





Source: ZTE CORPORATION, CHINA MOBILE

(Replaces S3-110691)

Discussion: 

Ericsson asked adding a rewording stating that "one option would be to make the UE aware of"; this was agreed.

It was agreed to add an Editor's Note on the fact that LI is for further study.

Decision: 

The document was approved with modifications.



S3-110799
pCR on TR33.829 - alternative SDES solution for CDIV





Source: ZTE CORPORATION

(Replaces S3-110690)

Discussion: 

Nokia asked for an Editor's Note to be added on the fact that further work in the IETF would be required before the contribution becomes normative text.

Decision: 

The document was approved with modifications.



S3-110779
ExtMEDIASEC Simultaneous use of SDES and MIKEY-TICKET





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-110787
Comments on S3-110779 Discussion on Simultaneous use of SDES and MIKEY-TICKET





Source: Nokia Corporation, Nokia Siemens Networks 

Decision: 

The document was noted.



8.4
SSO Applications Security for IMS – based on SIP Digest

S3-110607
PCR to TR 33.914





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless

Abstract: 

This contribution aims to replace the Editors Note in clause 7.2.1 in the TR 33.914 with normal text. It also proposes a way forward with selection of the Zh interface between BSF and HSS.

Decision: 

The document was S3-110846.



S3-110757
Zh or Cx for SIP digest based GBA





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-110846.



S3-110759
Pseudo-CR: Selection of interface between BSF and HSS





Source: Nokia Corporation, Nokia Siemens Networks, China Mobile

Decision: 

The document was S3-110846.



S3-110846
Zh or Cx for SIP digest based GBA





Source: Ericsson, ST-Ericsson

(Replaces S3-110757)

Decision: 

The document was approved.



S3-110762
Pseudo-CR: Editorial changes to GBA_Digest





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Telecom Italia proposed the modification of a sentence in S3-10762; this was agreed and will be implemented by the Rapporteur in S3-110850.

Decision: 

The document was approved with modifications.



S3-110760
Pseudo-CR: Selection of security parameters for SIP Digest based GBA solution





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-110756
Pseudo-CR: Resolution of Editor's Note on Authorization header





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-110695
pCR on TR33.914 - modified the solution of implementing SSO_APS based on SIP Digest





Source: ZTE CORPORATION, CHINA UNICOM

Decision: 

The document was revised to S3-110801.



S3-110801
pCR on TR33.914 - modified the solution of implementing SSO_APS based on SIP Digest





Source: ZTE CORPORATION, CHINA UNICOM

(Replaces S3-110695)

Decision: 

The document was approved.



S3-110696
pCR on TR33.914 - Structure clarifications to the solution2





Source: CHINA UNICOM, ZTE CORPORATION

Discussion: 

The picture was agreed to be moved.

Decision: 

The document was approved with modifications.



S3-110608
Multiple authentication schemes support for Zh interface





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless

Abstract: 

This contribution proposes a new WI. The objective of this work item is to include Stage 1 and Stage 2 requirements for allowing authentication schemes, other than AKA, namely SIP Digest and HTTP Digest to be supported by the Zh interface.

Decision: 

The document was revised to S3-110847.



S3-110847
Multiple authentication schemes support for Zh interface





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless, Ericsson, ST-Ericsson

(Replaces S3-110608)

Discussion: 

Telecom Italia asked what would be the difference with previous existing work items and proposed consulting SA1. AT&T expressed the need for such work. BT supported Telecom Italia's view. Qualcomm supported the WI. Telecom Italia asked why SA3 should undertake this work as SA1 has not expressed the need for such work. Alcatel-Lucent suggested that SA1 believes GBA is under competence of GBA. Gemalto did not support the WI for the same reasons as Telecom Italia. Nokia Siemens Networks proposed that the group took time to re-consider the proposal for the next meeting. This was agreed.

Decision: 

The document was noted.



S3-110609
CR to 33.220 - adding a new requirement for the Zh interface to support SIP Digest authentication





33.220
 CR-152 (Rel-11) v10.0.0





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless

Abstract: 

This contribution proposes to add a new requirement for the Zh interface to support SIP Digest authentication. Reason for change: New authentication scheme (SIP Digest") needs to be supported in 33.220 to provide SSO utilizing SIP Digest Summary of change: New requirement for SIP Digest support is added to Clause 4.4.5. Consequences if not approved:
Misalignment with the needs of operators with regards to the support of SIP Digest authentication. "

Decision: 

The document was noted.



S3-110850
New version of SSO TR





Source: Nokia

Discussion: 

Timeline:

- 22 July: first version out;

- 21 August: deadline for comments;

- 7 September: final version.

Decision: 

The document was sent for email approval.



8.5
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-110621
LS on Operator credentials





Source: S1-111232

Discussion: 

BT suggested that the fundamental credential is K, however, this does not have to reside on the UICC. Alcatel-Lucent clarified that the question 1 does not exclude EAP-AKA('). Nokia suggested that it would not make sense to ask about the security levels.

Decision: 

The document was noted.



S3-110616
Liaison regarding IdM for mobile applications and environment





Source: ls235-17

Decision: 

The document was noted.



S3-110610
Answer to Liaison Statement regarding 3GPP SSO integration without GBA





Source: OMA-LS_896-OMA_ARC_to_3GPP_SA3_OpenID-20110209-A

Discussion: 

It was decided to send the latest draft version of the TR through company channels.

Decision: 

The document was noted.



S3-110611
Response liaison statement to 3GPP TSG SA on OpenID interworking with AKA





Source: COM13-LS147

Discussion: 

Input contributions are invited for the next meetings.

Decision: 

The document was noted.



S3-110758
33.sso SSO Security Architecture





Source: NEC Corporation

Discussion: 

InterDigital proposed selecting this as one possibility for the architecture. Ericsson asked whether this is a solution; NEC clarified this is only one possible architecture. Nokia pointed out that service providers are out of scope of 3GPP; InterDigital suggested that it could be the case that security solutions could be investigated. Orange asked whether the figure is coming from SA1; NEC replied this is not the case.

Ericsson had some concerns against putting this architecture in. Gemalto supported Ericsson not to put this architecture; Telecom Italia supported this. There was not enough support for the contribution.

Decision: 

The document was noted.



S3-110650
pCR to TR 33.sso: automated selection of authentication method





Source: InterDigital

Discussion: 

Ericsson pointed out that there is need to consider status of work in SA1, however the SSO is very much security related. Nokia had some concerns on the contribution. There was not enough support for the contribution.

Decision: 

The document was noted.



S3-110649
pCR to TR 33.sso: OpenID over AKA with AV consumption mitigation





Source: InterDigital, Sagem-Orga, Alcatel-Lucent

Discussion: 

Intel asked whether the user has to be signed in; InterDigital confirmed this. Intel asked what the advantage would be; InterDigital clarified that the user would have to do so initially but afterwards the UE would take over.

InterDigital pointed out that the main difference is that the contribution provides an alternative for operators that do not have GBA deployed. Nokia Siemens Networks pointed out that deploying GBA is not that complex; Ericsson and Telecom Italia supported Nokia Siemens Networks.

Decision: 

The document was noted.



S3-110636
pCR to TR 33.sso Section 8, Solutions





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless, InterDigital

Abstract: 

This contribution fills in Clause 8, Solutions for OpenID 3GPP interworking, in the Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms.

Discussion: 

Vodafone asked why this approach could come to market sooner than GBA. Alcatel-Lucent pointed out that GBA has been approved more than 6 years ago, without being largely deployed, and this contribution could provide an alternative solution. Vodafone agreed that the barriers to adopt GBA could be studied, however could not see less barriers for the proposed solution.

Deutsche Telekom suggested that the fact that a solution has not be deployed is not a reason to standardize another one. Vodafone suggested that adding solutions would further slow down GBA.

Alcatel-Lucent requested an official vote in the next meeting for this solution. This was taken into account. The question for the vote will be: "should non-GBA solutions be included in the study". Nokia Siemens Networks observed that the vote cannot be negative as SA1 has a clear requirement for non-GBA solutions. Nokia Siemens Networks also observed that the grounds to note the solutions were not that they were non-GBA, but that they did not bring advantages compared to GBA; Alcatel-Lucent replied that this is the main issue. NTT Docomo suggested that even if the vote ended positively, it would not help to progress as the comments would be similar during presentation of solutions. The Chairman clarified that a positive result of the vote would enable solutions on the TR to be added (other than GBA-based). NTT Docomo observed that even without a vote, if the solution provides benefits compared to GBA-based then it can be inserted already; Telecom Italia supported this view. Alcatel-Lucent proposed voting a new document (S3-110855 tentatively assigned); MCC added that Alcatel-Lucent could illustrate what Alcatel-Lucent believes are the merits of the proposal compared to GBA. It was observed that even this alternative would not solve the situation.

Ericsson clarified that SA1 does not have a requirement to adopt non-GBA solutions as such, but a more generic requirement. InterDigital proposed voting on S3-110636.

Decision: 

The document was revised to S3-110855.



S3-110855
pCR to TR 33.sso Section 8, Solutions





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless, InterDigital

(Replaces S3-110636)

Decision: 

The document was not addressed.



S3-110647
P-CR Collocated GBA





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-110845.



S3-110845
P-CR Collocated GBA





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110647)

Decision: 

The document was noted.



S3-110783
Commenting pCR with proposed small text changes on S3-110647





Source: InterDigital

Discussion: 

There were no objections on the improvements added; however contribution S3-110845, merging S3-110755 and S3-110647, could not be agreed as there were several comments.

Decision: 

The document was noted.



S3-110790
GBA Lite





Source: Ericsson, ST-Ericsson, AT&T, Rogers Wireless

(Replaces S3-110755)

Decision: 

The document was noted.



8.6
Security Aspects in the Scope of the SA2 study on IMS Based Peer-to-Peer Content (SP-100567)

S3-110652
Scope for the IMS P2P security





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE, Alcatel-Lucent

Discussion: 

There were no comments.

Decision: 

The document was approved.



S3-110653
IMS P2P security architecture





Source: China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE

Discussion: 

It was agreed to change B to:

- Security between the UE and the CCS.

Decision: 

The document was approved with modifications.



S3-110654
IMS P2P: User Identity Privacy





Source: China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE,Alcatel-Lucent

Discussion: 

There was a change to the "the system shall not reveal the permanent identity"; this was agreed.

Decision: 

The document was approved with modifications.



S3-110655
IMS P2P Eavesdropping





Source: China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE,Alcatel-lucent

Discussion: 

BT suggested the identity has to be protected as well (as well as the associated metadata); Juniper supported this; this was agreed.

NTT Docomo mentioned that also traffic analysis should be taken into account.

Decision: 

The document was approved with modifications.



S3-110656
IMS P2P Adversal Content Announcement Attacking





Source: China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE,Alcatel-lucent

Decision: 

The document was approved.



S3-110657
IMS P2P Content Tampering and Replacement





Source: China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE,Alcatel-lucent

Decision: 

The document was approved.



S3-110853
New version of living document on IMS P2P security





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE, Alcatel-Lucent

Decision: 

The document was agreed.



8.7
Other Study Areas

9
Review and Update of Work Plan 

S3-110728
SA3 Work Plan





Source: WG Secretary

Discussion: 

Rapporteurs are requested to send an update to MCC on the progress of work items.

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-110604
SA3 Meeting Calendar





Source: WG Secretary

Decision: 

The document was noted.



11
Any Other Business

There was no other business.
12
Close

The Chairman reminded that there will be elections for Leadership in the next meeting. The Chairman thanked the host for hosting the meeting and for the excellent organization. The Chairman thanked the Delegates and the Secretary for all the hard work and contributions. The meeting was closed.
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	CATR, CATT ,China Mobile, China Telecom, China Unicom, Huawei, ZTE
	noted
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	S3-110639
	Adding ZUC algorithm in SAELTE security
	CATR, CATT,China Mobile, China Telecom,China Unicom, Huawei,ZTE
	revised
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	Modification of security context storage rate on the USIM
	Nokia Corporation, Nokia Siemens Networks, T-Mobile, AT&T
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	Alcatel Lucent, Vodafone, Alcatel-Lucent Shanghai Bell, AT&T
	noted
	-
	-

	S3-110643
	Draft LS to GERAN2 and CT4 on inter-MSC handover failures and lists of permitted algorithms in the context of A5/4
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110830

	S3-110644
	TR Skeleton - Security for Usage of GBA with a UE browser
	Nokia Corporation, Nokia Siemens Networks
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	-

	S3-110645
	Scope for new Technical Report
	Nokia Corporation, Nokia Siemens Networks
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	-

	S3-110646
	Introduction for new Technical Report
	Nokia Corporation, Nokia Siemens Networks
	approved
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	-

	S3-110647
	P-CR Collocated GBA
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110845

	S3-110649
	pCR to TR 33.sso: OpenID over AKA with AV consumption mitigation
	InterDigital, Sagem-Orga, Alcatel-Lucent
	noted
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	-

	S3-110650
	pCR to TR 33.sso: automated selection of authentication method
	InterDigital
	noted
	-
	-

	S3-110652
	Scope for the IMS P2P security
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE, Alcatel-Lucent
	approved
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	-

	S3-110653
	IMS P2P security architecture
	China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE
	approved with modifications
	-
	-

	S3-110654
	IMS P2P: User Identity Privacy
	China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE,Alcatel-Lucent
	approved with modifications
	-
	-

	S3-110655
	IMS P2P Eavesdropping
	China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE,Alcatel-lucent
	approved with modifications
	-
	-

	S3-110656
	IMS P2P Adversal Content Announcement Attacking
	China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE,Alcatel-lucent
	approved
	-
	-

	S3-110657
	IMS P2P Content Tampering and Replacement
	China Mobile,Nokia Corporation,Nokia Siemens Networks,Huawei,ZTE,Alcatel-lucent
	approved
	-
	-

	S3-110658
	M2M feature control
	China Mobile,InterDigital
	revised
	-
	-

	S3-110659
	Management plane security discussion for RN
	China Mobile
	noted
	-
	-

	S3-110660
	Corrections on RN start-up security procedures--Rel 10
	China Mobile,Nokia Siemens Networks,Nokia Corporation
	revised
	-
	S3-110814

	S3-110661
	RN-OAM security details-Rel-10
	China Mobile
	merged in 816
	-
	-

	S3-110662
	Security for direct interfaces between H(e)NBs
	Huawei, HiSilicon
	noted
	-
	-

	S3-110663
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	Huawei, HiSilicon
	revised
	-
	S3-110827

	S3-110664
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	Huawei, HiSilicon
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	-

	S3-110666
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	Huawei, HiSilicon,Interdigital
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	S3-110667
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	Huawei, HiSilicon,Interdigital
	approved with modifications
	-
	-
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	Corrections for TR 33.868
	Huawei, HiSilicon
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	S3-110669
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	Huawei, HiSilicon
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	-

	S3-110670
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	Huawei, HiSilicon
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	-
	-

	S3-110671
	Relay corrections
	Huawei, HiSilicon
	merged in 814
	-
	S3-110814-5

	S3-110672
	Security architecture of PWS
	Huawei, HiSilicon
	noted
	-
	-

	S3-110673
	Public key distribution and message verification for PWS
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-110674
	Signature algorithm profile for PWS
	Huawei, HiSilicon
	noted
	-
	-

	S3-110675
	Specific cases handling for PWS
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-110676
	Security handling for RRCConnectionReestablishment after RLF
	Huawei, HiSilicon
	noted
	-
	-

	S3-110677
	Reply LS on Equivalent PLMN identities and MDT
	C1-112683
	noted
	-
	-

	S3-110678
	Draft reply LS on UMTS ETWS: Warning message display correction with regards to digital signature security
	Research In Motion UK Limited
	merged in 833
	-
	-

	S3-110679
	Authentication with external networks over S2b for non-3GPP access to the EPC - background and way forward
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110680
	Authentication with external networks over S2b - Rel-10
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110805

	S3-110681
	Authentication with external networks over S2b - Rel-11
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110806

	S3-110682
	CR 33.401 Rel-11 Test vectors for 128-EIA1
	Vodafone
	revised
	-
	S3-110796

	S3-110683
	Corrections on RN start-up security procedures-Rel-11
	China Mobile,Nokia Siemens Networks,Nokia
	revised
	-
	S3-110815

	S3-110684
	RN-OAM security details-Rel-11
	China Mobile
	merged in 816
	-
	-

	S3-110685
	H(e)NB identities and their binding for CSG Verification
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Vodafone, AT&T
	noted
	-
	-

	S3-110686
	Privacy concern due to location tracking of MTC Devices
	KPN
	noted
	-
	-

	S3-110687
	Solution for securing Offline Small Data Transmission
	KPN
	noted
	-
	-

	S3-110688
	Authorization for the external interface
	CATT,China Mobile
	approved with modifications
	-
	-

	S3-110689
	pCR about solution of MTC device triggering
	ZTE CORPORATION
	approved with modifications
	-
	-

	S3-110692
	SIMTC - discussion of secure MTC device triggering
	ZTE CORPORATION
	noted
	-
	-

	S3-110693
	SIMTC - pCR of alternative solution of secure MTC device triggering
	ZTE CORPORATION
	noted
	-
	-

	S3-110694
	SIMTC - pCR of MTC device triggering solution 1
	ZTE CORPORATION
	approved
	-
	-

	S3-110695
	pCR on TR33.914 - modified the solution of implementing SSO_APS based on SIP Digest
	ZTE CORPORATION, CHINA UNICOM
	revised
	-
	S3-110801

	S3-110696
	pCR on TR33.914 - Structure clarifications to the solution2
	CHINA UNICOM, ZTE CORPORATION
	approved with modifications
	-
	-

	S3-110697
	A solution for monitoring location change
	ZTE CORPORATION
	noted
	-
	-

	S3-110698
	Authentication and authorization with S2b for Private network access
	ZTE CORPORATION
	merged in 805
	-
	-

	S3-110699
	Authentication and authorization with S2b for Private network access
	ZTE CORPORATION
	merged in 806
	-
	-

	S3-110700
	Network UTRAN KH Capability Notification
	ZTE CORPORATION
	sent for email approval
	-
	-

	S3-110701
	SRNS Relocation Update for Solution 4
	ZTE CORPORATION
	revised
	-
	S3-110802

	S3-110702
	PWS Key Distribution
	ZTE CORPORATION
	approved with modifications
	-
	-

	S3-110703
	PWS Key Update Improvements
	ZTE CORPORATION
	approved with modifications
	-
	-

	S3-110704
	a method of PWS primary notification message delivery
	ZTE CORPORATION
	noted
	-
	-

	S3-110705
	security requirement of PWS Key transmission
	ZTE CORPORATION
	withdrawn
	-
	-

	S3-110706
	The pre-condition for the addressing of the vulnerability of H(e)NB security
	ZTE CORPORATION
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	-
	S3-110823

	S3-110707
	TS 35 series specifications for EEA3 and EIA3
	CATR, CATT, China Mobile, China Telecom, China Unicom, Huawei, ZTE
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	-
	-

	S3-110709
	Clarification of UICC application usage
	Ericsson, ST-Ericsson
	revised
	-
	S3-110829

	S3-110710
	H(e)NB NATed Tunnel IP Resolution
	ZTE CORPORATION
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	-
	S3-110837

	S3-110711
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	-
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	S3-110713
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	Nokia Corporation, Nokia Siemens Networks
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	-
	S3-110825

	S3-110714
	Correction of the signature algorithm used for CMP message protection [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
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	S3-110826

	S3-110715
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	S3-110716
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	Nokia Corporation, Nokia Siemens Networks
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	-
	-

	S3-110718
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	-
	S3-110803

	S3-110719
	Correction on eNB management connection security [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
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	-
	S3-110804

	S3-110721
	Security for direct interfaces between H(e)NBs
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110722
	OAM security for Relay Nodes (discussion)
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110723
	Correction on RN management connection security [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110816

	S3-110724
	Correction on RN management connection security [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110817

	S3-110725
	Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-10]
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	revised
	-
	S3-110820

	S3-110726
	Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-11]
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	revised
	-
	S3-110821

	S3-110727
	pCR TR 33.868: Key Issue - Restriction of USIM to specific MEs/MTC Devices
	Gemalto, Sagem-Orga
	merged in 842
	-
	-

	S3-110728
	SA3 Work Plan
	WG Secretary
	noted
	-
	-

	S3-110729
	restrict USIM to specific MEs/MTC devices
	Samsung
	noted
	-
	-

	S3-110731
	Roaming and MDT
	TeliaSonera
	noted
	-
	-

	S3-110732
	draft Follow up LS on MDT privacy and roaming
	TeliaSonera
	revised
	-
	S3-110732

	S3-110733
	Information classification of PWS Message: Integrity and Availability
	TeliaSonera
	approved with modifications
	-
	-

	S3-110734
	Control of cryptographic signatures with respect to network sharing
	TeliaSonera
	approved with modifications
	-
	-

	S3-110735
	Secure Access with Firewall Traversal - discussion paper
	Acme Packet
	noted
	-
	-

	S3-110736
	Secure Access with Firewall Traversal - draft WID
	Acme Packet, China Mobile, Ericsson, Huawei, ST-Ericsson, Vodafone, ZTE
	revised
	-
	S3-110840

	S3-110737
	Some analysis of the message comparisons table with respect to providing fresh keys at idle to active
	Qualcomm Incorporated
	sent for email approval
	-
	-

	S3-110738
	Analysis of E-UTRAN interworking behaviour of solution 2
	Qualcomm Incorporated
	sent for email approval
	-
	-

	S3-110739
	Providing the details of a variant of solution 2 without E-UTRAN changes
	Qualcomm Incorporated
	sent for email approval
	-
	-

	S3-110740
	Analysis of Key Issue 11 - Restricting the UICC to certain ME/MTC Devices
	Qualcomm Incorporated
	merged in 842
	-
	S3-110842

	S3-110741
	Draft reply LS to C1-112199 LS on UMTS ETWS: Warning message display correction with regards to digital signature security
	Nokia Corporation, Nokia Siemens Networks
	merged in 833
	-
	-

	S3-110742
	Security Requirements of MTC Architecture
	Nokia Corporation, Nokia Siemens Networks, China Unicom
	approved with modifications
	-
	-

	S3-110743
	Security Requirements of preventing faked trigger SMS
	Nokia Corporation, Nokia Siemens Networksï¼ŒChina Unicom
	approved with modifications
	-
	-

	S3-110744
	Draft LS on using IMSI as the MTC device identifier for device trigger
	Nokia Corporation, Nokia Siemens Networksï¼ŒChina Unicom
	revised
	-
	S3-110843

	S3-110745
	UTRAN KH: Stationary user use case
	Ericsson, ST-Ericsson
	sent for email approval
	-
	-

	S3-110746
	UTRAN KH: Normal mobility use case
	Ericsson, ST-Ericsson
	sent for email approval
	-
	-

	S3-110747
	UTRAN KH: cost of countermeasures
	Ericsson, ST-Ericsson
	sent for email approval
	-
	-

	S3-110748
	Pseudo CR for TR 33.829: Group keys versus bilateral keys for secure conferencing
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-110749
	Pseudo CR for TR 33.829: Details on the usage of group keys in the SDES-based solution for secure conferencing
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-110750
	Pseudo CR for TR 33.829: Correction regarding group key usage (KMS based solution for secure conferencing)
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-110751
	Pseudo CR for TR 33.829: Editor's notes requesting clarifications for the KMS based solution for secure conferencing
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-110752
	Pseudo CR for TR 33.829: Editor's notes requesting clarifications for the KMS based solution for messaging
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-110753
	Restrict the use of USIM to a specific ME/MTC device
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110754
	TR 33.868 - Restructuring
	Samsung
	approved with modifications
	-
	-

	S3-110756
	Pseudo-CR: Resolution of Editor's Note on Authorization header
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-110757
	Zh or Cx for SIP digest based GBA
	Ericsson, ST-Ericsson
	revised
	-
	S3-110846

	S3-110758
	33.sso SSO Security Architecture
	NEC Corporation
	noted
	-
	-

	S3-110759
	Pseudo-CR: Selection of interface between BSF and HSS
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	S3-110846
	-
	-

	S3-110760
	Pseudo-CR: Selection of security parameters for SIP Digest based GBA solution
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-110761
	Way forward for maximum number of IKEv2 SA limit
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110762
	Pseudo-CR: Editorial changes to GBA_Digest
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-110763
	33.402 CR: Removal of maximum number of IKEv2 SA limit
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110764
	Reply LS on Maximum number of IKEv2 security associations
	S2-112811
	noted
	-
	-

	S3-110765
	33.402 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	revised
	-
	S3-110810

	S3-110766
	33.234 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	revised
	-
	S3-110812

	S3-110767
	33.234 CR: Removal of maximum number of IKEv2 SA limit
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110768
	Update of Security architecture
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-110769
	SPUCI Description of PUCI Information stored in HSS
	NEC Corporation
	revised
	-
	S3-110824

	S3-110771
	PWS - Further discussion on key distribution
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110772
	Expiry checking of the DM server certificate
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-110773
	SPUCI Description of PUCI Information Signalling
	NEC Corporation
	merged in 824
	-
	-

	S3-110774
	PWS_Signature and key lengths
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110775
	SPUCI Clarification of PUCI Information Type and Structure
	NEC Corporation
	merged in 824
	-
	-

	S3-110776
	SPUCI Interconnect Scenarios
	Ericsson, ST-Ericsson, TeliaSonera
	noted
	-
	-

	S3-110777
	UTRAN KH: Addition of abbreviations clause
	Ericsson, ST-Ericsson
	sent for email approval
	-
	-

	S3-110778
	ExtMEDIASEC Note of the applicability of KMS-based PSK-TLS
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-110779
	ExtMEDIASEC Simultaneous use of SDES and MIKEY-TICKET
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110780
	pCR TR 33.868: Solutions - Restriction of USIM to specific MEs/MTC Devices
	Gemalto, Sagem-Orga
	approved with modifications
	-
	-

	S3-110781
	SPUCI PUCI Solution Choice
	NEC Corporation
	noted
	-
	-

	S3-110783
	Commenting pCR with proposed small text changes on S3-110647
	InterDigital
	noted
	-
	-

	S3-110784
	Commenting pCR on S3-110686
	InterDigital
	noted
	-
	-

	S3-110785
	Commenting pCR on S3-110772
	InterDigital
	noted
	-
	-

	S3-110787
	Comments on S3-110779 Discussion on Simultaneous use of SDES and MIKEY-TICKET
	Nokia Corporation, Nokia Siemens Networks 
	noted
	-
	-

	S3-110789
	Comments on S3-110746 UTRAN KH: Normal mobility use case
	Nokia Corporation, Nokia Siemens Networks
	sent for email approval
	-
	-

	S3-110790
	GBA Lite
	Ericsson, ST-Ericsson, AT&T, Rogers Wireless
	noted
	S3-110755
	-

	S3-110791
	Clarification of integrity protection for relay nodes
	Ericsson, ST-Ericsson, Nokia Siemens Networks
	revised
	S3-110708
	S3-110819

	S3-110792
	Comments to S3-110753
	Gemalto
	noted
	-
	-

	S3-110793
	RN certificate handling
	NTT Docomo
	merged in 820
	S3-110788
	-

	S3-110794
	RN certificate handling R11
	NTT Docomo
	merged in 821
	-
	-

	S3-110795
	Reply to 3GPP SA3 on potential co-operation between 3GPP work on MTC security and ETSI M2M
	ETSI M2M(11)0418r4
	noted
	-
	-

	S3-110796
	CR 33.401 Rel-11 Test vectors for 128-EIA1
	Vodafone
	agreed
	S3-110682
	-

	S3-110797
	128-EEA3 and 128-EIA3 algorithm specifications
	SAGE (11) 12
	noted
	-
	-

	S3-110798
	PCR to SIMTC TR - small data considerations
	Alcatel-Lucent
	approved
	S3-110786
	-

	S3-110799
	pCR on TR33.829 - alternative SDES solution for CDIV
	ZTE CORPORATION
	approved with modifications
	S3-110690
	-

	S3-110800
	pCR on TR33.829 - e2e security of SRVCC
	ZTE CORPORATION, CHINA MOBILE
	approved with modifications
	S3-110691
	-

	S3-110801
	pCR on TR33.914 - modified the solution of implementing SSO_APS based on SIP Digest
	ZTE CORPORATION, CHINA UNICOM
	approved
	S3-110695
	-

	S3-110802
	SRNS Relocation Update for Solution 4
	ZTE CORPORATION
	sent for email approval
	S3-110701
	-

	S3-110803
	Correction on eNB management connection security [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110718
	-

	S3-110804
	Correction on eNB management connection security [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110719
	-

	S3-110805
	Authentication with external networks over S2b - Rel-10
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110680
	-

	S3-110806
	Authentication with external networks over S2b - Rel-11
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110681
	-

	S3-110807
	LS to CT4 on authentication with external networks over S2b
	SA3
	approved
	-
	-

	S3-110808
	Reply to LS on Maximum number of IKEv2 security associations
	Ericsson (Vesa)
	approved
	-
	-

	S3-110809
	33.402 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	agreed
	S3-110765
	-

	S3-110810
	33.402 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	agreed
	S3-110765
	-

	S3-110811
	33.234 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-110812
	33.234 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	agreed
	S3-110766
	-

	S3-110814
	Corrections on RN start-up security procedures--Rel 10
	China Mobile,Nokia Siemens Networks,Nokia Corporation
	agreed
	S3-110660
	-

	S3-110815
	Corrections on RN start-up security procedures-Rel-11
	China Mobile,Nokia Siemens Networks,Nokia
	agreed
	S3-110683
	-

	S3-110816
	Correction on RN management connection security [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110723
	-

	S3-110817
	Correction on RN management connection security [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110724
	-

	S3-110818
	Clarification of integrity protection for relay nodes
	Ericsson, ST-Ericsson, Nokia Siemens Networks
	agreed
	S3-110791
	-

	S3-110819
	Clarification of integrity protection for relay nodes
	Ericsson, ST-Ericsson, Nokia Siemens Networks
	agreed
	S3-110791
	-

	S3-110820
	Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-10]
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	agreed
	S3-110725
	-

	S3-110821
	Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-11]
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	agreed
	S3-110726
	-

	S3-110822
	New version of SPUCI draft TR
	NEC (Rapporteur)
	agreed
	-
	-

	S3-110823
	The pre-condition for the addressing of the vulnerability of H(e)NB security
	ZTE CORPORATION
	noted
	S3-110706
	-

	S3-110824
	SPUCI Description of PUCI Information stored in HSS
	NEC Corporation
	approved
	S3-110769
	-

	S3-110825
	Correction of the signature algorithm used for CMP message protection [Rel-9]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110713
	-

	S3-110826
	Correction of the signature algorithm used for CMP message protection [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110714
	-

	S3-110827
	CMPv2 profile
	Huawei, HiSilicon
	agreed
	S3-110663
	-

	S3-110828
	Modification of security context storage rate on the UICC
	Nokia Corporation, Nokia Siemens Networks, T-Mobile, AT&T
	agreed
	S3-110641
	-

	S3-110829
	Clarification of UICC application usage
	Ericsson, ST-Ericsson
	agreed
	S3-110709
	-

	S3-110830
	LS to GERAN2 and CT4 on inter-MSC handover failures and lists of permitted algorithms in the context of A5/4
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Nokia Corporation, Nokia Siemens Networks
	approved
	S3-110643
	-

	S3-110831
	New version of draft 33.8de TR on GBA Security with UE browser
	Nokia (Rapporteur)
	approved
	-
	-

	S3-110832
	Adding ZUC algorithm in SAELTE security
	CATR, CATT,China Mobile, China Telecom,China Unicom, Huawei,ZTE
	agreed
	S3-110639
	-

	S3-110833
	Reply to: LS on UMTS ETWS: Warning message display correction with regards to digital signature security
	RIM
	revised
	-
	S3-110852

	S3-110834
	New version of PWS TS
	ST-Ericsson
	agreed
	-
	-

	S3-110835
	LS on Obtaining a H(e)NB’s NATed Tunnel-IP Address
	S2-113474
	replied to
	-
	-

	S3-110836
	LS on PWS_Signature and key lengths
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-110837
	H(e)NB NATed Tunnel IP Resolution
	ZTE CORPORATION
	noted
	S3-110710
	-

	S3-110838
	Reply to: LS on Obtaining a H(e)NB’s NATed Tunnel-IP Address
	ZTE Corporation
	approved
	-
	-

	S3-110839
	New version of SIMTC draft TR
	Samsung (Rapporteur)
	agreed
	-
	-

	S3-110840
	Secure Access with Firewall Traversal - draft WID
	Acme Packet, China Mobile, Ericsson, Huawei, ST-Ericsson, Vodafone, ZTE
	revised
	S3-110736
	S3-110851

	S3-110841
	LS to on M2M feature control
	InterDigital
	approved
	-
	-

	S3-110842
	Key Issue 11 - Restricting the UICC to certain ME/MTC Devices (merger of 740 and 727)
	Qualcomm Incorporated
	approved
	S3-110740
	-

	S3-110843
	 LS on using IMSI as the MTC device identifier for device trigger
	Nokia Corporation, Nokia Siemens Networksï¼ŒChina Unicom
	approved
	S3-110744
	-

	S3-110844
	Reply to: Reply LS to S5-111696/S3-100575 on Minimization of Drive Tests (MDT) privacy
	TeliaSonera
	approved
	-
	-

	S3-110845
	P-CR Collocated GBA
	Nokia Corporation, Nokia Siemens Networks
	noted
	S3-110647
	-

	S3-110846
	Zh or Cx for SIP digest based GBA
	Ericsson, ST-Ericsson
	approved
	S3-110757
	-

	S3-110847
	Multiple authentication schemes support for Zh interface
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless, Ericsson, ST-Ericsson
	noted
	S3-110608
	-

	S3-110848
	Revision of SIMTC WI
	KPN
	agreed
	-
	-

	S3-110849
	LS on modification of security context storage rate on the UICC
	Qualcomm
	approved
	-
	-

	S3-110850
	New version of SSO TR
	Nokia
	sent for email approval
	-
	-

	S3-110851
	Secure Access with Firewall Traversal - draft WID
	Acme Packet, China Mobile, Ericsson, Huawei, ST-Ericsson, Vodafone, ZTE
	agreed
	S3-110840
	-

	S3-110852
	Reply to: LS on UMTS ETWS: Warning message display correction with regards to digital signature security
	RIM
	approved
	S3-110833
	-

	S3-110853
	New version of living document on IMS P2P security
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE, Alcatel-Lucent
	agreed
	-
	-

	S3-110854
	New version of TR 33.829
	Vodafone (Rapporteur)
	sent for email approval
	-
	-

	S3-110855
	pCR to TR 33.sso Section 8, Solutions
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless, InterDigital
	not addressed
	S3-110636
	-

	S3-110856
	New version of UKH TR
	Ericsson, ST-Ericsson
	sent for email approval
	-
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-110641
	Modification of security context storage rate on the USIM
	Nokia Corporation, Nokia Siemens Networks, T-Mobile, AT&T
	33.102
	242
	-
	Rel-11
	F
	SEC11
	revised

	S3-110828
	Modification of security context storage rate on the UICC
	Nokia Corporation, Nokia Siemens Networks, T-Mobile, AT&T
	33.102
	242
	1
	Rel-11
	F
	SEC11
	agreed

	S3-110709
	Clarification of UICC application usage
	Ericsson, ST-Ericsson
	33.102
	243
	-
	Rel-10
	F
	TEI10
	revised

	S3-110829
	Clarification of UICC application usage
	Ericsson, ST-Ericsson
	33.102
	243
	1
	-
	F
	SEC11
	agreed

	S3-110640
	Reintroduction of lost reference
	Nokia Corporation, Nokia Siemens Networks
	33.220
	151
	-
	Rel-11
	F
	SEC11
	agreed

	S3-110609
	CR to 33.220 - adding a new requirement for the Zh interface to support SIP Digest authentication
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Rogers Wireless
	33.220
	152
	-
	Rel-11
	B
	XXX
	noted

	S3-110712
	IKEv2 profiling shall also point to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.234
	109
	-
	Rel-11
	F
	Sec11
	agreed

	S3-110767
	33.234 CR: Removal of maximum number of IKEv2 SA limit
	Ericsson, ST-Ericsson
	33.234
	110
	-
	Rel-11
	C
	SEC-11
	noted

	S3-110766
	33.234 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	33.234
	111
	-
	Rel-11
	F
	SEC-11
	revised

	S3-110812
	33.234 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	33.234
	111
	1
	Rel-11
	A
	TEI10
	agreed

	S3-110811
	33.234 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	33.234
	112
	-
	Rel-10
	F
	TEI10
	agreed

	S3-110663
	CMPv2 profile
	Huawei, HiSilicon
	33.310
	53
	-
	Rel-10
	F
	NDS_Backhaul
	revised

	S3-110827
	CMPv2 profile
	Huawei, HiSilicon
	33.310
	53
	1
	Rel-10
	F
	NDS_Backhaul
	agreed

	S3-110713
	Correction of the signature algorithm used for CMP message protection [Rel-9]
	Nokia Corporation, Nokia Siemens Networks
	33.310
	54
	-
	Rel-9
	F
	TEI9
	revised

	S3-110825
	Correction of the signature algorithm used for CMP message protection [Rel-9]
	Nokia Corporation, Nokia Siemens Networks
	33.310
	54
	1
	Rel-9
	F
	TEI9
	agreed

	S3-110714
	Correction of the signature algorithm used for CMP message protection [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.310
	55
	-
	Rel-10
	A
	TEI9
	revised

	S3-110826
	Correction of the signature algorithm used for CMP message protection [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.310
	55
	1
	Rel-10
	A
	TEI9
	agreed

	S3-110706
	The pre-condition for the addressing of the vulnerability of H(e)NB security
	ZTE CORPORATION
	33.32
	69
	-
	Rel-11
	B
	HNB_mob_Sec
	revised

	S3-110823
	The pre-condition for the addressing of the vulnerability of H(e)NB security
	ZTE CORPORATION
	33.32
	69
	1
	Rel-11
	B
	HNB_mob_Sec
	noted

	S3-110721
	Security for direct interfaces between H(e)NBs
	Nokia Corporation, Nokia Siemens Networks
	33.320
	58
	2
	Rel-11
	B
	HNB_mob_Sec
	noted

	S3-110642
	CR to 33.320 solution description for CSG verification
	Alcatel Lucent, Vodafone, Alcatel-Lucent Shanghai Bell, AT&T
	33.320
	68
	-
	Rel-11
	B
	XXX
	noted

	S3-110662
	Security for direct interfaces between H(e)NBs
	Huawei, HiSilicon
	33.320
	70
	-
	Rel-11
	B
	HNB_mob_Sec
	noted

	S3-110711
	IKEv2 profiling shall point to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.320
	71
	-
	Rel-11
	F
	Sec11
	agreed

	S3-110639
	Adding ZUC algorithm in SAELTE security
	CATR, CATT,China Mobile, China Telecom,China Unicom, Huawei,ZTE
	33.401
	461
	-
	Rel-11
	B
	EEA3_EIA3
	revised

	S3-110832
	Adding ZUC algorithm in SAELTE security
	CATR, CATT,China Mobile, China Telecom,China Unicom, Huawei,ZTE
	33.401
	461
	1
	-
	B
	EEA3_EIA3
	agreed

	S3-110660
	Corrections on RN start-up security procedures--Rel 10
	China Mobile,Nokia Siemens Networks,Nokia Corporation
	33.401
	462
	-
	Rel-10
	F
	LTE_RELAY_SEC
	revised

	S3-110814
	Corrections on RN start-up security procedures--Rel 10
	China Mobile,Nokia Siemens Networks,Nokia Corporation
	33.401
	462
	1
	Rel-10
	F
	LTE_RELAY_SEC
	agreed

	S3-110661
	RN-OAM security details-Rel-10
	China Mobile
	33.401
	463
	-
	Rel-10
	F
	LTE_RELAY_SEC
	merged in 816

	S3-110669
	User plane ciphering on the Un interface
	Huawei, HiSilicon
	33.401
	464
	-
	Rel-11
	F
	Sec11
	withdrawn

	S3-110670
	Security handling on UE handover
	Huawei, HiSilicon
	33.401
	465
	-
	Rel-11
	F
	Sec11
	noted

	S3-110671
	Relay corrections
	Huawei, HiSilicon
	33.401
	466
	-
	Rel-11
	F
	LTE_RELAY_SEC
	merged in 814

	S3-110676
	Security handling for RRCConnectionReestablishment after RLF
	Huawei, HiSilicon
	33.401
	467
	-
	Rel-11
	F
	Sec11
	noted

	S3-110682
	CR 33.401 Rel-11 Test vectors for 128-EIA1
	Vodafone
	33.401
	468
	-
	Rel-11
	F
	SEC11
	revised

	S3-110796
	CR 33.401 Rel-11 Test vectors for 128-EIA1
	Vodafone
	33.401
	468
	1
	Rel-11
	F
	SEC11
	agreed

	S3-110683
	Corrections on RN start-up security procedures-Rel-11
	China Mobile,Nokia Siemens Networks,Nokia
	33.401
	469
	-
	Rel-11
	F
	LTE_RELAY_SEC
	revised

	S3-110815
	Corrections on RN start-up security procedures-Rel-11
	China Mobile,Nokia Siemens Networks,Nokia
	33.401
	469
	1
	Rel-11
	F
	LTE_RELAY_SEC
	agreed

	S3-110684
	RN-OAM security details-Rel-11
	China Mobile
	33.401
	470
	-
	Rel-11
	F
	LTE_RELAY_SEC
	merged in 816

	S3-110791
	Clarification of integrity protection for relay nodes
	Ericsson, ST-Ericsson, Nokia Siemens Networks
	33.401
	471
	1
	-
	F
	Sec11
	revised

	S3-110819
	Clarification of integrity protection for relay nodes
	Ericsson, ST-Ericsson, Nokia Siemens Networks
	33.401
	471
	2
	Rel-11
	A
	TEI10
	agreed

	S3-110715
	Clarification on PDCP integrity requirement for Un interface [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	472
	-
	Rel-10
	F
	TEI10
	agreed

	S3-110716
	Clarification on PDCP integrity requirement for Un interface [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	473
	-
	Rel-11
	A
	TEI10
	agreed

	S3-110718
	Correction on eNB management connection security [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	474
	-
	Rel-10
	F
	TEI10
	revised

	S3-110803
	Correction on eNB management connection security [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	474
	1
	Rel-11
	F
	TEI10
	agreed

	S3-110719
	Correction on eNB management connection security [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	475
	-
	Rel-11
	A
	TEI10
	revised

	S3-110804
	Correction on eNB management connection security [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	475
	1
	Rel-11
	A
	TEI10
	agreed

	S3-110723
	Correction on RN management connection security [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	476
	-
	Rel-10
	F
	LTE_Relay-Sec
	revised

	S3-110816
	Correction on RN management connection security [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	476
	1
	-
	F
	LTE_Relay-Sec
	agreed

	S3-110724
	Correction on RN management connection security [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	477
	-
	Rel-11
	A
	LTE_Relay-Sec
	revised

	S3-110817
	Correction on RN management connection security [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.401
	477
	1
	-
	A
	LTE_Relay-Sec
	agreed

	S3-110725
	Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-10]
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	33.401
	478
	-
	Rel-10
	F
	LTE_Relay-Sec
	revised

	S3-110820
	Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-10]
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	33.401
	478
	1
	Rel-10
	F
	LTE_Relay-Sec
	agreed

	S3-110726
	Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-11]
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	33.401
	479
	-
	Rel-11
	A
	LTE_Relay-Sec
	revised

	S3-110821
	Specification of profile and revocation handling for UICC certificates with relay nodes [Rel-11]
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	33.401
	479
	1
	Rel-11
	A
	LTE_Relay-Sec
	agreed

	S3-110818
	Clarification of integrity protection for relay nodes
	Ericsson, ST-Ericsson, Nokia Siemens Networks
	33.401
	482
	-
	Rel-10
	F
	TEI10
	agreed

	S3-110763
	33.402 CR: Removal of maximum number of IKEv2 SA limit
	Ericsson, ST-Ericsson
	33.402
	100
	-
	Rel-11
	C
	SEC-11
	noted

	S3-110765
	33.402 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	33.402
	101
	-
	Rel-11
	F
	SEC-11
	revised

	S3-110810
	33.402 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	33.402
	101
	1
	Rel-11
	A
	TEI10
	agreed

	S3-110809
	33.402 CR: Removal of last step in tunnel authentications
	Ericsson, ST-Ericsson
	33.402
	102
	-
	Rel-10
	F
	TEI10
	agreed

	S3-110698
	Authentication and authorization with S2b for Private network access
	ZTE CORPORATION
	33.402
	96
	-
	Rel-10
	B
	TEI10
	merged in 805

	S3-110699
	Authentication and authorization with S2b for Private network access
	ZTE CORPORATION
	33.402
	97
	-
	Rel-11
	A
	TEI10
	merged in 806

	S3-110680
	Authentication with external networks over S2b - Rel-10
	Nokia Corporation, Nokia Siemens Networks
	33.402
	98
	-
	Rel-10
	F
	TEI10
	revised

	S3-110805
	Authentication with external networks over S2b - Rel-10
	Nokia Corporation, Nokia Siemens Networks
	33.402
	98
	1
	Rel-11
	F
	TEI10
	agreed

	S3-110681
	Authentication with external networks over S2b - Rel-11
	Nokia Corporation, Nokia Siemens Networks
	33.402
	99
	-
	Rel-11
	A
	Sec11
	revised

	S3-110806
	Authentication with external networks over S2b - Rel-11
	Nokia Corporation, Nokia Siemens Networks
	33.402
	99
	1
	Rel-11
	A
	TEI10
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Tdoc
	Title
	Source
	Agenda
	Decision
	Reply in

	S3-110610
	Answer to Liaison Statement regarding 3GPP SSO integration without GBA
	OMA-LS_896-OMA_ARC_to_3GPP_SA3_OpenID-20110209-A
	8.5
	noted
	 

	S3-110611
	Response liaison statement to 3GPP TSG SA on OpenID interworking with AKA
	COM13-LS147
	8.5
	noted
	 

	S3-110612
	Reply LS on maximum value of extended wait timer
	R2-112644
	7.9
	noted
	 

	S3-110613
	Reply LS on security issues about Machine Type Communication
	S2-112161
	7.9
	noted
	 

	S3-110614
	Reply LS on Network Sharing
	S2-112197
	6
	noted
	 

	S3-110615
	Liaison Statement on cybersecurity information exchange (CYBEX)
	ls210-17
	7.11
	noted
	 

	S3-110616
	Liaison regarding IdM for mobile applications and environment
	ls235-17
	8.5
	noted
	 

	S3-110617
	Reply LS on MTC USIM requirements for Release 10
	C6-110254
	7.9
	noted
	 

	S3-110618
	Reply LS on Maximum number of IKEv2 security associations
	C4-111602
	7.7.2
	noted
	 

	S3-110619
	Reply LS on Simultaneous registration of a single private identity from different UEs
	S1-111334
	7.11
	noted
	 

	S3-110620
	LS on Clarification to eUICC uses cases and Requirements
	S1-111298
	7.11
	noted
	 

	S3-110621
	LS on Operator credentials
	S1-111232
	8.5
	noted
	 

	S3-110622
	Reply LS on CSG security for H(e)NB
	R3-111729
	7.8
	noted
	 

	S3-110623
	Reply LS on Maximum number of IKEv2 security associations
	C1-112303
	7.7.2
	replied to
	S3-110808

	S3-110624
	Reply LS on LI requirements related to encryption
	SA3LI11_087r1
	8.3
	noted
	 

	S3-110625
	LS on UMTS ETWS: Warning message display correction with regards to digital signature security
	C1-112199
	7.10
	replied to
	S3-110852

	S3-110626
	LS on Security context mismatch in UMTS
	R2-113663
	7.3
	noted
	 

	S3-110627
	reply LS on Security context mismatch in UMTS and GSM
	C1-111972
	7.3
	noted
	 

	S3-110628
	LS back on partial success of Write Replace Warning Request for ETWS
	S2-112623
	7.10
	noted
	 

	S3-110629
	Response LS on Security context mismatch in GSM
	GP-110990
	7.3
	noted
	 

	S3-110630
	Reply LS to S5-111696/S3-100575 on Minimization of Drive Tests (MDT) privacy
	S5-112161
	7.11
	replied to
	S3-110844

	S3-110631
	LS on Equivalent PLMN
	RP-110905
	7.11
	noted
	 

	S3-110632
	LS on Equivalent PLMN identities and MDT
	SP-110433
	7.11
	noted
	 

	S3-110633
	Response to LS on Clarification to Euicc uses cases and Requirements ref: S1-111298
	Liaison Statement Response on Clarification to eUICC uses cases and Requirements S1-111298 v1
	7.11
	noted
	 

	S3-110634
	Recommendations on the 128-EEA3 and 128-EIA3 algorithms
	SAGE (11) 10
	7.7.4
	noted
	 

	S3-110677
	Reply LS on Equivalent PLMN identities and MDT
	C1-112683
	7.11
	noted
	 

	S3-110764
	Reply LS on Maximum number of IKEv2 security associations
	S2-112811
	7.7.2
	noted
	 

	S3-110795
	Reply to 3GPP SA3 on potential co-operation between 3GPP work on MTC security and ETSI M2M
	ETSI M2M(11)0418r4
	7.9
	noted
	 

	S3-110797
	128-EEA3 and 128-EIA3 algorithm specifications
	SAGE (11) 12
	7.7.4
	noted
	 

	S3-110835
	LS on Obtaining a H(e)NB’s NATed Tunnel-IP Address
	S2-113474
	7.8
	replied to
	S3-110838


C2: Outgoing liaison statements

	Tdoc
	Title
	Agenda
	ReplyTo
	To
	Cc
	Release
	WI
	Attachement

	S3-110807
	LS to CT4 on authentication with external networks over S2b
	7.7.2
	 
	CT WG4
	none
	Rel-10
	-
	None

	S3-110808
	Reply to LS on Maximum number of IKEv2 security associations
	7.7.2
	S3-110623
	CT WG1
	SA WG2, CT WG4
	-
	-
	None

	S3-110830
	LS to GERAN2 and CT4 on inter-MSC handover failures and lists of permitted algorithms in the context of A5/4
	7.4
	-
	GERAN WG2, CT WG4
	none
	Rel-9
	-
	None

	S3-110836
	LS on PWS_Signature and key lengths
	7.10
	-
	RAN WG2, GERAN WG2, CT WG1
	-
	-
	-
	None

	S3-110838
	Reply to: LS on Obtaining a H(e)NB’s NATed Tunnel-IP Address
	7.8
	S3-110835
	SA WG2
	RAN3
	-
	BBAI
	None

	S3-110841
	LS on M2M feature control
	7.9
	-
	SA WG2
	SA WG1
	-
	SIMTC
	None.

	S3-110843
	 LS on using IMSI as the MTC device identifier for device trigger
	7.9
	-
	SA WG2
	None
	-
	-
	None

	S3-110844
	Reply to: Reply LS to S5-111696/S3-100575 on Minimization of Drive Tests (MDT) privacy
	7.11
	S3-110630, S3-110632
	RAN WG2, RAN WG3, SA WG5
	TSG SA
	Rel-10
	MDT_UMTSLTE-Core 
	None

	S3-110849
	LS on modification of security context storage rate on the UICC
	7.3
	-
	RAN WG2, CT WG1
	TSG CT
	-
	SEC11
	S3-110828

	S3-110852
	Reply to: LS on UMTS ETWS: Warning message display correction with regards to digital signature security
	7.10
	S3-110625
	CT WG1, SA WG2, SA WG1
	-
	Rel-8
	-
	None


Annex D: List of agreed new and revised Work Items

	Tdoc
	Title
	Source
	Doc-type

	S3-110851
	Secure Access with Firewall Traversal - draft WID
	Acme Packet, China Mobile, Ericsson, Huawei, ST-Ericsson, Vodafone, ZTE
	New WID

	S3-110848
	Revision of SIMTC WI
	KPN
	Revised WID


Annex E: List of draft Technical Specifications and Reports

Agreed latest baselines:
	Tdoc
	Title
	Source
	Doc-type

	S3-110644
	TR Skeleton - Security for Usage of GBA with a UE browser
	Nokia Corporation, Nokia Siemens Networks
	draft TS/TR

	S3-110822
	New version of SPUCI draft TR
	NEC (Rapporteur)
	draft TS/TR

	S3-110834
	New version of PWS TS
	ST-Ericsson
	draft TS/TR

	S3-110839
	New version of SIMTC draft TR
	Samsung (Rapporteur)
	draft TS/TR


Sent for email approval:

	Tdoc
	Title
	Source
	Doc-type

	S3-110850
	New version of SSO TR
	Nokia (Rapporteur)
	draft TS/TR

	S3-110854
	New version of TR 33.829
	Vodafone (Rapporteur)
	draft TS/TR

	S3-110856
	New version of UKH TR
	Ericsson (Rapporteur)
	draft TS/TR


TSs/TRs sent for information or approval to SA#53:
None.
Annex F: List of action items

None.
Annex G: List of email approvals

The following contributions under agenda item 8.1 were sent for email approval:
	Tdoc
	Title
	Source
	Doc-type

	S3-110700
	Network UTRAN KH Capability Notification
	ZTE CORPORATION
	pseudo CR

	S3-110737
	Some analysis of the message comparisons table with respect to providing fresh keys at idle to active
	Qualcomm Incorporated
	pseudo CR

	S3-110738
	Analysis of E-UTRAN interworking behaviour of solution 2
	Qualcomm Incorporated
	pseudo CR

	S3-110739
	Providing the details of a variant of solution 2 without E-UTRAN changes
	Qualcomm Incorporated
	pseudo CR

	S3-110745
	UTRAN KH: Stationary user use case
	Ericsson, ST-Ericsson
	pseudo CR

	S3-110746
	UTRAN KH: Normal mobility use case
	Ericsson, ST-Ericsson
	pseudo CR

	S3-110747
	UTRAN KH: cost of countermeasures
	Ericsson, ST-Ericsson
	pseudo CR

	S3-110777
	UTRAN KH: Addition of abbreviations clause
	Ericsson, ST-Ericsson
	pseudo CR

	S3-110789
	Comments on S3-110746 UTRAN KH: Normal mobility use case
	Nokia Corporation, Nokia Siemens Networks
	pseudo CR

	S3-110802
	SRNS Relocation Update for Solution 4
	ZTE CORPORATION
	pseudo CR


The following draft TSs/TRs were sent for email approval:

	Tdoc
	Title
	Source
	Doc-type

	S3-110850
	New version of SSO TR
	Nokia (Rapporteur)
	draft TS/TR

	S3-110854
	New version of TR 33.829
	Vodafone (Rapporteur)
	draft TS/TR

	S3-110856
	New version of UKH TR
	Ericsson (Rapporteur)
	draft TS/TR
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