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Security aspects of Public Warning System
1. Reference

[1]               3GPP TS 22.268: ”Public Warning System (PWS) requirements”
[2]               3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[3]               3GPP TS 23.041: “Technical realization of Cell Broadcast Service (CBS)”
2. Security Requirements of PWS

Editor’s Note: This section aims to add the updated security requirements of PWS, including roaming case.
Security requirements for PWS identified by SA1 in section 4.8 of TS22.268 [1] are as follows:
-PWS shall only broadcast Warning Notifications that come from an authenticated and authorized source.

-The integrity of the Warning Notification shall be ensured.
-The PWS protect against false Warning Notification messages.
Note:
These requirements are subject to regulatory policies.
-The authentication of the Warning Notification Providers is outside the scope of 3GPP Specifications.

Additional requirements identified by SA3 are as follows:
-For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.
- The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.
- A serving network should periodically send test warning messages on the broadcast channel.
- If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

- Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

- It shall be possible to configure whether or not primary notifications are displayed.
Additional SA3 working assuptions are as follows:
- The working assumption is that the signing entity is on a national level.
Editor's Note: It needs to consider the impact of network sharing in case of PWS security.
Editor's Note: It needs FFS about security requirements of radio interface, roaming, national users that camp in de-registered and clear messages (only PWS warning notification or other messages) of PWS.
3. System and Security Architecture of PWS

Editor’s Note: This section aims to give an overall description of security aspects of PWS.
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Figure 3-1: PWS system architecture overview
Figure 3-1 gives an overview of the complete security architecture.
· Air interface between UE and access network needs security protection as PWS Warning notification messages are broadcast to UE via SYSTEM INFORMATION. 
· CBC is part of the core network and connects to the network node. For GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME. The protocols between the CBC and these network nodes are defined in 3GPP TS 48.049, TS 25.419 and TS 23.401.
· CBE is outside of the scope of the 3GPP network. It is assumed that the CBE is responsible for all aspects of formatting CBS, including the splitting of a CBS message into a number of pages.
Editor's Note: It is for FFS how the Network Sharing impacts security architecture of PWS. The  figure needs to update for the Networking sharing.

Editor's Note: It needs to add security architecture of PWS.
Editor's Note: The security solution should minimize the impact to the current mechanism
Editor’s Note: Further study on de-registered UEs is needed.
4. Security Features of PWS

Editor’s Note: This section aims to give which security features should be done for PWS. 
5. Security Solutions of PWS

Editor’s Note: This section aims to meet all the requirements and solve all the open issues of PWS. 
5.1 General
5.1.1 PWS Threats and Analysis
It needs to protect against attacks that are in the interface between PLMN and the Warning Notification provider. However, it is outside scope of 3GPP. The attacks which are within the wired network can effectively be dealt with NDS methods. So the most crucial threat is the one over air interface.
For PWS Warning Notification messages, the security threats are similar with ETWS. There may be spoofing attacks, e.g. an attacker may forge and issue PWS Warning Notifications maliciously. The messages sent over the air may introduce spoofing attacks. Another threat may be tamper attacks, e.g. an attacker may record and tamper a PWS Warning Notification message over the air interface. 

RAN2 has decided to broadcast PWS Warning Notifications to user via SYSTEM INFORMATION over air interface. However, broadcasts of SYSTEM INFORMATION are not protected. If an attacker can imitate the base station behaviour maliciously and broadcast false PWS Warning Notifications or tamper PWS Warning Notifications coming from CBE, it will cause serious panic among the population. 
In order to guarantee the authenticity and integrity of the Warning Notifications, the security requirements which specified in 3GPP TS 22.268 are introduced. In order to meet these security requirements, it has been decided that PWS Warning Notifications shall be protected with signature and timestamp that are included in the Warning-Security-Information IE in the WRITE-REPLACE Request message. Moreover, some PWS security features should be considered and defined in details as to solve the remained security issues listed.
5.1.2 Security features of PWS
A UE that has the capability to receive PWS message shall support PWS interface as specified in TS 23.401[2] and TS 23.041[3]. CBE sends Warning Notifications to the user via core network points and the access network points. When receiving PWS Warning Notifications, the user verifies the signature with the corresponding key and the algorithm. So it is essential that the user shall be notified which key should be for signature verification and algorithm should be used. Otherwise, it will cause verification failure. 
As mentioned above, it shall ensure the synchronization of signature key and the signature algorithm between UE and the network. In the current specification, it only states PWS Warning Notifications shall be protected and it has been decided that PWS Warning Notifications are broadcasted to UE via SIB10, SIB11 and SIB12 for ETWS and CMAS. How to verify PWS message has not been specified when PWS Warning Notification messages are integrity protected. Additionally, in the Warning-Security-Information field, the length of signature is only 43 bytes. If PWS uses some popular signature algorithm, e.g. RSA (the length of the message signature is at least 1024 bits) it cannot meet the maximum length. So it should be considered as the length of signature in particular. In summary, it is essential to ensure that which digital signature algorithms should be used for PWS Warning Notifications protection. So several security features should be considered for PWS security as follows.
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 Figure 5-1 PWS security features
5.1.2.1 Profile the signature algorithm 
It needs to profile the digital signature algorithms. And how to profile digital signature algorithms should be considered and specified as well, i.e., which signature algorithms could be used for PWS and whether same digital signature algorithms shall be used for all the PWS system. And it needs to be settled that how to deal with the length of the signature of PWS message defined in Warning-Security-Information IE of the WRITE-REPLACE Request and how to handle the restriction of the length of the SystemInformationBlockType IE.
Editor's Note: The profiling should take into account the limit of the size of the key (which otherwise may induce too much data sent over the air-interface). It must also take into account the limit on the number of bytes that exist in the protocol fields for the signature today. Further limits may also be identified. The intention is to later ask SAGE for the best algorithm profiling that fulfils these limitations.
5.1. 2.2 Algorithm agility of PWS
The network should indicate to UE which algorithm to be used. By this way, UE can obtain signature algorithm and know which signature key should be used to verify the signature of PWS Warning Notifications.
Editor’s Note：It should avoid negotiation of security information during PWS warning.

5.1.2.3 Verification of PWS Warning Notification message 
The UE shall support the verification of the signature. And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.
Editor's Note: It is for FFS how the Network Sharing impacts security aspects of PWS.

Editor’s Note: It is for FFS when UE is in roaming case and when false network sends malicious notifications.

Editor’s Note: The feasibility of mandating signature verification in the UE needs to be FFS
Editor’s Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.
5.2 Solution 1
Editor’s Note：Solutions for GSM and UMTS are needed.
5.2.1 Public key distribution
The solution describes the distribution of the public signature verification key information based on NAS messages. NAS SMC/Attach /TAU ACCEPT message can be used.
1. In the initial attach procedure, UE sends the initial attach request to MME.

NOTE A: If UE has attached the network before, UE sends the public key identifier to MME in Attach request or TAU request. 

NOTE B: In the roaming case or in case of network sharing, UE should send PLMN ID to the core network.

2. EPS AKA procedure may take place.

3. When MME receives the initial attach request, MME distributes the latest public key and the identifier of public key in NAS SMC. 

NOTE C: If UE has attached the network before, when MME receives Attach or TAU request, it verifies whether the public key that UE possesses is the latest. Otherwise, MME checks whether the PSKI that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
NOTE D: In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, MME will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be global unique.

4. At receiving the NAS message, UE receives and saves the public key sent from MME via NAS SMC. UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.
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Figure 5-2: Distribution of public key information
NOTE: Only happening in emergency case.

5.2.2 Signature algorithm agility
This solution describes the distribution of the signature algorithm identifier based on NAS messages with broadcast message. CBC can sign the PWS Warning Notification and so does CBE. Figure 5-3 gives an example to show the solution when CBE is the signature entity.

NOTE：SAI: signature algorithm identifier
1. In the Emergency Broadcast Request, CBE provides the signature algorithm identifier to CBC. 
2. CBC transmits the signature algorithm identifier to MME with Write-Replace Warning Request.
3.  The MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.
4. Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.
5. When MME receives this request, it transmits the signature algorithm identifier with Write-Replace Warning Request to eNB.

6.  eNB broadcasts the signature algorithm identifier for the network’s coverage area to all UEs. And UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.
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Figure 5-3: Distribution of signature algorithm identifier
Editor’s Note：How and if a signature algorithm identifier should be used is FFS.
5.2.3 Verification of PWS Warning Notification message 
This section describes the solution that UE verifies the signature of PWS Warning Notification message with the saved public signature key and signature algorithm. Figure 5-3 gives an example to show the solution when CBE is the signature entity. 
1. CBE sends SAI and the signature included in Emergency Broadcast Request to CBC. 
2. CBC sends SAI and the signature in Write-Replace Warning Request to MME. 
3. MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.
4. Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

5. When MME receives this request, it sends SAI and the signature in the Write-Replace Warning Request to eNB.

6.  eNB broadcasts SAI and the signature for the network’s coverage area to all UEs.
7. At receiving the broadcast information message, UE verifies the signature with the latest public key.
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Figure 5-4: Verification of PWS message
5.3 Solution 2
5.3.1 General

In this solution, a secure point-to-point channel is used to distribute PWS keys to UE registered to the network. Two aspects are included: the one is the network entity (MME/SGSN) distribute PWS key to UE (the blue line as showed in Figure x-1 below); the other is network entity (MME/SGSN) get PWS key from CBC/CBE (the red line as showed in Figure x-1 below).
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Figure 5-3: PWS key distribution path
5.3.2 Initial PWS key distribution

Initial PWS keys should be ready just after UE has registered to the network immediately. In this way by anytime there is a PWS warning message sent by the network, UE can verify it with the PWS key it has stored. So a solution is proposed that the initial PWS keys are distributed in attach procedure.

· LTE: The PWS keys are sent to UE in Attach Accept message by MME, which is integrity protected and ciphered.

· UMTS: The PWS keys are sent to UE in Attach Accept message by SGSN, which is integrity protected and ciphered.

· GSM: The PWS keys are sent to UE in RAU Accept message during attach procedure by SGSN.

Note: Whether security enhancement is needed for GSM/GPRS is FFS.
Editor’s Note：Distribution of public keys in other messages than Attach Accept needs to be studied.
5.3.3 Network PWS key configuration
Since PWS keys are sent to UE in L3 signallings, the network entity (MME/SGSN) should be configured with the PWS keys when PWS service is determined to be provided to UE by the network. Thus there is a requirement that CBC and MME/SGSN shall have an interface to distribute the PWS keys.

When the network determines to provide PWS service to UEs, CBC shall send PWS keys to MME/SGSN. After PWS keys are configured in MME/SGSN, once there is a UE registered to the network, MME/SGSN should distribute the PWS keys to the UE in the attach procedure.

When CBC/CBE updates the PWS keys of a specified notification area, CBC shall send the updated PWS keys to the network entities (MME/SGSN) which have connections with the affected RAN.

Editor's Note: It is FFS if the working assumption on a national root of trust determines CBC/CBE.

5.3.4 PWS key update

Even if the frequency of PWS key update is rather low, it should also provide a mechanism to permit PWS key to be updated. This solution uses a point-to-point secure channel to update PWS keys.

The network activates and updates PWS keys as follows:

· Two PWS keys are used: the current PWS key and the next PWS key. The current one is the activated one which is used to verify the current PWS notification; the next PWS key is used to verify the PWS notification after it has been activated when the current one is deactivated.

·  When CBC determines to change the next PWS key to current PWS keys, it shall also update the next PWS key with a new one. And CBC shall send the updated next PWS key and its identifier to the network entities (MME/SGSN), together with the current PWS key identifier.
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Figure 5-4: PWS key activates and updates by network side
UE activates and updates PWS keys as follows:

· The serving network always broadcasts the current PWS key identifier and the next PWS key identifier. The network entities notify the corresponding RAN to broadcast the just activated current PWS key identifier and the updated next PWS key identifier.

· UE activates the stored next PWS key to the current key as the serving network indicates.

· Once a UE notices that at least one of the broadcasting PWS key identifiers is different from the one it stores, UE shall perform a location update procedure (RA/TA/LA update request message) to request the updated next PWS key. The exact PWS key update trigger time have the following ways: 

· UE performs PWS key update by triggering TA/RA/LA update procedure immediately; 
· UE delays a short random time to trigger TA/RA/LA update procedure to request PWS key update;
· UE performs PWS key update till the next TA/RA/LA update procedure.
· In response to each successful tracking area, routing area or location area update, the network entity provides the PWS key requested by UE. 

· UE stores the received new PWS key as the next one.
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Figure 5-5: PWS key activates and updates by UE side
Editor’s Note: Further study on potential overload problems is needed.
5.4 Evaluation of different solutions
Solution 1 can support country roaming.
6. Conclusion

Editor’s Note: This section aims to give a conclusion of the solution of PWS.
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