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********************** start of 1st change **************************
13
Management plane protection over the S1 interface

For the management plane protection of relay nodes the provisions in clause D.2.5 apply instead of the provisions given in this clause.
For management plane protection the requirements in clause 5.3.2 apply.


In order to achieve such protection, IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5] shall be implemented for all O&M related traffic, i.e. the management plane, with confidentiality, integrity and replay protection.

Tunnel mode IPsec shall be implemented on the eNB for supporting the management plane. On the core network side a SEG may be used to terminate the IPsec tunnel. If no SEG is used, the IPsec tunnel may be terminated in the element manager.

For the management plane, IKEv2 with certificates based authentication shall be implemented on the eNB. The certificates shall be implemented according to the profile described by TS 33.310 [6]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [6]. Other 3GPP specifications may specify other IKEv2 and certificate profiles and IPsec implementation details for specific types of eNBs.

Other 3GPP specifications may specify other security mechanisms and certificate profiles for specific types of eNBs for the case when the management traffic is not carried over the same backhaul link as S1 traffic. If other security mechanisms are specified, they shall provide mutual authentication based on certificates, as well as confidentiality, integrity and replay protection. These functions shall have at least equal strength as that provided by the use of IKEv2/IPsec.

The provisions in such other 3GPP specifications shall take precedence over the provisions in the present clause for those specific eNB types only if explicitly listed here. In particular, the provisions for HeNBs specified in TS 33.320 [27] shall take precedence over the provisions in this clause.
NOTE 1:
X2 does not carry management plane traffic.
NOTE 2:
In case the S1 management plane interfaces are trusted (e.g. physically protected), the use of protection based on IPsec/IKEv2 or equivalent mechanisms is not needed.
********************** start of next change **************************
D.2.5
Secure management procedures for RNs

The requirements on communication between the OAM systems and the eNB from clause 5.3.2 shall apply for relay nodes in both phases I and II. The mechanisms used to fulfil these requirements shall include applying security association(s) that extend between the RN and an entity in the Evolved Packet Core (EPC) or in an OAM domain trusted by the operator.

NOTE 1:
No mechanisms used to fulfil these requirements are mandated in the present document. But example mechanisms are given in NOTE 3 below. NOTE 3 is followed by normative text, which applies if the example mechanisms are used.
NOTE 2:
In case of offline configuration of the RN, the security measures used to fulfil the requirements from clause 5.3.2 are out of scope of the present document.

NOTE 3:
Examples for mechanisms to secure OAM communication to and from RNs are:
- end-to-end security terminated within or just in front of the OAM server;
- hop-by-hop security via SEG in EPC which is particularly suited for multiple management connections to separate OAM servers located within one "management domain".

If IKEv2/IPsec or TLS with authentication based on certificates is used for the security association(s), the protocol profiles for IPsec in TS 33.210 [5] and for IKEv2 and TLS in TS 33.310 [6] and the certificate profiles given in TS 33.310 [6] should be followed.
NOTE 4:
As the USIM-INI can be accessed by any UE, an attacker can use the USIM-INI to connect to the APN used for OAM in phase I. In case of end-to-end security the OAM server itself has to be secured accordingly. In the hop-by-hop case the SEG can defend against attacks (e.g. DoS attacks) carried out via this channel.


The RN requires IP connectivity for the management procedure to be able to reach the OAM server. 

For the pre-shared key case in Phase I, IP connectivity can be established after step Ep2 with the RN attaching to an eNB like a normal UE using the USIM-RN.
For the certificate-based case in Phase I, IP connectivity established for enrolment purposes according to clause D.2.4 may be re-used, or, if not available, it may be established in the same ways as described in clause D.2.4.

Restrictions on the destinations the RN can reach shall apply if the communication with the OAM server prior to the RN attach procedure is based on USIM-INI. They shall be realized in the same way as described in clause D.2.4.
*********************** end of changes ***************************
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