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1
Introduction
A good analysis of the small data transmission  is provided in S3-110667 from Huawei, High Silicon, and  Interdigital. It is based on the architecture captured in TR 23.888-1.3.0. However, one aspect of the documented architecture, associated threats, and corresponding security requirements are missing from S3-110667.

The purpose of this contribution is buitd upon findings of S3-110667 and to propose new requirement related to the DOS protection.

2
Discussion

We would like to make the following observation related to either using CS SMS for EPS or modified SMS transport as it is proposed in the TR 23.888-1.3.0:


Confidentiality and integrity of the small data transmissions will be adequately protected by NAS when NAS security association is established.

Proposal  for “small data transmission” allows M2M devices to arbitrary create NAS content and traffic. Using NAS for SMS transport was designed as a stop-gap solution in Rel-8 with the goal of eventual deployment of IMS-based SMS. What is being proposed now will standardize overloading of NAS, strictly control protocol, with what is effectively a UP content. Such content will be generated by potentially hundreds of millions devices, creating an environment for a DOS attack on MME. 

In addition, current SA2 specifications do not define the size or limit “small data”, while IE for its NAS transport is of variable length. Such unfethered specification could potentially lead to either unlimited “small data” exchanges over NAS, or generation of billing records which in complexity and length might be overshadowing the complexity of “small data” transmission.
3
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************* Start of Change 1 **********************
5.4
Key Issue 4 – Security of Small Data Transmission

5.4.1
Issue Details
The MTC feature Small Data Transmissions requirements are defined in TS 22.368 [11], clause 7.2.5: 
-
The system shall support transmissions of small amounts of data with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).

-
Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.

-
The definition of a small amount of data shall be configurable per subscription or by network operator policy

This document will consider the issue when the MTC Device is detached and no security context between the MTC Device and the core network is available. 

Editor's Note: Further inputs are needed from SA2 on this issue 

5.4.2
Threats
Proposals  for “small data transmission” allow M2M devices to arbitrary create NAS content and traffic. Using NAS for SMS transport was designed as a stop-gap solution in Rel-8 with the goal of eventual deployment of of IMS-based SMS. What is being proposed now will standardize overloading of NAS, strictly control protocol, with what is effectively UP content. Such content will be generated by potentially hundreds of millions devices, creating an environment for a DOS attack on MME. 

5.4.3 
Security requirements 
The small data transmission  using small data encapsulation in the NAS payload  have to be protected against overloading attack on MME  for EPS. 

Editor’s note: How to provide NAS DOS protection for small data transfer is FFS. Dedicated MME can be considered as one option. 

************* End of Change 1 **********************








































































































































































































































