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1
Introduction
To minimize the risk of having to resend the session setup signalling an Initiator wanting encrypted communication may offer both SDES and MIKEY-TICKET and let the Responder chose the strongest option supported. This contribution discusses the implications of such usage. The outcome is that such usage should not be restricted.

2
Proposal

It is proposed that the changes below is added to the living document
3
PCR

*** BEGIN CHANGES ***
X.X
Discussion on Simultaneous use of SDES and MIKEY-TICKET
To minimize the risk of having to resend the session setup signalling, an Initiator wanting encrypted communication may offer both SDES and MIKEY-TICKET and let the Responder chose the strongest option supported. While an adversary wanting to intercept protected media keyed by SDES only needs access to the SIP signalling, an adversary wanting to intercept protected media keyed by MIKEY-TICKET needs access to both the KMS node and the SIP signalling. An adversary that has control of the SIP signalling may therefore perform bidding down attacks enabling intercept by removing the MIKEY-TICKET offer or both the SDES and MIKEY-TICKET offers. While bidding down protection for MIKEY is specified in RFC 4567, nothing similar exist for SDES. Nor is it possible to add bidding down protection (from adversaries in control of the SIP signalling) to SDES (without adding some new end-to-end integrity protection). 
So what can be achieved without adding any technical bidding down solutions?

· If the Initiator knows which key management protocols the Responder supports, then the Initiator can always offer only the strongest supported alternative.

· If the Initiator does not know which key management protocols the Responder supports, an adversary that has control of the SIP signalling can after one or several bidding down attacks make the Initiator offer the lowest security level acceptable to the Initiator.

So Initiators willing to accept SDES may offer both SDES and MIKEY-TICKET without any security implications. It is recommended that both the Initiator and Responder are aware of the security level so that they can adjust the information sent on the media plane accordingly.
*** END OF CHANGES ***

