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1.

Introduction

As the warning messages in PWS are broadcasted, they need to be authenticated with a digital signature. The symmetric alternatives would be to use a group key which is insecure, or use per-user MACs which require too much space. The public key PKver used to verify the signature needs to be distributed to the UEs no later than the warning message.
At SA3#63 it was suggested that SA3 could finalize the security solution for PWS and then ask ETSI SAGE to choose a signature algorithm given the number of available signature bits and other limits, but this is not a good approach as the security level heavily impacts the design of the PWS security solution. Keys with high security can have long lifetimes whereas keys with low security need very frequent updates. The relationships between public key lengths, signature lengths and security levels for the potential signature algorithms (i.e. DSA, ECDSA, RSA) therefore need to be considered already at the start of the study. SA3 should make sure that the available space for public keys and signatures makes it possible to achieve acceptable security.
2.
Security levels, Key and Signature Sizes for Common Signature Algorithms

Even though there exist a number of digital signature algorithms, only DSA, ECDSA, and RSA-based signature schemes are commonly used and standardized. The public key and the signature need to be transferred in messages with potentially limited space available. The table below give the public-key sizes and signatures lengths (FIPS PUB 186-3) for the three algorithms:

	Security level (in bits)
	Recommended
last year in use
	Public key sizes (in bits)
	Signature sizes (in bits)

	
	
	ECDSA
	DSA
	RSA-based
	ECDSA
	DSA
	RSA-based

	80
	≤ 2010
	160
	1024
	1024
	320
	320
	1024

	112
	≤ 2030
	224
	2048
	2048
	448
	448
	2048

	128
	~ 2040
	256
	3072
	3072
	512
	512
	3072


All of the three algorithms also require domain parameters that can be fixed for all public keys in PWS and pre-configured/pre-distributed in the UEs. The DSA algorithms have much smaller signature sizes than RSA-based signatures for a given security level. Elliptic Curve DSA has much smaller key sizes than DSA and RSA for a given security level. If the public keys are transferred as part of e.g. X.509 certificates additional space is needed.

At the 112-bit security level the verification time of DSA and ECDSA (over prime fields) are almost equal whereas the verification time of RSA is roughly ten times faster (see e.g. http://bench.cr.yp.to/results-sign.html). At this security level verification speed should not be an issue.

All three algorithms are standardized for a limited set of key sizes, but all three algorithms can easily be used for any wanted security level. As can be seen from the table, with (EC)DSA each additional signature byte raises the security level with 2 bits. If the available space is extremely limited, it may therefore be worthwhile to use non-standard key lengths.

Any non-standard key length and domain parameters should be chosen by ETSI SAGE.
3.
Available space for signatures

In the current 3GPP Earthquake and Tsunami Warning System (EWTS) specification (23.041) there are digital signature (43 bytes) and timestamp (7 bytes) fields defined, but no digital signature algorithms standardized. The assumption is that PWS will make use of these fields. But as seen from the table above 43 bytes is likely too small to achieve an acceptable security level.  There may however be possible to increase the size beyond 43 bytes:
· Digital Signature 




344 bits 
(43 bytes)
· Timestamp fields 




  56 bits 
(7 bytes)
· Padding in Warning-Type field

    7 bits

If no timestamp or key identification fields are used, 407 bits is likely available for a digital signature. And even if a timestamp is needed, the timestamp format is not very optimized and could be compressed to use fewer bytes, e.g. something similar to the NTP encoding (4 bytes = 232 s = 136 years). It is also stated in 23.041 that the CBC provides necessary padding of the pages to a length of 82 octets so it is possible that these padding bytes could be used for signatures. Stricter profiling of the included fields in warning messages may lead to increased space for signatures. It is also possible that the maximum signature length differ in GSM, 3G, and LTE.

· Can the space available for digital signatures be expanded and what would be maximum size be for GSM, 3G, and LTE? 

· Can we change the format of the timestamp to a more compressed format?

· Can we use the padding in the Warning-Type field?

· Can any padding provided by the CBC be used and can the available padding be increased by stricter profiling of warning messages?
As no digital signature algorithms are standardized for ETWS and there is not even a signature type identifier, guaranteed compatibility with any proprietary signature format seems unfeasible.

4.
Proposal

It is proposed that SA3 sends a LS to CT1 asking if is possible to get more space for signatures in Rel-11. Below is a proposal for the LS:

1. Overall Description:

SA3 has identified that the current signature field with a length of 43 bytes only gives a security level of around 80 bits with is quite low. Such signatures should according to common recommendations be phased out no later than 2010. We are aware of that the length of the signature field was specified based on guidance from SA3 (S3-080219).
To get an acceptable security level, more signature bits are needed. SA3 would at least want 448 bits for the signature, a few bytes (4-7) for a timestamp, a few bytes for a signature type identifier and a few bytes for a key identifier. But every available bit increases the security level (the bits do not need to be sequential).
· Can the space available for digital signatures be expanded? For example by:

· Change the format of the timestamp to a more compressed format? 

· Use the padding in the Warning-Type field?

· Used some of the padding normally provided by the CBC.

·  Can the available padding be increased by a stricter profiling of warning messages?

· What would be maximum size be for GSM, 3G, and LTE? 

2. Actions:
ACTION: 
SA3 kindly asks CT1 to give feedback on the questions above.

