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Abstract of the contribution:
TR 33.914, clause 7.2, contains ’Solution 1 – SIP Digest based GBA solution’ (called GBA_Digest in short). This pseudo CR proposes to delete the Editor’s note“It is for further study whether the authorization header should be mandatory.” in step1 in clause 7.2.2. This deletion is the only change. 
1. Discussion 
NOTE2 in step1 in clause 7.2.2 explains that an alternative information flow was under consideration that would have required the UE to send the IMPI, and include an Authorization header, only in the second HTTP request to the BSF. NOTE2 also explains why this alternative was not chosen, namely in order to maximize the commonality with the currently defined GBA. NOTE2 also says that the alternative would have maximized the similarities with HTTP Digest as used on the web. But any advantage from this similarity would be quite limited as can be seen from the next paragraph below. 
SA3 had a similar discussion about the need for a UE sending an Authorization header in the first message, namely in the context of using SIP Digest for IMS access. SA3 finally agreed to make changes to TS 33.203 that permitted the client sending the Authorization header only in the second message. But this change to IMS was made so as to allow using off-the-shelf SIP clients whose typical behaviour was reflected in that change. But there are no off-the-shelf clients using SIP Digest for Single Sign-On. Any such client would still necessarily be 3GPP-specific, and therefore sending the IMPI as part of an Authorization header in the first message does not impose any restrictions on deployments.

We therefore propose to delete the Editor’s note. The current text seems just fine. 
When proceeding to normative stage then NOTE2 should also be removed as the discussion of alternatives is, in general, not part of a TS as opposed to a TR. 

2. Pseudo-CR
************START OF CHANGES*******************

7.2.2 SIP Digest based GBA bootstrapping

We assume that the UE contacts the NAF and the NAF indicates to the UE that it should use GBA. The NAF demands that bootstrapping is required and gives an indication as described in subclause 5.2.4 of TS 24.109 [12]. NAF shall indicate to the UE that bootstrapped security association is required by sending an HTTP response with code 401 "Unauthorized" and include the WWW-Authenticate header into the response. In particular, the "realm" attribute shall contain a prefix "3GPP-bootstrapping@", and this shall trigger the UE to run bootstrapping procedure over SSOb interface, which is described below:
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Figure 7.2-2 procedure of non-UICC based GBA solution

NOTE1: The figure above only shows an example flow for visualization and not all details are included. The information flow shown in figure 7.2-2 maximizes the similarities with GBA.
Step 0: 
The UE and the BSF establish a TLS tunnel with server authentication using a server side certificates. All further messages between the BSF and UE are sent through this tunnel.

Step1:

In this HTTP request message from the UE to the BSF, the UE shall include Authorization header containing the IMPI.
NOTE2: It should be noted that it would have been possible to select an alternative information flow as follows: the UE would not convey its IMPI to the BSF in step 1 but only in the second GET request (step 5). In this case the AV request / response exchange between BSF and HSS would be deferred, until this second GET request was received by the BSF. But the information flow presented here was preferred because it maximizes commonality with GBA, as defined in TS 33.220. This would be possible in GBA_Digest, in contrast to GBA, as the nonce serving as a challenge in GBA_Digest is generated by the BSF while the challenge RAND | AUTN in GBA has to be generated by the HSS. The delayed approach would maximize the similarities with HTTP Digest as used on the web.

Step 2:
The BSF requests from the HSS the needed Authentication Vectors SD-AV as defined in TS 33.203, Annex N. If the operator desires to support GBA User Security Settings (GUSS), then this should happen over Zh interface. The username field in the Multimedia Auth Request contains the IMPI.

If the operator only wants to requests the SD-AV, then usage of the Cx reference point is possible by using the MAR-Cx Request containing the IMPI.
Editor’s Note: Here we basically have two ways of getting the needed data and potential further data.The choice is ffs, but the standardization of multiple interfaces for the same purpose should be avoided. Aspects to consider are: if the operator has already a BSF deployed for general purposes or if the operator wants to use the SIP Digest authentication in a minimal setting. Choice (a) would use the Cx interface and the choice (b) an extended Zh interface.
Step 3: 
The HSS looks up the password corresponding to the received IMPI, generates the SIP Digest authentication vector SD-AV. The HSS responds with the requested data to the BSF. . For the Zh reference point this data consists in the SD-AV and, possibly, the GUSS if requested and needed. The GUSS is only returned when supported and the timestamp in the BSF indicates that the one in the HSS if fresher.  
For the Cx interface the SD-AV are returned in the MRR-Cx Response message.

The SD-AV consists of the qop value, the authentication algorithm, realm, and a hash, called H(A1), of the IMPI, realm, and password, according to TS 33.203, Annex N. 
The GUSS should contain information about the underlying security quality, i.e. SIP digest, like it is doing for 2G GBA. 
Step 4:

In the 401 response from the BSF to the UE, the BSF shall include parameters to WWW-Authenticate header as specified in RFC 2617 [5].

The BSF generate nonce randomly, and sends the challenge to the UE in HTTP 401 Unauthorized response. . The WWW-Authenticate header consists of parameters such as realm, nonce, algorithm, qop, etc, and is included in the HTTP 401 Unauthorized response. 
Step 5:
When responding to a challenge from the BSF, the UE generates cnonce randomly, and calculates the response RESP. The RESP is put into the Authorization header and sent back to the BSF in the GET request. 

Editor’s Note: Channel binding for authentication response res is ffs.

RESP is computed as a Digest-response according to RFC 2617 [5] (HTTP Digest) from the most recent GBA_Digest challenge and a password ‘passwd’ that is generated as follows: 

passwd = KDF (H(A1), “GBA_Digest_RESP”)

where H(A1) is the hash of the ‘SIP Digest password’ is the password used in IMS according to TS 33.203, Annex N and the realm. The “GBA_Digest_RESP” is a character string. KDF is the key derivation function as specified in Annex B in TS 33.220 [2].
The UE then derives Ks as follows: 

Ks = KDF (H(A1), TLS_MK_Extr, “GBA_Digest_Ks”, Digest-response) 
where TLS_MK_Extr is extracted from the TLS master key in a way compatible with [RFC5705], Digest-response is computed according to RFC 2617 [5] from the most recent GBA_Digest challenge for which a 200 OK was sent/received, and “GBA_Digest_Ks” is a character string. 

Editor’s Note: A label for the exporter function, cf. [RFC5705], e.g. “GBA_Digest_Ks”, needs to be defined and registered with IANA.
Step 6:

Upon receiving an integrity protected GET request carrying the authentication challenge response RESP, the BSF checks that the expected response (calculated by the BSF) matches the received challenge response. If the check is successful then the user has been authenticated.
The BSF derives Ks in the same way as the UE did in step 5.
The BSF generates the bootstrapping transaction identifier (B-TID) for the IMPI and stores the tuple <B-TID,IMPI,Ks>.
The BSF sends 200 OK response to the UE to indicate the success of the authentication.
In this message from the BSF to the UE, the BSF shall include bootstrapping transaction identifier (B-TID) and the key lifetime in an XML document in the response payload. The BSF may also include additional server specific data to the XML document. 
An Authentication-Info header according to RFC 2617 [5] shall be included into the 200 OK response. 

After successful bootstrapping procedure the UE and the BSF contain the keyKs and the B-TID. In addition, BSF mayalso contain a set of security specific attributes related to the UE i.e. potential indication in GUSS on the material used for key derivation. The Ks is then used to derive in the BSF and in the UE NAF specific key(s) Ks_NAF to secure Ua reference points..

************END OF CHANGES*******************
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