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1. Introduction 
TR 33.829 discusses the support of group keys for secure conferencing. It is obvious that usage of a group key can lead to significant performance gains if the same media stream is sent to a large number of conference participants and must only be encrypted once, using the group key, rather then being encrypted individually for each participant, using bilateral keys, i.e. a keys known only to the conference server and an individual participant. If the policies for the secure conference require that a participant who joins a conference after its beginning is not able to decrypt the media sent before he joined, and that a participant who left a conference is not able to decrypt the media sent after he left, usage of a group key requires rekeying each time a participant joins or leaves the conference. This may be considered inconvenient, in particular in situations, where joins and/or leaves happen frequently, e.g. at the beginning or end of a conference.
Moreover, as key management for the IMS media plane is done out of band, i.e. in the control plane, not in the media plane, there is the possibility that policies require of the sender to use a new key for a running media stream, but the receiving side has not yet received this new key, which means that the media stream rendered to the receiving user will be disturbed.

If bilateral keys are used, a particular user joining and leaving happens independently of the other users and does not create a need for rekeying. So if the performance of a conference server is sufficient to encrypt the media sent to the participants using bilateral keys, this maybe favourable.
It seems reasonable to mention both approaches, usage of a group key as well as usage of bilateral keys, in the solutions for secure conferences in TR 33.829.
2. Proposal
We propose to change TR 33.829 as follows (changes marked with MS-Word revision marks). 
*******************************START OF 1. CHANGE******************************
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5.1.2

Immediate security observations/requirements

To secure an IMS conference the following should be considered:

-
Key management. The natural place to perform key management is in the MRFC. This means that media plane keys have to be transported from the MRFC to the MRFP over Mp, and that Mp should be protected. Other sensitive information (e.g. conference policies) may be transferred from AS to MRFC over Cr. The need for protection of SIP signalling over Mr' (or ICS – Mr) has to be evaluated. The required protection of the interfaces may be different for different key management solutions.
-
Rekeying. If a group key is used to protect media in a conference then it may be required to perform rekeying when a participant joins or leaves the conference; this to guarantee forward and backward security. The cost to do such rekeying may be high and it should be evaluated if and how such a service can be included in the secure conference service. The evaluation needs to be made per type of conference keying as the cost, complexity and relevance may differ between different solutions. One issue might be how to handle the beginning/end of a conference, where users join/leave frequently.
-
Mixer. Requirements may differ depending on type of mixer. In use cases when the mixer performs switching of the media rather then mixing, it may not be necessary to decrypt and re-encrypt the media in the mixer, but normally incoming media to the mixer has to be deciphered and the mixed output signal enciphered before it is sent out. 
In conference scenarios where the conference system sends a common media stream to all or many conference participants, it would from an efficiency point of view be favourable to encrypt the common media streams based on group keys available to all recipients. A typical example of a conferencing situation when this would be applicable is in a voice conference where all listeners receive the same mixed media stream from the conference centre. On the other hand, in other conference scenarios it might be so that e.g. an outgoing video stream is uniquely composed per end-point and adapted to the receiving ends capabilities. However, to support both cases described, key management solutions for secure conferencing should be specified forestablishment and use of both end-point unique and group keys.
--
Event packages. Conference event packages may carry security sensitive information and should thus be protected. This is explained in the security considerations chapter of RFC 4575 [17]. This means that NOTIFY messages carrying these event packages have to be protected when the trust model for the chosen key management solution requires it.
********************************END OF 2. CHANGE*******************************
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5.1.3
Requirements

Editor's note: Requirements may be missing.
The following are general requirements on a secure conference solution are:
-
A user shall be able to initiate creation of an ad hoc secure conference.
. 
In other words, there shall be some means for an ad hoc conference creator to signal that the conference should be secure.

-
Each conference participant shall be able to mutually authenticate with the conference centre.

-
All participants in a secure conference shall use media protection. 

Editor’s note: Conferences where some media/participant isn't secured could be possibly studied later. 

-
Different media streams shall use different key streams. 

NOTE: This is to make sure that no two-time pads occur. 

-
It should be possible as an implementation option to use group keys to protect media streams intended for all participants.

An example use case when this could be beneficial is when a mixed output stream is intended for all participants.

-
Rekeying of a conference should be possible. 

Rekeying of a conference in the context of this document means that all shared key streams in the conference shall be based on new, fresh key material. Rekeying may occur when a participant joins or leaves a conference. 

-
A secure conference supporting conference event packages shall provide security for these event packages.

Event packages may carry security critical information.

-
A secure conference supporting floor control shall provide security for the floor control signalling.

Floor control signalling could carry security critical information.

********************************END OF 3. CHANGE*******************************
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5.3
Solution(s)

5.3.1
General

5.3.1.1
Policies for secure conferences
Whether a conference to be created is secure, or more exactly, the security properties required for a conference, can be considered to be part of the conference policies. In the following, examples of security related policies are given:

(1) Only a specified set of users is allowed to the conference. This may be implemented in different ways. For example, it could be a "dial-out-only" conference, where the conference focus invites the specified users. In this case, if the focus gets no information about the identity of the terminating side, the focus must cancel the INVITE, as CDIV (see clause 9) may have happened, and the call may have been diverted to a user not belonging to the set of allowed users. In CDIV cases where the focus is informed about the identity of the terminating side, the focus must cancel the INVITE if the terminating id is not in the set of allowed users. If dial-in is allowed, the focus must reject all INVITEs that do not reveal the identity of the originating side (focus should send 433 "Anonymity disallowed") or reject all INVITEs by users not specified as allowed users.

(2) Only secured media streams are used in the conference. When dialing out, the conference server offers secured media streams only, and when a user dials in, the conference server rejects any media streams that are not secured.

(3) Group keys are used for certain media streams, and are renewed in case of certain events, e.g. each time a user joins or leaves the conference. For renewal of group keys, the conference focus may re-invite the participants, or may ask them via a REFER request to send a re-invite to the focus.

(4) Group keys are not used; instead, the focus protects each media stream for each participant individually, thus ensuring that a participant cannot decrypt streams sent to other participants.

The examples (3) and (4) show two different approaches for ensuring that a participant who joins a conference after its beginning is not able to decrypt the media sent before he joined, and that a participant who left a conference is not able to decrypt the media sent after he left. Note that there may also be conferences where this is not required.
Note that policy control for conferences is currently not specified, so proprietary methods may be used by which users or network operators specify such security policies for conferences.
5.3.1.2
Group keys versus bilateral keys
Media sessions in ad hoc conferences are established using the SDP offer/answer model [xx]. This means that the participants receive the media streams of the focus on individual IP addresses and ports. Multicast is thus only possible above the UDP/IP level, i.e. a common RTP session may be used. Using a common RTP session means the focus can send the same RTP PDUs to all participants. In case of SRTP, this requires the usage of a group key for the media the focus distributes in this way.

Alternatively, the focus may use separate RTP sessions for the different participants, even for common media. This allows full flexibility when choosing SSRC ids or the initial RTP sequence numbers. Each stream must be protected individually in this case, using a bilateral key, i.e. a key known only to the both sides.

Usage of group keys can be considered as a performance optimization and may be reasonable for very large conferences. It has certain security issues, e.g. rekeying may be required each time a participant joins or leaves the conference. The advantage of avoiding the complexity for rekeying when using bilateral keying has to be weighed against the performance gain when using group keys. The result of the trade-off will depend on the envisaged use cases, which is why not both solutions are required to be always supported. 
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