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This contribution proposes for SA3 to create the solution for restricting USIM to specific MEs/MTC devices 
1
Introduction

3GPP SA3 has security requirements and solutions in TR 33.868 for MTC devices. In TS 24.301 and TS23.401, 3GPP CT1 and SA2 have mechanisms for emergency handling for MTC devices. However, it is not clearly identified what is the security solution for devices for  lack of security information and contexts. Last SA3 meeting in Chengdu, we discussed one paper, but we did not conclude to the solutions. This paper discusses this requirement and proposes a solution for restricting USIM of MTC devices for Rel-11. 
2
Discussion

To handling MTC devices when they are not fully identified through their identities or security information, some considerations could be made related to these features as:
- How identify MTC devices which are in limited services due to lack of security information 
- How effectively and securely maintain the MTC devices when it has some limited information related to identity and security information
When the MTC device contacts the network, the network has to check the identity and security parameters to perform security check. Even though some of requirements are not fulfilled for the case of emergency or initial stage, the limited service for the MTC has to be performed.   

3
Proposal

It is proposed that a solution is added for restricting USIM of MTC devices in TR 33.868. 
*************************************************************************************************************
7.9 
Solution 9 – restricting USIM of specific MTC devices 
7.9.1
General Description

The MTC devices can use current mechanisms to solve the security issues related to USIM of MTC devices. However, to handle some of specific MTC devices which have some restriction of secure access, the manner of restricting USIM of MTC devices can be performed to prevent the unauthorized MTC devices to access the network. 

Editor's note: It is FFS how to securely handle the case of emergency situation or the intial provisioning stage, where the MTC devices can have unauthorized identity or security key/context.
Therefore, MTC devices can be fulfilled the roles in this caluse as: 
· The MTC devices need to be restricted the access the network when the USIM of MTC device has identities/ security key/contexts which are not fully identified in the operator’s network 
· The MTC devices can use the identity which can identify MTC devices in the network temporary before network can identify the MTC devices. 
· Editor's note: It is FFS how to assign or which identity will be used to identify the MTC devices to handle some situations, such as the case of emergency situation or the intial provisioning stage. 
