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Abstract of the contribution:
This contribution contains a pCR to start the security analysis on SA1 requirement regarding “Restriction of USIM to specific MEs/MTC Devices”. The pCR proposes a description of the key issue. 
1. Proposal
SA3 discussed during Chengdu#63 meeting solutions for the following SA1 requirement “The network operator shall be able to restrict the use of a USIM to specific MEs/MTC Devices”. SA3 concluded that security implications and requirements should be assessed during Rel-11 timeframe in order to agree on solution(s). 
This contribution proposes a pseudo-CR to TR 33.868 providing a description of the key issue on “Restricting the USIM to certain ME/MTC devices”. 
2. Pseudo CR
START of  1st CHANGE

5.12
Key Issue 12 – Restricting the USIM to certain ME/MTC devices
5.12.1
Issue Details
The issue that led to the need to restrict the USIM to specific MTC MEs is illustrated in a use case “Access control with billing plan” in Annex A of TS 22.368. 
Access Control with billing plan Use Case

In some configurations, it may be necessary to restrict the access of a UICC that is dedicated to be used only with machine type modules associated with a specific billing plan. It should be possible to associate a list of UICC to a list of terminal identity such as IMEISV so that if the UICC is used in another terminal type, the access will be refused. See the following configuration:
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Figure x: Access Control with billing plan

5.12.2
Threats
An attack consists in using a UICC, with subscription dedicated to specific MTC MEs, in other types of equipments. For example, the attacker may try to insert a UICC with low data rate subscription, dedicated to MTC MEs, into a smartphone in order to download large files.
5. 12.3
Security Requirements

In clause 7.1.1 of TS 22.368 specifies the requirement to restrict the use of a USIM to specific MEs/MTC Devices.
End of 1st CHANGE

