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Abstract of the contribution:
At SA3#63 a clarification of the management security for RNs was discussed, triggered by the CR in S3-110442 from ZTE. During the discussion a potential mismatch in the existing text of TS 33.401 on management security was discovered. This potential mismatch is handled in discussion paper S3-110717 and CR S3-110718.
Building on these documents, the present discussion paper analyses the possible scenarios for RN management security. It turns out that securing OAM connections during phase I is somewhat more demanding than during phase II. Still the security requirements as stated in clause 5.3.2 of TS 33.401 remain the same for both phases. Two example solutions are described, one end to end, and the other one hop by hop. All possible solutions must provide seamless authentication and protection between RN and the Evolved Packet Core (EPC) if the RN is configured online.
The necessary changes include the agreement of the change in clause 5.3.2 of TS 33.401 proposed in the CR S3-110718, and changes to clauses 13 and D.2.5 proposed in the CR S3-110723.
1.
Current situation
The current text in TS 33.401 handles the security for OAM connections for relay nodes in two clauses:

-
Clause D.2.2 reads for both the certificate based and pre-shared key based cases:
“…The RN may optionally establish a secure connection to an OAM server. Details can be found in clause D.2.5. …”.

-
Clause D.2.5 gives more text with
“The RN may establish a secure connection to an OAM server.
The OAM procedure does not rely on the security at the AS level. It can therefore be executed before security on the Un interface has been established. If no security on lower layers is available the communication between RN and OAM server would be typically secured using TLS. (This is up to the operator.) …”

As the Relay Node (RN) is a kind of eNB, the provisions of clauses 5.3.2 and 13 also apply to the RN, if not stated there otherwise.

At last SA3 meeting #63 the contribution S3-110442 from ZTE proposed a clarification of the security of the OAM connection. This contribution triggered a discussion in SA3 about the general security requirements for the management of eNBs, as it was found that TS 33.401 contains a potential mismatch of requirements. While clause 5.3.2 of TS 33.401 could be understood that end-to-end security between eNB and OAM server is required, clause 13 of the same TS explicitly mandates the support of a secure backhaul tunnel between eNB and Evolved Packet Core (EPC) only. This potential mismatch is discussed in contribution S3-110717, and a proposal for the resolution of this mismatch is given in the CR S3-110718.
The following text assumes that the solution for the potential mismatch proposed in S3-110718 is acceptable.

2.
Discussion

2.1
Necessity of end-to-end tunnel

The pros and cons for an end-to end tunnel for management plane traffic of eNBs are handled in contribution S3-110717. Please see there for a detailed treatment.
The RN has no higher (logical) requirements on the security of the OAM traffic than the ordinary eNB. The difference to an ordinary eNB is that the RN does not have the backhaul IPsec tunnel to the EPC, which is mandatory to support for macro eNBs. The current specification only provides mandatory use of PDCP integrity protection over Un for S1 and X2 signaling. For management plane traffic, which is also carried in user plane traffic over Un interface, there is currently no mandatory requirement for integrity protection. Furthermore, the Un interface is not available in phase I.
For a discussion of possible solutions please see section 2.4.
2.2
Reference to TS 36.300 on management security
The ZTE contribution S3-110442 gives in the reasons for change a reference to TS 36.300, clause 4.7.7.3, which reads: “4.7.7.3 Security Aspects: It is assumed that an end-to-end security mechanism for the OAM traffic connection is in place. It is FFS whether additional security requirements are needed for relays.”
This cited text is not suited as reasoning for the mandatory support of an end-to-end secure connection between RN and OAM server, as

-
TS 36.300 is inconsistent in this respect, as clause 4.7.7.1 reads “…The secure connection between the RN and its OAM may be direct or hop-by-hop, i.e. involving intermediate hops trusted by the operator for this purpose.”.

-
The cited text is not normative, but gives an assumption of RAN without stating where the background of this assumption came from, and why this assumption deviates from the text two sub-clauses before.
-
SA3 is the 3GPP WG responsible for security, and thus it is to the decision of SA3 what security to apply on the different interfaces.

2.3
Applicability of solution to all phases

To avoid the implementation of different OAM security solutions for phase I and phase II of RN operation, it is proposed to define a solution which equally works in both phases.

In phase I the RN attaches to the network as a UE. Network elements like DeNB and SEG are not known to a UE, and the RN may even attach to an ordinary eNB not capable to act as DeNB. All management traffic of the RN is carried in the user plane to S-GW(UE)/P-GW(UE) (cf. the figure below taken from clause 4.3.20.1 of TS 23.401). Any RN-specific handling of such management traffic can happen at the earliest on the SGi interface within the EPC.

From a security point of view it has to be considered that access to a USIM-INI is not secured, and an attacker may use this USIM-INI to connect to the “RN OAM domain”.
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Figure 4.3.20.1-1: Relaying Architecture (from TS 23.401 v10.4.0)

In phase II the RN contacts the OAM server via the S-GW(RN)/P-GW(RN) –  short GW(RN) in the figure above - , which both are located within the DeNB.
TS 36.300 in clause 4.7.2 reads on this:

In phase II of RN operation, the DeNB also embeds and provides the S-GW/P-GW-like functions needed for the RN operation. …
In phase II of RN operation, the P-GW functions in the DeNB allocate an IP address for the RN for the O&M which may be different than the S1 IP address of the DeNB.

If the RN address is not routable to the RN O&M domain, it shall be reachable from the RN O&M domain (e.g. via NAT).

The text cited above makes it clear that only the GW(RN) is used during phase II. There is no provision in TS 36.300 where the SGi interface of the GW(RN) should give access to. But it would certainly be possible to route the OAM traffic through an IPsec backhaul tunnel between the DeNB and the edge of EPC (possibly the same as used for S1 or S11 traffic).
Thus, in principle, for phase II a secure management connection could be terminated at the SEG which terminates the backhaul tunnel for S1 and S11 interfaces at the edge of the EPC. But this would introduce added complexity requiring to terminate two nested tunnels (one between the DeNB and the edge of EPC, and one between the RN and the edge of EPC) at the same SEG, and it would not be compatible with phase I operation.
Based on the analysis above we concludethat the OAM server must be reachable for traffic routed via the SGi interface of both P-GW(UE) (for phase I) and P-GW(RN) (for phase II). Therefore, section 2.4 only considers solutions for relay node OAM traffic which terminate a security association from the RN within the EPC. Such solutions are applicable to both phase I and phase II operations. Note that this excludes any security solutions for management traffic which are based on PDCP security on the Un interface, as there is no Un interface in phase I.
2.4
Possible solutions for relay node OAM security
The following list gives three examples for mechanisms that may be deployed. This list is not meant to be exhaustive.
-
IPsec in tunnel mode: This allows traffic to be secured between the RN and any location within the EPC (e.g. to an SEG that would be different from the SEG on the S1 interface), as the IP packets sent through the IPsec tunnel may be further routed within the EPC.

-
IPsec in transport mode: This only allows traffic to be secured between the RN and a single server, as the security association endpoint must be collocated with the termination point of the OAM traffic. In addition it has to be observed that TS 36.300 allows NAT for the RN OAM connections in phase II, and thus the restrictions on the combination of transport mode and NATs given in RFC 5996 have to be followed.
-
TLS connection: Similar to IPsec in transport mode, this only allows traffic to be secured between the RN and a single server. (Note that more complex solutions like SSL-VPNs are not considered here as they have not been considered in 3GPP specifications so far. But they should not be forbidden either.)

Assuming that seamless hop-by-hop security is the minimum requirement for management plane traffic of RNs (same as for ordinary eNBs), the following solutions may be applied. Note that both solutions listed below are equally suited for phase I and phase II.

2.4.1
End-to-end security
This scenario requires end-to-end security between the RN and the OAM server(s).

Referring to the example mechanisms given above, for this scenario IPsec in transport and tunnel mode and TLS are suited.
The selection of a particular solution (TLS, IPsec, mode of operation) is more a question of implementation. As normally the RN and the OAM server(s) (at least the element and/or site manager) come from the same vendor, no interoperability problems should occur either.
Note: This same scenario also applies when the TLS or IPsec endpoint is in a separate device, but collocated with the OAM server, and only serving this one server.
2.4.2
Hop-by-hop security via SEG in core network

This scenario implies that the first hop extends between the RN and an SEG in the EPC.
Referring to the example mechanisms given above, for this scenario only IPsec in tunnel mode is suited, as the inner traffic of the IPsec tunnel has to be routed further within the EPC to and from the OAM server.

This solution may be adequate e.g. when separate OAM connections to different OAM servers exist (cf. the discussion in section 2.2 of S3-110717 on the diversity of management connections). This would allow putting e.g. one SEG in front of a “RN OAM domain” or a general “management domain”, where the different management servers are located.
3.
Conclusion and Proposal
Both solutions given in section 2.4.1 and 2.4.2 have their benefits for particular use cases, and may be deployed without specific further standardisation, as no inter-manufacturer interoperability is expected to be required. Thus only an adjustment of requirements to allow for the two scenarios in section 2.4 is considered necessary, but no text on mandatory support of any particular mechanism has to be added.

The particular properties of the two solutions are:

-
hop-by-hop security with possible use of an SEG may be used to connect to a single OAM server, and is particularly suited for multiple management connections to separate OAM servers within one security domain.

-
end-to-end security must be terminated within or just in front of the OAM server. In case there are multiple OAM servers, each server requires its own secure connection.
In case of offline configuration of the RN no additional requirements (on top of the security requirements given in clause 5.3.2 of TS 33.401) are seen as necessary for clause D.2.5.

The following changes to TS 33.401 are proposed:
1.
agree the changes in CR S3-110718 for clause 5.3.2, and
2.
agree the changes in CR S3-110723 to clauses 13 and D.2.5.
Note: The proposal above includes agreeing on the related Rel-11 mirrors.
_1363155672.doc


S1-MME�(UE)







MME�(UE)







S11�(UE)







S5/S8







P-GW (UE)







S11�(RN)







SGi







S1-U







Un







S1�(RN))







LTEUu







S-GW (UE)







DeNB/



GW (RN)







Relay Node







UE







MME�(RN)












