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Abstract of the contribution:
Clause 5.3.2 of TS 33.401 requires mutual authentication for the management connection of the eNB, while clause 13 specifies only security between eNB and EPS core. A potential mismatch between these two clauses was noticed in SA3#63.
This contribution clarifies the background of the two clauses, and proposes to resolve the mismatch by mandating support of management plane security with confidentiality, integrity and replay protection using the backhaul link between eNB and EPS core. This solution resembles the solution specified for control and user plane traffic. The related change to clause 5.3.2 is contained in acompanying CRs for releases 10 and 11.

1.
Current situation
Currently TS 33.401 contains statements about the security of the OAM connection of the eNB in two places:

-
Clause 5.3.2 on Requirements for eNB setup and configuration reads:
“2.
Communication between the remote/local O&M systems and the eNB shall be mutually authenticated.”

-
Clause 13 on Management plane protection over the S1 interface reads:
“Clause 5.3.2 requires that eNB setup and configuration traffic, i.e. the management plane, to be protected between the EPS core and the eNB. This traffic is typically carried over the same backhaul link as the S1 interface. Therefore, the protection mechanism defined for S1-MME and S1-U may be re-used for S1 management plane, S1-M.
In this case and in order to achieve such protection, it is required to implement IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5], with confidentiality, integrity and replay protection.
Tunnel mode IPsec is mandatory to implement on the eNB for supporting the S1 management plane. On the core network side a SEG may be used to terminate the IPsec tunnel. If no SEG is used, the IPsec tunnel may be terminated in the element manager.”

The beginning of clause 13 reads as if it claims to be a repetition of the requirement in clause 5.3.2, and to give a more detailed description of the implementation for that requirement.
But on closer inspection, there is a potential mismatch between both clauses. Clause 5.3.2 talks about mutual authentication between eNB and OAM system. This would normally require the establishment of end-to-end security between both endpoints, as otherwise a mutual authentication is not really useful. But the whole text does not give any hint on a requirement for such end-to-end secure connection. Thus this part of the requirement is not clear in all its consequences.
On the other hand clause 13 refers to clause 5.3.2 and proposes for OAM security that the same mechanisms are used as for control and user plane security. These mechanisms may provide either hop-by-hop or end-to-end or security, as EPS core and eNB are mentioned, and both SEG and element manager are given as possible endpoints of the IPsec tunnel. This clause definitely does not give a mandatory requirement for an end-to-end secure connection.
The lack of clarity described above became evident at SA3#63, and it was recommended to solve the issue by SA3#64.

2.
Discussion

2.1
Necessity of end-to-end tunnel

In the past 3GPP SA3 did not specify any specific security measures for OAM connections of network elements (NEs). It was assumed that these connections are within the security domain of the operator, and thus no OAM specific measures were seen necessary. Even if not explicitly mentioned in the specifications, one can assume a similarity to control plane traffic, where NDS only requires mandatory security mechanisms on the Za interface between security domains, while the Zb interface within security domains is optional to implement and use.
For the deployment of eNBs the more exposed location of eNBs was considered, and thus the explicit requirements for security of control, user and management plane traffic were introduced. For control and user plane, a hop-by-hop security model was adopted, with the backhaul from eNB to the EPS core required to supprt IKE/IPsec, while the further hops within the EPS were left to the operator security domain as before. Here mutual authentication between eNB and the EPS core side endpoint of the backhaul tunnel is required.
Only for mamagent traffic the requirement of mutual authentication between eNB and OAM server (and not to the EPS core in general) was written. There is no rationale given why this was seen necessary. Following the history of this requirement, it was first raised in S3-070256 for inclusion into TR 33.821, with the following argumentation (cited):
“Attacker getting access to the eNB may also be able to compromise keys stored in the eNB, including keys which are intended for backhaul and O&M link protection (e.g. long term keys used for network domain security and eNB authentication towards the network) and keys related to served subscribers (short term session keys).”
This text only hints to the security of the keys used for securing the management plane traffic, but not to any particular reason why this traffic should be secured end-to-end.
Thus there is no security reason visible why the management traffic to eNB should receive a treatment different from the traffic to any other NE, except that the potentially exposed backhaul link and the endpoint in eNB should be secured.

2.2
Diversity of management connections
Normally 3GPP sees the OAM connection to “the OAM server”, implying somehow that this is one single element. This is normally true for the link between element manager and the NE itself.
But there may be a distributed management architecture, e.g. having a separate site manager and an operation and maintenance server. In addition there may be other host systems connected to the eNB, based on service and deployment scenarios of the particular operator. One can think here of trace or audit log collection, performance monitoring, intrusion detection systems, etc. Such other host systems may be built mainly for general usage with NEs within the security domain, and thus may not even implement own endpoints for secure connections.

The requirement to have separate, mutually authenticated connections to this plurality of possible management-related elements would bring about added complexity and management overhead. On the other hand, the deployment scenario does not call for such individually secured connections. Therefore the notion of “one secure backhaul to the EPS core” seems the adequate solution for management plane security. Further hops within the security domain are then secured by the ordinary measures deployed there.
2.3
Existing HeNB specification

When preparing the H(e)NB security specification in TR33.820 and TS 33.320, SA3 discussed many different threats and countermeasures for the connection between H(e)NB and core network. But never the requirement for an end-to-end secure connection for management connection was raised, even with the H(e)NB seen to be located in a more exposed environment than the eNB. It was always accepted that the backhaul tunnel between H(e)NB and SeGW together with the existing security measures within the security domain of the operator are sufficient, and an end-to-end tunnel to OAM server is only necessary if the H(e)MS is accessible in public Internet. The same considerations should also be applicable to the management connection of eNBs.
Based on the arguments given in the previous paragraph, a solution in line with clause 13 of TS 33.401 was selected and specified for HeNBs. Note that TS 33.401 requires in clause 5.3.1, that all kinds of eNBs (and thus also HeNBs) must follow at minimum the requirements given in TS 33.401. Thus requiring now an end-to-end secure connection for eNB management would bring an inconsistency with TS 33.320 from Rel-9 on.
3.
Conclusion and Proposal
Based on the arguments given in the previous section, we recommend requiring at minimum hop-by-hop security as mandatory to implement. This results in the following change to TS 33.401:
-
The first two bullets in clause 5.3.2 are changed as given in CR S3-11718, with the new text similar to the existing requirements for control and user plane traffic in clauses 5.3.4 and 5.3.4a:
-
Based on the proposed change in clause 5.3.2, the text in clause 13 can stay as it currently exists.

This still leaves the possibility to implement and use end-to-end security, e.g. by a direct TLS connection between eNB and OAM server. This TLS connection may then be used either outside or inside an IPsec backhaul tunnel between eNB and EPS core, which is mandatory to implement anyhow.

It is proposed to agree the related CR for TS 33.401 in CR S3-11718 (and the Rel-11 mirror in CR S3-11719).
Note: The proposal is to apply this clarification to Releases 10 and 11. If SA3 decides that this correction is essential also for Releases 8 and 9, the related CRs have to be generated and agreed.

