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PWS key update improvement is discussed in this contribution.
1 Introduction
As agreed in SP-110223, one of the most important aspects of PWS security is to define key management schemes to support the protection of emergency warning messages. It is already discussed that PWS keys should be distributed and updated using LA/RA/TA update procedure as described in S3-110394, but further details and improvements are introduced in this document.
2 Analysis

In order to update PWS keys, two sets of PWS keys are used: the current PWS key and the next PWS key. The current one is the activated one which is used to verify the current PWS notification; and the next one is used to verify the PWS notification after it has been activated when the current one is deactivated. 
The serving network always broadcasts the current PWS key identifier and the next PWS key identifier. If a UE notices that at least one of the broadcasting PWS key identifiers is different from the one it stores, UE knows it should update PWS keys. It is already discussed that PWS keys should be updated using LA/RA/TA update procedure as described in S3-110394, but how to trigger the key update is discussed here:
Two kinds of trigger mechanisms could be considered: 
1. UE performs PWS key update by triggering TA/RA/LA update procedure immediately; 
The first PWS key update mechanism has the advantage that UE could get the updated PWS keys as soon as possible. But this operation may increase network resource overheads because all the UE in this area may request PWS key update almost at the same time.  An optimization is that every UE could delay a short random time to trigger TA/RA/LA update procedure.
2. UE performs PWS key update till the next TA/RA/LA update procedure.
The second PWS key update mechanism has the advantage that no extra procedure is needed by PWS key update. But UE could not get the updated PWS key during a period of time. While if network activates the updatd PWS key as current one and use this key to distribute PWS warning message during this period, UE could not verify this PWS warning message because it is lack of the PWS key. Of course network configuration could decrease this risk by setting PWS key update frequency lower enough than the frequency of TA/RA/LA update.
But since this is the early stage of living document we propose to consider both the possibilities and capture the following PCR in the living document for further consideration.

3 Proposal

It is proposed that SA3 agree the pCR below for inclusion in the PWS living document. 
************************** start of changes ************************
5.X  Solution X
5.X.4  PWS key update
Even if the frequency of PWS key update is rather low, it should also provide a mechanism to permit PWS key to be updated. This solution uses a point-to-point secure channel to update PWS keys.
The network activates and updates PWS keys as follows:
· Two PWS keys are used: the current PWS key and the next PWS key. The current one is the activated one which is used to verify the current PWS notification; the next PWS key is used to verify the PWS notification after it has been activated when the current one is deactivated.
·  When CBC determines to change the next PWS key to current PWS keys, it shall also update the next PWS key with a new one. And CBC shall send the updated next PWS key and its identifier to the network entities (MME/SGSN), together with the current PWS key identifier.

[image: image1.emf]MME/SGSN

CBC

Current key= K(i);

Next key= K(i+1)

Determine to update 

PWS key;

Current key= K(i+1);

Next key= K(i+2)

PWS Key Update

Current key= K(i);

Next key= K(i+1)

Update PWS key;

Current key= K(i+1);

Next key= K(i+2)

PWS Key Update Ack

(Current key ID; Next Key 

and Next key ID)


Figure x-2: PWS key activates and updates by network side
UE activates and updates PWS keys as follows:
· The serving network always broadcasts the current PWS key identifier and the next PWS key identifier. The network entities notify the corresponding RAN to broadcast the just activated current PWS key identifier and the updated next PWS key identifier.

· UE activates the stored next PWS key to the current key as the serving network indicates.

· Once a UE notices that at least one of the broadcasting PWS key identifiers is different from the one it stores, UE shall perform a location update procedure (RA/TA/LA update request message) to request the updated next PWS key. The exact PWS key update trigger time have the following ways: 
· UE performs PWS key update by triggering TA/RA/LA update procedure immediately; 
· UE delays a short random time to trigger TA/RA/LA update procedure to request PWS key update;
· UE performs PWS key update till the next TA/RA/LA update procedure.
· In response to each successful tracking area, routing area or location area update, the network entity provides the PWS key requested by UE. 
· UE stores the received new PWS key as the next one.

[image: image2.emf]UE RAN

MME/SGSN

PWS Key Update

update PWS key;

Current key= K(i+1);

Next key= K(i+2)

TAU/RAU/LU Request

Cell Broadcast

(Current key ID, Next key ID)

Current key= K(i);

Next key= K(i+1)

Current key=K(i+1);

Trigger PWS key 

update

TAU/RAU/LU Accept

(Next key, Next key ID)

Store Next key;

Current key= K(i+1);

Next key= K(i+2)


Figure x-2: PWS key activates and updates by UE side
************************** end of changes *************************
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