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Abstract: This contribution discusses different identity formats for the H(e)NB which are defined in 3GPP standards.  As it was demonstrated in the past contributions, and as RAN3 agreed in their LS Reply (R3-111729), various IDs need to be linked together to provide CSG security.  This paper describes methods of binding the H(e)NB and the H(e)NB-GW/MME identities for CSG verification.

1. Introduction

Identity binding between the authenticated identity of a H(e)NB and its VPN IP address in needed in order to provide additional defences against spoofing attacks.  This paper provides several examples of achieving such binding, and indicates how the spoofing attacks are circumvented.  These examples assume that certain provisioning has taken place in order to link together different identities which are in use in different areas of the network.  In provided examples all assume that the authenticated identity which is important in the network is the HNB Unique Identity
. In case of operator deciding to link provisioning to the HPM’s IMSI, then the message exchanges will be similar but not identical.

2. Examples

2.1 Overview

The example implementation used in this paper uses an exchange of RADIUS (RFC 2865) messages between the SeGW and the H(e)NB-GW/MME.  This exchange performs a dual purpose of authorizing the H(e)NB to connect to the network and to establish a binding between the HNB Unique Identity and the VPN IP (inner) address which is used by the H(e)NB in communications with the H(e)NB-GW/MME.  

Although the authorization part of the exchange is not the purpose of this discussion, it does perform a useful function in that is allows an operator to temporarily disconnect a user from the network (e.g. for late payment of bills, non-compliance with the terms of the agreement, etc.) without having to resort to certificate revocation.

Two examples are given on how the IP address is allocated: it can either be allocated in the H(e)NB-GW or in the SeGW.  Both of these are supported by the RADIUS standard, and these are explained in detail in the following figures.  

RADIUS authorization with VPN IP address allocation by the H(e)NB-GW/MME is shown in figure 1; RADIUS authorization with VPN IP address allocation by the SeGW is shown in figure 2.
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Figure 1:  RADIUS Authorization with IP Address Allocation in the Core

1. The IT System pre-provisions the H(e)NB-GW/MME with certain identity information, typically keyed on the HNB Unique Identity.  The precise nature of the information depends on the technology.

2. The HNB establishes an IPsec tunnel to the serving security gateway.

3. During tunnel establishment, the security gateway performs an authorization request to the H(e)NB-GW/MME.  As part of this request, the authenticated identity (which is a decorated form of the HNB Unique Identity) is passed to the H(e)NB-GW/MME, and the service type is identified as being for authorization only.

4. The H(e)NB-GW/MME checks that the HNB Unique Identity has been pre-provisioned, which indicates that it is authorized to access the operator’s network.  It then allocates a VPN IP address which is to be used for all communications within the tunnel.  This IP address serves as an authenticated identity for the duration of the tunnel.

5. Once the IPsec tunnel has been established, a RADIUS accounting request will be sent to the H(e)NB-GW/MME.  This will be sent periodically, such as when the tunnel is rekeyed, and this will serve to maintain the lease on the VPN IP address.  When the tunnel drops, an accounting request with status type = stop will be sent, which will release the VPN IP address for reuse.

6. The H(e)NB-GW/MME completes the RADIUS exchange by sending an accounting response message.

7. The H(e)NB registers/sets up with the H(e)NB-GW/MME.  This registration/setup message contains identifying information for the H(e)NB but as this is not directly authenticated it needs to be checked.   In the IP header of this message is the source IP address; the SeGW ensures that it is equal to the VPN IP address allocated at tunnel establishment, so as indicated above it can be used as an authenticated identity for the H(e)NB.  

8. The H(e)NB-GW/MME checks the source IP address to retrieve the associated HNB Unique Identity.  It then retrieves the associated additional information.  It should then check the validity of the signalled information and raise an alarm is a discrepancy is discovered.
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Figure 2:  RADIUS Authorization with VPN IP Address Allocation by the SeGW

1. The OA&M or IT System pre-provisions the H(e)NB-GW/MME with certain identity information, typically keyed on the HNB Unique Identity.  The precise nature of the information depends on the technology.

2. The HNB establishes an IPsec tunnel to the serving security gateway.

3. During tunnel establishment, the security gateway performs an authorization request to the H(e)NB-GW/MME.  As part of this request, the authenticated identity (which is a decorated form of the HNB Unique Identity) is passed to the H(e)NB-GW/MME, and the service type is identified as being for authorization only.

4. The H(e)NB-GW/MME checks that the HNB Unique Identity has been pre-provisioned, which indicates that it is authorized to access the operator’s network.  It has been provisioned to require that the SeGW allocates the VPN IP address: it indicates this by sending the magic value 0xFFFFFFFE to the SeGW (as specified in RFC2865).

5. Once the IPsec tunnel has been established, a RADIUS accounting request will be sent to the H(e)NB-GW/MME; this will report the actual VPN IP address that was allocated and this will serve as an authenticated identity for the duration of the tunnel.  The SeGW will maintain the lease on the VPN IP address.  When the tunnel drops, an accounting request with status type = stop will be sent, which will terminate the binding between the VPN IP address and the HNB Unique identity.

6. The H(e)NB-GW/MME completes the RADIUS exchange by sending an accounting response message.

7. The H(e)NB registers/sets up with the H(e)NB-GW/MME.  This registration/setup message contains identifying information for the H(e)NB but as this is not directly authenticated it needs to be checked.   In the IP header of this message is the source IP address; the SeGW ensures that it is equal to the IP address allocated at tunnel establishment, so as indicated above it can be used as an authenticated identity for the H(e)NB.  

8. The H(e)NB-GW/MME checks the source IP address to retrieve the associated HNB Unique Identity.  It then retrieves the associated additional information.  It should then check the validity of the signalled information and raise an alarm is a discrepancy is discovered.

2.2 Non-CSG HNB or Non-CSG UEs

For a non-CSG HNB, or for a general HNB which supports non-CSG UEs, a list of permitted UEs is compiled.  The HNB-GW is provisioned with the lists of all HNB which attach to it, so that it can police the connections.  This policing action is taken to mitigate the impact of a compromised HNB, and is mandated in TS33.320.

Without identity binding, this policing action can be circumvented if the compromised HNB registers with an incorrect identity, spoofing a different HNB which permits access to the targeted UE.  Once it does this, it can offer service to the targeted UE and, depending on the level of compromise, it could eavesdrop or capture sessions.

However, with the identity binding described in section 2.1, the HNB-GW will associate the incoming HNB Registration Request message with a provisioned HNB Unique Identity based on the authenticated source IP address of the message; from this it will able to detect a spoofed identity which prevents the circumvention.

2.3 HeNB without HeNB-GW

For a HeNB which connects directly to an MME, the HeNB will report its Global eNB ID and its CSG to the MME.  However, a compromised HeNB can spoof this information and appear to be a different HeNB which normally connects to the same MME (provided the other device is switched off or otherwise not connected).  If it does this, then the spoofing HeNB can offer service to a targeted UE and, as with the previous section, it may be able to eavesdrop or capture sessions.

RAN3 has stated that they believe that this identity binding security gap does not apply to LTE.  The above example indicates that this is not the case, which makes the closing of this security gap more urgent.

With the identity binding described in section 2.1, the MME will associate the incoming S1 Setup Request message with a provisioned HNB Unique Identity based on the authenticated source IP address of the message.  It is then able to verify the CSG reported in the message, and can confirm that any UEs which attach via this HeNB are permitted to access this CSG.

There remains a gap if the optional HeNB-GW is deployed.  This HeNB-GW would be able to verify the CSG of the HeNB reported in the S1 Setup Request message.  However, it would not be able to verify the permitted CSGs of an attaching UE.  Therefore, a compromised HeNB which connects to a HeNB-GW could report the correct CSG towards the CN, but broadcast a different CSG and thereby capture a targeted UE.  In order to close this security gap, in addition to the identity binding advocated in this document, the standards would need to allow the MME to report to the HeNB-GW the CSG of an attaching UE.

2.4 CSG HNB and UE

For a HNB and UE which supports CSGs, the situation is similar to that of a HeNB which connects to a HeNB-GW.  In other words, without identity binding a compromised HNB can completely spoof a different HNB both towards the HNB-GW and towards a UE; provided the spoofed HNB was not connected at the time, this could not be detected.  The targeted UE could be eavesdropped on or could have its session captured.

In this case, identity binding is only part of the solution.  With identity binding, any spoofing towards the HNB-GW could be detected and reported (as in section 2.2).  However, if the compromised HNB reports correct information to the HNB-GW but spoofs its broadcast channel, it can still capture the targeted UE.

To prevent both attacks, two countermeasures must be introduced.  The first is to implement identity binding, such as described in section 2.1; the second is to require the Core Network to report the CSGs which the UE belongs to the HNB-GW.  This information is already reported in a Paging message, but such a message is not always sent; to close the gap completely the CSG list would also need to be reported in the Common Id message.

3. Conclusion

This contribution describes solutions which provide identity binding between the HNB Unique Identity of the H(e)NB which is authorized by the security gateway and the authenticated IP address which is used as the source IP address of all signalling traffic from the H(e)NB. This implementation uses a small subset of a well-established standard protocol, RADIUS, which is frequently implemented on security gateways to support centralized authentication and/or authorization of client devices (though only the authorization aspect is required by 3GPP).  

In addition, a number of scenarios have been described whereby a compromised H(e)NB can attach to a network which complies with current security requirements and can intercept the communications of an arbitrary UE with a goal to eavesdrop or session capture.  In each case, the scenario shows how identity binding improves the security of the solution, and in some cases additional security gaps are identified and recommendations made for closing them.

4. Proposal
It is proposed to document the Stage 2 of the binding of HNB identities at SE-GW and HNB-GW in the Rel-11 of TS 33.320 (CR is in S3-111642) and to communicate the description of such binding in this contribution together with the CR to RAN3 for their review and Stage 2/3 input, as well as to SA2 for their review and comments.
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� According to TS23.003 section 4.10, the name for this identity is “HNB Unique Identity”, but it applies to both Home NodeBs and to Home eNodeBs.






