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1 Introduction
As discussed in last meeting, digital signature algorithms profile should be considered.
2 Analysis

Some standardized signature algorithms can be considered on whether it fits to be used for PWS Warning Notification signature. 
2.1 RSA

RSA is one of the most popular signature algorithms in cryptography. And it has been widely used for signing and encryption. It is most well-studied, and widely deployed via numerous hardware/software implementations. The use of the RSA algorithm for signature and verification is specified in ANS X9.31 and PKCS#1. The RSA public key is the pair of values (n, e). The size of an RSA key pair is commonly considered to be the length of the modulus n in bits. The length of e is very short compared to modulus n, normally several bits. So it can be ignored in most time.  It has a typical size of 1024, 2048, 3072bits, corresponding to 80,112,128-bit security level, respectively. 
For PWS signature, it needs to consider whether the most popular RSA signature could be used. In particular, it has the fastest speed (more than ten times faster than DSA) and simplest computation in verification process, compared to other standardized signature algorithms, such as DSA and ECDSA (See Table 2.4 for comparison).
On the other hand, for the length of public key, RSA has the similar length as DSA for example. The minimum length of the key is 1024 bits, which is not an issue for application. While for the signature length; it cannot meet the current configuration of the PWS signature length.  However, in meeting history, SA3 sent LSs (S3-080086, S3-080219) in SA3#50 to mention that at least 41 bytes of digital signature plus timestamp should be provided.  Then CT1 defined 50 bytes for Warning-Security-Information in CT1-085354 in CT1#56, which contains 7 byte timestamp and 43 byte digital signature. RAN2 sent a LS (R2-087248) to CT1 to state that RAN2 does not expect that more than 50 octets will be used in Rel-8.In LS R2-087248 in RAN2#64 meeting, RAN2 also mentioned that “RAN2 does not expect that more than 50 octets will be used in Rel-8, but this solution would allow security information of a larger size to be conveyed in the future, if there is need for it”  So it is not necessary to restrict the discussion of length to the current size of signature.  RAN2 has expressed the possibility of extending the length of SIB or Warning Security Information.  If RSA is used for PWS, it needs to extend some IE in SIB or Warning security information, as well as DSA signature (L = 2048, N = 224) (See section 2.2 in this contribution).
2.2 DSA

DSA is specified in FIPS 186-3 of NIST. The DSA public key is the pair of values (p, q, g, y). The size of the DSA key set is commonly considered to be three times of the length of y plus the length of q (2048*3+224).  As discussed in S3-110462, L = 2048, N = 224 (112-bit security, 56 bytes long signature) can give best (security level / signature byte). But it cannot be the reason to select the unique cryptographic algorithm that PWS supports. As a dozens of historical happenings told us, it is always dangerous to rely on one sole cryptographic assumption in a large scale public system. In addition, the current SIB format cannot carry DSA (L = 2048, N = 224) as well as for RSA, so it is necessary to extend some IE in SIB or Warning security information to fit more algorithms.  With regard to security level of L = 2048, N = 256 (112-bit security, 64 bytes long signature), it has the similar security level as L = 2048, N = 224 (112-bit security, 56 bytes long signature). The difference is the signature length. If we can decide to extend some IE, L = 2048, N = 256 (112-bit security, 64 bytes long signature) also can be used for PWS signature.
2.3 ECDSA

Elliptic Curve Digital Signature Standard (ECDSA) is developed for ANSI X9.62. ECDSA is the elliptic curve analog of DSA. It requires that the private/public key pairs used for digital signature generation and verification are generated with respect to a particular set of domain parameters. Domain parameters for ECDSA are of the from (q, FR, a, b {, domain_parameter_seed}, G, n, h). The difference between DSA and ECDSA is the use of elliptic curve, which can make the latter more compact public key, but hold the same length of signature as DSA. The verification of ECDSA then takes a little more time than DSA.
2.4 Comparison

All above three algorithms are specified and approved in FIPS 186-3 (DIGITAL SIGNATURE STANDARD) of NIST, and their performances under the same security level are provided in the following.
	
	Signing (ms)
	Verifying (ms)
	Signature length
(bit)
	Public-key length 
(bit)
	Domain parameters  
	Verification parameters length(bit)

	RSA
	6.05
	0.16
	2048
	2048
	None
	2048

	DSA
	1.84
	1.19
	448
	2048

	(p,q,g{,domain_paramter_seed,counter}),the bit length of p and g are 2048, the bit length of g is N(e.g.=224)
	6036=2048+2048*2+224

	ECDSA
	2.88
	8.53
	448
	224
	(q,FR,a,b{,domain_parameter_seed},G,n,h),the bit length of a, b and G is dominant which is equal to 224 each.
	896=224+672


Table 2.4 Comparison of Signatures of FIPS 186-3 (The security level is fixed to 112-bit)
The time required for signing and verifying is measured by milliseconds/operation, the length of signature and key is by bit. The security level is fixed to 112-bit, which is supposed to be secure until 2030 (according to the evaluation of NIST).

Note that in Table 2.4, 1) time of DSA is converted corresponding to RSA/DSA of 1024-bit; 2) time of signing and verifying of ECDSA is taken from GF(p) 256, which has similar execution time as GF(p) 224.
With regard to DSA and ECDSA, verification parameters are used to verify the signature, which includes both public key and domain parameters according to NIST FIPS PUB 186-3. For RSA, no domain parameters are used to verify the signature.
The data is obtained from Crypto++ 5.6.0 Benchmarks, where the test machine has an Intel Core 2 1.83 GHz CPU.
1. RSA has the fastest verifying time, which is important for numerous UE that can verify the disaster warning message as soon as possible. However, it has a longer signature and a longer signing time that is run on the broadcasting side.

2. ECDSA has both the shortest signature size and the shortest public key size, but requires a little more time in verification.

3. DSA has the longest public key and signature, and more than ten times slower than RSA during verification.
3 Conclusion and Proposal
Conclusion:

· A suite of standardized signature algorithms should be considered to be deployed in PWS system, rather than a unique choice, especially when there is no “best” candidate in all respects. 
· To meet the algorithm application, it needs to extend some IE in SIB or Warning security information to fit more algorithms.

It is kindly proposed that SA3 accepts the following PCR and send a LS to RAN2 and CT1 to ask to extend the size of the signature in Warning security information if SA3 decides to use more than one algorithm in PWS system.
Pseudo-CR
*****************************************Begin of Change****************************************

1. Reference
[xx]
NIST FIPS PUB 186-3, “Digital Signature Standard (DSS)”, June 2009

[yy]
NIST FIPS PUB 180-3, “Secure Hash Standard (SHS)”, October 2008
5.1.2.1 Profile the signature algorithm 
It needs to profile the digital signature algorithms. And how to profile digital signature algorithms should be considered and specified as well, i.e., which signature algorithms could be used for PWS and whether same digital signature algorithms shall be used for all the PWS system. And it needs to be settled that how to deal with the length of the signature of PWS message defined in Warning-Security-Information IE of the WRITE-REPLACE Request and how to handle the restriction of the length of the SystemInformationBlockType IE.
Editor's Note: The profiling should take into account the limit of the size of the key (which otherwise may induce too much data sent over the air-interface). It must also take into account the limit on the number of bytes that exist in the protocol fields for the signatuie today. Further limits may also be identified. The intention is to later ask SAGE for the best algorithm profiling that fulfils these limitations.
Table X.X gives a list of the current standardized digital signature algorithms for use in PWS. Value is the one octet long signature identifier. It identifies the signature used and the signature length.
Table X.X: PWS Digital Signatures
	Value
	Type
	Public-key length
	Verification-key length
	Signature Length
	Comments

	0
	DSA
(2048,224)
	2048 bits
	6368 bits
	448 bits
	Defined in clause 5.1.2.1.1

	1
	DSA (2048,256)
	2048 bits
	6400 bits
	512 bits
	Defined in clause 5.1.2.1.2

	2
	RSA(2048) 
	2048 bits
	2048 bits
	2048 bits
	Defined in clause 5.1.2.1.3

	3
	ECDSA(224)
	224 bits
	896 bits
	448 bits
	Defined in clause 5.1.2.1.4


5.1.2.1.1
DSA (2048, 224) with SHA-224

The Digital Signature Algorithm (DSA) with parameters L = 2048, N = 224 is defined in FIPS PUB 186-3 [xx] with hash algorithm SHA-224 as specified in NIST FIPS 180-3 [yy].

5.1.2.1.2
DSA (2048, 256) with SHA-256
The Digital Signature Algorithm (DSA) with parameters L = 2048, N = 256 is defined in FIPS PUB 186-3 [xx] with hash algorithm SHA-256 as specified in NIST FIPS 180-3 [yy].

5.1.2.1.3
RSA (2048)
RSA with 2048 bits long public key is defined in FIPS PUB 186-3 [xx].

5.1.2.1.4
ECDSA (224)
Elliptic Curve Digital Signature Standard (ECDSA) with 224 bits long public key is defined in FIPS PUB 186-3 [xx]
*******************************************End of Change***************************************































































