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1 Introduction
In order to settle the security issues, PWS security solutions are described in this document. 
2 Analysis

2.1 The distribution of public key

As discussed in last meeting, in order to avoid verification failure, it is essential that the user shall be notified which key should be used for signature verification when receiving PWS Warning Notifications. This section describes the issue about how to distribute the public key identifiers and other security information to the UE.
The solution that we suggest is distributing public keys based in NAS message. Some reasons are listed as follows:

· UE can obtain security information during attach/TAU procedure in time
· For entity, it does not need to modify the CBC entity.  
· In order to prevent man-in-the-middle attack, the public key identifier that UE sent can be sent back to UE to confirm in NAS message. 
· As considering length limitation in broadcast warning messages, public key shall be carried in the message that has no length limitation. For some common algorithms, it needs to consider the length of the public key, for example, DSA, the length of public key is 1024bit at least. The same situation for other algorithms. As we know, there is no strong and fixed length limitation for NAS message. So it is a good option to use NAS message to distribute the public key.

Note that the frequency of public keys update is low. If the public key is updated, the periodic TAU can ensure the UE to get the updated one in time. 
Figure 1 shows an example that distributes public key with NAS SMC message. The Attach or TAU ACCEPT message can also be used. 
NOTE：PKSI: public key identifier


Figure 1 Distribution of public key information

In the initial attach procedure, UE sends the initial attach request. When MME receives the initial attach request, MME sends the NAS SMC to UE.  In the NAS SMC, the latest public key and PKSI are included. When UE receives NAS SMC, it saves the latest public key and PKSI.
 If UE has attached to the network before, UE can send the public key identifier to the network entity in attach request or TAU. MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI. When UE receives NAS SMC, it saves the latest public key and PKSI.
2.2 The indication of signature algorithm
The network should indicate to UE which algorithm to be used to verify the signature of PWS Warning Notification. UE can obtain the signature algorithm identifier by the indication of core network. 
It needs to consider which message can be used to carry the signature algorithm identifier. The signature algorithm identifier can be included in SIB10 or in the Warning Security Information of WRITE-REPLACE Request message. Figure 2 shows the solution that distributes the signature algorithm identifier in broadcast message and WRITE-REPLACE Request. CBC can sign the PWS Warning Notification and so does CBE. Figure 2 gives an example to show the solution when CBE is the signature entity.
In the solution, CBE is responsible for distributing the signature algorithm identifier to core network via CBC. 

NOTE：SAI--signature algorithm identifier

Figure 2 Distribution of signature algorithm identifier 
In the Emergency Broadcast Request, CBE provides the SAI (signature algorithm identifier) to CBC. CBC transmits SAI to MME with Write-Replace Warning Request. When MME receives this request, it transmits the SAI with Write-Replace Warning Request to eNB. eNB broadcasts the SAI to UEs.
2.3 Verification of PWS Warning Notification message
For UE, it shall support the verification of the signature. And how to verify PWS Warning Notifications when integrity protected shall be solved.  UE will save the public key, PKSI, and SAI. And when UE receives the PWS Warning Notification, UE verifies the signature of PWS Warning Notification message with the saved security information. 

Figure 3 Verification of PWS message 
As shown in Figure 3, If CBE is responsible for PWS Warning Notification signature, the signature algorithm identifier and the signature calculated by latest public key in local are send to MME via CBC. And MME forwards security information to eNB. eNB broadcasts security information to UEs. When UE receives the broadcast message, it verifies the signature with the latest public key and signature algorithm.
Note that in some unusual case, the update of public key can result in verification failure. In order to avoid overload for the core network, two signatures calculate by two latest public keys can be  included in the PWS Warning notification. UE verifies the suitable signatures of PWS Warning Notification message with the saved latest public key. In this way, there is no need for millions of UE to contact to the network in verification failure case when the saved public key is not valid.
3 Conclusion
As discuss above, the summary is as follows:
1. The public key and public key identifier are distributed in NAS message. 
2. The signature algorithm identifier is distributed in the broadcast message.

3. UE verifies the signature of PWS Warning Notification message with the saved public signature key and the received signature algorithm. 
4 Proposal
We kindly propose SA3 to study these mechanisms described in this document for securing warning messages and kindly ask SA3 to accept the PCR.
Pseudo-CR
***********************************Begin of Change****************************************
5.1. 2. 2  Algorithm agility and public key distribution of PWS
The network should indicate to UE which algorithm to be used. By this way, UE can obtain signature algorithm and know which signature key should be used to verify the signature of PWS Warning Notifications. 
Editor’s Note：It should avoid negotiation of security information during PWS warning.
5.1. 2. 2.1 Public key distribution
The solution describes the distribution of the public signature verification key information based on NAS messages.  NAS SMC/Attach /TAU ACCEPT message can be used. 
1. In the initial attach procedure, UE sends the initial attach request to MME.
NOTE A: If UE has attached the network before, UE sends the public key identifier to MME in Attach request or TAU request. 
NOTE B: In the roaming case or in case of network sharing, UE should send PLMN ID to the core network..
2. EPS AKA procedure may take place.
3. When MME receives the initial attach request, MME distributes the latest public key and the identifier of public key in NAS SMC. 
NOTE C: If UE has attached the network before, when MME receives Attach or TAU request, it verifies whether the public key that UE possesses is the latest. Otherwise, MME checks whether the PSKI that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
NOTE D: In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, MME will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be global unique.
4. At receiving the NAS message, UE receives and saves the public key sent from MME via NAS SMC. UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.

Figure 1 Distribution of public key information
5.1. 2. 2.2 Signature algorithm agility
The network should indicate to UE which algorithm to be used. By this way, UE can obtain signature algorithm and know which signature key should be used to verify the signature of PWS Warning Notifications. 
Editor’s Note：It should avoid negotiation of security information during PWS warning.
This solution describes the distribution of the signature algorithm identifier based on NAS messages with broadcast message. CBC can sign the PWS Warning Notification and so does CBE. Figure 2 gives an example to show the solution when CBE is the signature entity.
NOTE：SAI: signature algorithm identifier
1. In the Emergency Broadcast Request, CBE provides the signature algorithm identifier to CBC. 
2. CBC transmits the signature algorithm identifier to MME with Write-Replace Warning Request.
3.  The MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.
4. Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.
5. When MME receives this request, it transmits the signature algorithm identifier with Write-Replace Warning Request to eNB.
6.  eNB broadcasts the signature algorithm identifier for the network’s coverage area to all UEs. And UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.

Figure 2 Distribution of signature algorithm identifier 
5.1.2.3 Verification of PWS Warning Notification message 
The UE shall support the verification of the signature. And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.
Editor's Note: It is for FFS how the Network Sharing impacts security aspects of PWS.
Editor’s Note: It is for FFS when UE is in roaming case and when false network sends malicious notifications.
Editor’s Note: The feasibility of mandating signature verification in the UE needs to be FFS.
This section describes the solution that UE verifies the signature of PWS Warning Notification message with the saved public signature key and signature algorithm. Figure 2 gives an example to show the solution when CBE is the signature entity. 
1. CBE sends SAI and the signature included in Emergency Broadcast Request to CBC. 
2. CBC sends SAI and the signature in Write-Replace Warning Request to MME. 
3. MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.
4. Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.
5. When MME receives this request, it sends SAI and the signature in the Write-Replace Warning Request to eNB.

6.  eNB broadcasts SAI and the signature for the network’s coverage area to all UEs.
7. At receiving the broadcast information message, UE verifies the signature with the latest public key. 

Figure 3 Verification of PWS message
***********************************End of Change****************************************












9.UE Alert

















7. Attach/TAU ACCEPT 





4.NAS SMC(the latest public key and PKSI) 











6. NAS SMC complete 


4.NAS SMC(the latest public key and PKSI) 











5. UE saves the latest public key and the corresponding PSKI. 
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3. If UE send a PKSI included in the Attach/TAU Request, MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
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3. If UE send a PKSI included in the Attach/TAU Request, MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI. 
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