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Abstract of the contribution:

This document analyzed SA2 MTC device trigger solutions, then proposed security requirement and security solution for MTC device trigger.
1. Introduction 

In SA2 TR23.888 v1.3.0, it has defined ten solutions for MTC device trigger.SA2 had begun to evaluate these MTC device trigger solutions and didn’t encourage new solutions in the latest meeting (i.e. SA2 #85 meeting). It’s time for SA3 to gives some security analysis for the existing SA2 solutions.
2. Analysis of the small dats transmission solutions
The following solutions and clause numbers are all referenced to SA2 TR23.888v130. 
6.6
     Solution - Triggering of non-attached MTC Devices based on location information provided by MTC User

This solution aims for offline MTC device trigger. CBS message can be used to trigger an offline MTC device. CBS message (i.e. WRITE-REPLACE Request) may contain an IE called Warning-Security-Information which consists of timestamp and digital signature. The digital signature parameter can protect CBS messages from tampering. Thus the current CBS security mechanism can be used to protect the trigger message.
6.38
Solution – Device identifier used over MTCSP
This solution gives the details of the device identifier (i.e. ISSI) used on external interface—MTCSP. In SA3#63 meeting, document S3-110517 had made security analysis for ISSI. Introducing ISSI is aim to avoid exposing IMSI or MSISDN and revealing security/privacy sensitive information on the external interface. The format and component of the ISSI don’t bring any security threat and security impact.
6.39
Solution – Triggering MTC devices via HSS and NAS signalling

It is proposed to send trigger indication via NAS signalling. Document S3-110559 in last SA3 meeting had analyzed the security threat and indicated that the current NAS security mechanisms can be used to solve the security threat.
6.40
Solution – Information sent to trigger a UE used for MTC
This solution describes the information to be provided in 3G/LTE by a network application server that needs to trigger a connection request from a MTC device. The information includes the following parameters: 

-
the identity of the target UE;.
      If this parameter is tampered by attacker, then the non-targeted MTC device will be triggered and it will cause unnecessary power comsuption of this MTC device.
-
the identity of the application;
If this parameter is tampered by attacker, the target MTC device will request for wrong MTC service.
-
a request counter associated to this request allowing to detect duplicated requests, to correlate requests with their acknowledgement and to allow the application to cancel a request;
      If this parameter is tampered by an attacker, the MTC device may reject the request which should be accepted or accept the request which should be rejected. 
-
optionally the IP@ (or FQDN) and/or TCP (or UDP) port of the server/application that the UE has to contact;
If this parameter is tampered by the attacker, the MTC device may establish the PDN connection to the wrong MTC server or be rejected by the MTC server. It will cause that MTC device is unable to communicate with the correct MTC server and it will also waste the MTC device's power consumption.
-
optionally an urgency request indication;
If this parameter is tampered by the attacker, the MTC device could not give a quick response to the urgency event.
 -
optionally a validity timer (allowing to remove storage of the UE application is triggered when it is no more needed)
If this parameter is tampered by the attacker, the storage of the UE application is triggered may be removed too early or too late.
-
optionally application specific information (of limited size).

Based on above analysis, if the information sent to trigger the MTC device is tampered by attacker, it may cause serious consequence. In order to avoid the security threat, the information sent to trigger the MTC device should be integrity protected for 3G/LTE system.
6.41
Solution – Triggering of attached MTC Devices by reusing Network Requested PDP Context Activation procedure
This solution proposes to trigger the attached MTC Devices by reusing Network-Requested PDP Context Activation procedures. Before the SGSN sends PDP Context Activation Request, the security mechanism has been activated. Therefore the current security mechanisms can be used to protect the trigger messages.
6.42
Solution - Triggering of attached MTC Device via Pre rel-11 SMS
In this solution, MTC server sends indication to MTC Devices via SMS and makes MTC Devices initially establish data communication with the MTC server. For 2G/3G system, CP-DATA meassage sent from MSC/SGSN to MTC device is used to transfer short message as specified in TS24.011. Then the CP-DATA message is encapsulated in RRC signallings (i.e. UplinkDirectTransfer and DownlinkDirectTransfer message) and sent to the MTC device by 2G/3G RAN nodes. These RRC signallings mentioned above are sent after the security mechanism is activated and can be security protected. For LTE system, there exist two SMS mechanisms—SMS over SGs(i.e. CS fallback) and SMS over IP(i.e. IMS). In SMS over SGs case, short message is encapsulated in NAS signallings (i.e. Downlink NAS Transport message and Uplink NAS Transport message) sent from MME to MTC device as specified in TS23.272. Thus the current NAS security mechanism can be used to protect the short message transmission. In SMS over IP case, SIP signalling (i.e. MESSAGE) sent form CSCF to MTC device is used to transfer short message. The current IMS security mechanism can ensure the security of this solution. Based on the above analysis, the current 2G/3G/LTE security mechanisms can assure the security of trigger indication.
6.43
Solution - Triggering of attached MTC Device via intermediate node

This solution re-uses the intermediate node introduced by MTC Monitoring solution to trigger MTC device. SGSN/MME may use the existing or new NAS message to trigger MTC device in this solution. As the analysis for solution in clause 6.39, the current security mechanisms can be used to solve the security threat.
6.44
Solution – Device Triggering reuse of MT SMS
It can reference to the security analysis for solution in clause 6.42.
6.45
Solution – Device trigger gateway solution

In this solution, device trigger gateway is introduced as an intermediate node to trigger MTC device. This solution is a combined solution consists of the solutions mentioned above. The analysis of this solution can reference to the analysis of each individual solutions above.
6.47
Solution – UE without unique MSISDN using ICCID

This solution proposed that ICCID is used as a unique 3GPP/EPS-level device subscriber identity for PS only devices that do not specifically require an MSISDN (i.e. no Circuit-Switched support). Similar to MSISDN, ICCID identifier of a UE/MS is easily ascertainable (e.g. sometimes printed on inside device). It doesn’t bring any additional security impact.
3. Conclusion
Based on the above analysis, the following conclusions are summarized.
1. For 3G/LTE system, trigger indication should be integrity protected.

2. For SA2 MTC device trigger solutions, the current security mechanism (after the secrity mechanism is activated) can ensure trigger indication securely transferred.
4. Proposal

It is kindly proposed SA3 to agree the following PCR to be included into TR33.868. 

*********************************start first change **********************************
5.1.3
Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.

It may not be possible to totally prevent an MTC Device from receiving a trigger indication from a fake network. Therefore it should be studied further whether the MTC trigger could be protected so that the impact of fake MTC triggers to the battery lifetime of the MTC device would be minimized.

The system shall provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices.

Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

The system shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
It has to be ensured that an MTC device responds only to genuine trigger messages.
For 3G/LTE system, trigger indication should be integrity protected.

*********************************end first change **********************************
*********************************start second change **********************************
7.1
Solution 1 - Triggering
7.1.1
General Description

Editor's Note: This section is intended to describe solutions which fulfil the security requirements for the key issue. 

For SA2 MTC device trigger solutions, the current security mechanism (after the secrity mechanism is activated) can ensure trigger indication securely transferred.

For offline MTC device:

Solution 1, If the MTC device is in detached state, the MTC Device should be able to validate the network identity when it receives a trigger indication.

The MTC device should store a temporary identifier of the network it has last attached. The identifier is known to the network side. The network sends the identifier it knows as part of the trigger indication to the MTC Device. When the MTC device receives a trigger indication, it should compare the network identity from the received indication and the identity it has stored. 

If the two network identities match, the MTC device accepts the trigger indication. Otherwise, the trigger indication is abandoned. When the MTC device has been successfully triggered, the temporary identifier should be discarded and replaced by a new temporary network identifier which is also known to the network. 
Editor's note: How to securely bind the temporary identity to the trigger message is FFS. 
Solution 2, If the MTC device is in detached state, the network should protect the trigger indication message by using the last security context stored in the network and the MTC Device.

The MTC device should store the last security context shared with the attached network. The trigger indication should be protected, at least for integrity (and may be for confidentiality too), by the last shared security context. Only a network that has a valid stored shared security context could generate a valid trigger indication message, and only the MTC device which has storeds a valid security context would be able to validate (i.e., verify integrity and/or decrypt) the trigger indication from the trigger indication message protected by the same security context. If validation of the trigger indication is successful, the network is considered valid by the MTC device, and the device would accept the indication. Otherwise, the network is considered invalid, and the trigger indication is abandoned. After the MTC device has been successfully triggered, a new security context is established and stored at both the MTC device and the network, to be used to protect (on the network side) and validate (on the device side) a new trigger indication the next time.

Editor's Note: There may be multiple solutions. It is FFS if a new security context is needed.

For online MTC device:
Solution 1: SA2 proposed a solution of MTC device triggering via NAS signaling in TR 23.888. In this case, current mechanisms can be used to solve the security issue. After NAS SMC, NAS security is activated. All NAS signaling messages shall be integrity-protected according to TS 33.401, and therefore current LTE security mechanisms ensure that the trigger indication is not tampered with.
Editor's Note: The above solution is intended for LTE, it is FFS how to protect trigger indication in GSM/UMTS. Source verification is also need to be further considered for the above solution.
Editor's note: The benefits of the proposed solution should be weighed against the cost of increased battery consumption.

*********************************end second change **********************************
















































