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********************** start of change **************************
D.2.5
Secure management procedures for RNs

The RN may establish a secure connection to an OAM server in Phase I, Phase II and thereafter. The requirements on communication between the remote/local O&M systems and the eNB from clause 5.3.2 shall apply for the communication between the local/remote O&M systems and the RN in both phases. 
In Phase I, the RN needs to retrieve intial configuration parameters, including the list of DeNB cells, from RN OAM server. The RN requires IP connectivity for this procedure to be able to reach the OAM server: 

· For the pre-shared key case in Phase I, IP connectivity can be established after step Ep2 with the RN attaching to an eNB like a normal UE using the USIM-RN. 

· For the certificate-based case in Phase I, IP connectivity established for enrolment purposes according to Clause D.2.4 may be re-used, or, if not available, it may be established in the same ways as described in Clause D.2.4. Restrictions on the destinations the RN can reach by use of USIM-INI shall apply as described in Clause D.2.4.
· For both cases in Phase I, the RN may use offline means for initial configuration. No USIM is required.

In Phase I, mechanisms to secure the RN-OAM communication may be one of the following but not limited to:
· physically, for offline initial configuration;
· a secure connection from the RN to the edge of EPC, for example, an IPSec tunnel or a non-IPSec VPN;

· a secure connection from end to end at the application layer, for example using TLS.
In Phase II, the RN OAM server completes RN configuration after the RN attaches  to a DeNB as a relay. The RN cells’ ECGIs are configured by its OAM. And thereafter, during the normal operational stage of a RN, the RN sends alarms and traffic counter information to its OAM, and receives commands, configuration data and software downloads from it. The IP connectivity for the RN to reach the OAM server is provided by the DeNB through the Un interface using the USIM-RN. 
In Phase II and thereafter, security mechanism similar to that of Phase I (except the physical means) may be implemented to secure the communication between RN and its OAM server. However, if DeNB’s interception of the OAM data is not a security concern, it is also possible that the RN-DeNB connection is secured by PDCP on the Un interface and the DeNB-OAM connection is secured as described in Clause 13 of this document
The mechanisms used in practise to fulfil the OAM security requirements from clause 5.3.2 is out of the scope of this document.
*********************** end of change ***************************
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