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1. Introduction

In the new MTC planning and prioritization, the MTC Feature control (TS 22.368, 7.1.1 and TR 23.888, 5.7) is included. This document addresses the security issues related to feature control. 

In SA2 (section 6.37 solution – simple subscription control), a proposed solution is the network use of the IMEI to evaluate the MTC Device support of a given MTC Feature. 
Regarding to this solution, there are 2 security issues. The first is the IMEI must be protected against attacks. The risk is the network will not properly map the device to the suitable MTC features if there is an attack on the IMEI.  The second security issue is an eavesdropping MTC device may utilize an authorized IMEI to obtain access to unauthorized MTC features.
Based on the security issues above, we propose security requirement as shown in the pCR. 
2.  Proposal
----------------------------------------------------------------Start of Change-----------------------------------------------------------

5.x
Key Issue x –Feature control Security 
5.1.1
Issue Details

In SA1 TR 22.368, there are some general requirements related to the MTC feature controlling in section 7.1.1.  In SA2 TR 23.888, the requirement specified in the section 5.7 “Key Issue – MTC Subscriptions” also indicates “MTC Features are subscribed and controlled by subscription”.
In SA2 TR 23.888, a solution for this key issue (c.f. section 6.37 solution – simple subscription control) is also discussed. According to this solution, in order to determine whether a subscribed MTC Feature is activated, the Network may determine if a given MTC Device supports a given MTC Feature through implementation dependent evaluation of the MTC Device’s IMEI.
5.1.2
Threats

There are two security threats regarding the use of IMEI for feature control. 
The first threat is a tampering attack on the IMEI. Two types of impacts are possible. In the first case, if the attacker can only randomly modify the IMEI of the MTC Device either on the device itself or during the IMEI’s transmission to the MTC network, then the network may become unable to control the MTC feature for that device. This could further lead to a denial-of-service arising from the network’s inability to control features. In the second case, if the attacker can modify the IMEI of a legitimate MTC Device to a value that belongs to another legitimate MTC Device, then the network may be duped to set a wrong set of MTC feature, which belongs to another legitimate MTC Device, to the MTC Device whose IMEI has been modified. The countermeasure to this threat would require the IMEI to be integrity protected, so that the network could detect any tampering on the IMEI. 
The second threat is eavesdropping of the IMEI. With eavesdropping, a MTC device under control of an attacker may utilize and report to the MTC Network an IMEI belonging to another authorized MTC Device and obtain access to unauthorized MTC features. The countermeasure to this threat would require the IMEI to be confidentiality protected to avoid eavesdropping
5.1.3
Security Requirements
If the IMEI is used for feature control then the IMEI should not be sent before signalling security has been established. 
NOTE: In EPS, this is already guaranteed by the provisions in TS 33.401.
----------------------------------------------------- End of Change ---------------------------------------------------------
