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1. Introduction

SA2 has made progress on the TR 23.844. It is proposed to add the threat and requirement below to the living document analyzing security aspects of IMS P2P content distribution service.

*********************************start of change **********************************
3
Security threats
Editor’s note: This clause is intended to analyze relevant security threats caused by IMS P2P system compared to IMS system.
3.X Content Tampering and Replacement (Trojan Horse)
A legitimate user inserts into the content a malicious piece of software or replaces the content completely with something else and shares  the replaced content with others. The other peers would obtain wrong or malicious content from PP_m2 interface.
Editor’s Note: the offline scenario need to be investigated further
4
Security Requirements
Editor's note:
This clause is intended to provide appropriate security requirements to eliminate or reduce the threats listed in above clase. 
4.X Security requirement for Content Tampering and Replacement (Trojan Horse)
· The network (e.g. CCS/Tracker AS) shall have the ability to verify whether the content shared by a legitimate user is tampered with. 
· The receiver peer shall have the ability to verify whether the content shared by a legitimate user is tampered with.
*********************************end of change **********************************
