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1
Introduction
At SA3#63, contribution S3-110306 presented a method of integrating OpenID over AKA for inclusion in the TR 33.sso.  Despite having support from several companies, the proposal was noted based on several comments received. These comments include the following:
1. Use of AKA for SSO credential generation purposes may add to excessive consumption of Authentication Vectors (AV)

2. How the browser and the UICC can communicate with each other is unclear

3. Letting the OpenID IdP communicate directly with the HSS for AV fetching purposes deviates from the established principle of limiting access to HSS by application-level servers

This contribution provides a Solution for OpenID – 3GPP interworking for the Study on “Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms”.  The main goal is to minimize the use of new AVs which are needed for user authentication. AVs require an access to the HSS and such queries should be reduced if possible. Additionally, items 2 and 3 listed above are addressed with a combination of additional pre-condition assumptions and clarifications/explanations. 
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************* Start of Change 1 **********************

8.X
OpenID over AKA with reduced AV consumption
8.X.1
Rationale for solution 
This clause describes a new SSO solution which supports user access to a third party web service using 3GPP AKA Interworking with OpenID. In particular this solution focuses on the SSO deployment option without GBA. Advantages of the proposed solutions include the following:
· The minimal use of AVs, given the method used for authentication once the user enrols a password with the OP

· Minimized access attempts to the HSS, due to reduced need to fetch new AVs
· The use of the user enrolled password together with the AKA protocol providing an effect of binding user authentication with device authentication 
8.X.2
Solution description: Accessing a Third Party Web Service using 3GPP AKA Interworking with OpenID
A user wishes to sign on to an MNO’s OpenID based SSO service. The user is already a subscriber with the MNO, and via a browser the user navigates to his/her MNO account page on the Internet. The user then creates an OpenID identity (i.e. a username) and password on the OpenID registration page. The MNO/SSO service then creates an OpenID account for the user. This completes the registration process whereby the user is associated with an OpenID identifier, password and the user’s mobile service. 
When requesting access to a Web service which supports OpenID based authentication via a browser (or a non-browser data application capable of HTTP), the user is redirected to the OP via the OpenID identifier which is supplied in the access request message. User authentication is then performed where the service-level authentication credential is computed by the UE and presented to the OP, allowing the user access to the service. Service level authentication requires providing the OP with a credential which results from a cryptographic binding of the user and the UE/subscriber credentials.
The user authentication from the UE to the OP is performed in two different and interrelated process flows, depending on whether or not a service level user authentication process using subscriber credentials (AKA) has taken place between the two entities. If the AKA has not taken place then no UICC-based shared secret (or secrets, e.g., CK and IK) has not been produced and made available to the OP. Hence, a process flow called ‘Authentication with Secret Exchange’ is carried out, where a run of the HTTP Digest AKA produces AKA-based shared secret. If the AKA has taken place, having produced the necessary shared secret, a process flow called ‘Post Secret Exchange Authentication’ is carried out. The flows are described in further detail in this section; step-by-by descriptions with supporting call flow illustrations in Figure 1and Figure 2 are provided below.
1) Authentication with Secret Exchange: In this process flow, an AV is obtained by the OP from the HSS, and device/OP mutual authentication then takes place according to the specific method of HTTP Digest AKA [RFC 3310]. The UE and the OP now share a secret, IK or CK (or both), which both entities store for subsequent authentications.  Upon the user visiting the OP’s site directly, or doing so after having been redirected from a RP, the OP sends the user/UE a request (with a nonce) to provide a hash value which binds the user password (which has been pre-registered to the OP) with the shared secret IK. Thus the UE sends to the OP the hash fIK(password | nonce). Once the OP receives this value, it computes a hash with the same set of values corresponding to the received user/UE identity. The OP can perform this calculation because it knows the password from registration phase, and the IK from the AKA run. (The protocol requires the OP to send to the UE a nonce.) The user is authenticated on the service level if the hash matches. Subsequently, after the user’s identity is asserted (via the assertion message) by the OP to the RP, the user then gains access to the service to complete the service access attempt. The user-provided password and the AV each has associated with it an expiry time, such that should either the password or the AV expire operator policy determines the next course of action, such as the UE or the OP prompting the user for a new user password entry and/or the OP fetching a new AV from the HSS.
Within the sequence of the protocol events, secret exchange AKA takes place the first time the user logs in to any OpenID-enabled service, which triggers the ‘first’ OpenID run. This service could be provided by the MNO specifically to perform an AKA run, or just be a regular service provided by a typical OpenID supported RP.  A user requesting any other (OpenID enabled) service at a later time does not need to go through the AKA run again, unless operator policy determines that the AV needs refresh. 
2) Post-Secret Exchange Authentication: A previously saved IK and registered password are used to perform automated authentication upon any subsequent access to an OpenID enabled Web service, provided that the user has selected (e.g. by pre-selecting in his profile) that access to this service provider should be facilitated with automated authentication. Upon redirect to the OP by the RP, the browser/UE retrieves and sends a cryptographic hash of the previously provided unexpired user password and the nonce keyed with IK to the OP. The OP, having saved the password and the IK through registration and secret exchange, respectively, is able to calculate the same hash value and check it against what is sent from the UE. A successful match authenticates the user/device; this triggers an assertion and allows the user access to the RP. This process does have the effect of cryptographically binding the user password with the device level IK credential.
In either flow, a new AV is fetched only if the OP determines a new AV is needed as specified by operator (and possibly RP) policies regarding conservation considerations and the freshness of the user authentication parameters (i.e., password and AV). How often and when the user is authenticated by way of a request to enter his/her password is driven by operator or service provider policies. For example one such policy could require the user to actively provide the password when the new login takes place outside a specified time period of the previous successful user authentication. Under the given policy the device would be expected to provide the password if the subsequent login occurs within the pre-configured time period. (Note: authentication policy, in general, can possibly change from one service to another.)

The interface for the OP to request the AV can be via Cx, D or Gr interfaces, and would be dependent on the capabilities in the MNO network.

8.X.2.1 Pre-conditions

1. A user has a subscription with the mobile network operator; also, the user has registered for an SSO service with his MNO and established a password and an OpenID identifier
2. The user’s MNO is also an OpenID identity provider (OP) which has a server capable of communicating with the HSS. For example the communication could take place over the Cx, D or Gr interfaces, dependent on which interface is provided by the network. 
3. The OP possesses an HTTP interface to communicate with the UE/browser

4. The MNO/OP network function is cognizant of the expiry times of both the AV and the user password; if either or both of these elements expires operator (and possibly RP) policies determine what procedure to follow. The procedure could, for example, be taken from the following possibilities:
a. Request the user to re-enter his/her password with generation of a new AV
b. Revert to a modified secret exchange protocol with old password and newly generated AV—password re-entry by the user is not required; that is, secret exchange flow occurs without active user involvement
c. Request the user to re-enter his/her password without re-generation of a new AV

5. Communication between the browser (or non-browser application user uses to access the Web service) and the smartcard (UICC) is required. Possible implementations or methods of such communication are:

a. The UE contains a communications API in its OS which enables applications (e.g. the browser) to communicate with smartcard (UICC) applications (For example, see [xx4])
b. The browser (or non-browser) application can communicate with the UICC via a smartcard web server (SCWS)

6. Pre-conditions for the browser (or non-browser application user uses to access the Web service)
a. Browser (or non-browser application) supports HTTP Digest AKA

b. If a communications API in the device’s OS is employed (see above), the browser is capable of using the API to communicate with the UICC (For example, see [xx4])
6. The browser (or non-browser application) is able to process status indications  from the OP for subsequent user login attempts beyond enrolment 
8.X.2.2 Service flow

The following entities are involved in the authentication procedure:

- User equipment (UE) which has smart phone capabilities—the device supports a browser application
- UICC contains an application capable of executing AKA mutual authentication (e.g. USIM) as prescribed by the basic 3GPP security protocol
- OpenID identity providing service (OP), which is controlled by the operator
- The user who provides a password to be shared with the OP

- An RP which provides the desired web service for the user and is OpenID compatible
- Operator’s HSS

Note: the service flow below is described in the context of use of browser to access the Web service. Essentially the same flow is obtained in the case of use of non-browser application for access to the Web service. 

The enrolment with authentication flow is depicted by Figure 1 and described below. What is shown in the green shaded box are the steps crucial to the authentication mechanism itself; they function within the OpenID framework and do not require any alterations to it. The authentication mechanism is similarly depicted in Figure 2 and also functions within the OpenID framework in the same manner.
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Figure 1: Authentication with Secret Exchange flow
Authentication with Secret Exchange Flow
1. The user wants to log in at the RP

2. The user is redirected to the OP
3. The OP, after determining that a secret exchange using an AKA run has not taken place, fetches an AV from the HSS. For example, based on IMSI the S-CSCF function of the OP sends Cx-AuthDataReq to the HSS (MAR) requesting an AV from the HSS. The HSS generates AV for that IMSI and sends it to the S-CSCF function of the OP in Cx-AuthDataResp message (MAA). 

NOTE: It is assumed that the OP to support Cx’ interface towards the HSS for fetching AV vector. The Cx’ interface is proposed as a subset of the Cx interface defined in TS 29.229 and does not require changes to the HSS. 
4. For legacy architectures, the OP may send an Authentication Request (i.e. a request for new AV) to the HLR using reduced (sub-set) version of the D or Gr interface. Such interfaces may be called D’ or Gr’ interfaces. NOTE: The functions provided on the D'/Gr' reference points are a subset of the functions provided on the D/Gr reference points described in TS 23.002 . If the OP supports the D' reference point, it will appear to the HLR as a VLR as described in TS 23.002 . If the OP supports the Gr' reference point, it will appear to the HLR as an SGSN as described in TS 23.002. Support of the D'/Gr' reference points requires no modifications to the MAP protocol at the HLR. 


Note: see pre-condition 2 for examples of possible interfaces to be employed and 4 regarding the OP’s behaviour with respect to enrolment versus post-enrolment authentication processing.
5. The OP challenges the UE to authenticate (OpenID uses the HTTP protocol and the communication takes place between browser in the UE and OP and so it is assumed to be via HTTP Digest AKA). A default status is included indicating that an AKA run is required. See pre-condition 7 regarding browser capabilities for reading OP status indications.
6. The Browser extracts the AV (specifically the AUTN and RAND parts) from the request and proceeds according to the HTTP Digest AKA process. The extracted AV information is passed to the UICC application which verifies the MAC value in the AUTN to authenticate the Network/OP and proceeds to calculate a response containing the RES. It then sends the response to the OP using HTTP Digest 

Note: phones which support GBA must be able to support HTTP Digest AKA.

7. The OP first verifies the RES received from the UE. Mutual authentication based on AKA AV has taken place at this stage, so the OP shares the session keys CK, IK with the UE. Then, the OP sends the UE a request to the UE to provide user authentication credential. The request includes a nonce. .

NOTE: a secure communications could be set up using the IK or CK at this stage, between the OP and the UE.
8. The UE calculates a keyed hash (fIK(password | nonce)) of the password and the received nonce (e.g. as in HTTP Digest Authentication) which is then sent to the OP.
9. The OP calculates a hash with the same password, nonce and key IK and determines if there is a match with the hash sent by the UE. If there is a match the OP makes a signed assertion about the identity of the user. The OP also stores the IK, and CK along with the password for future use; the UE stores the same information in the UICC. 
10. The OP issues the signed assertion message to the RP. 
11. The UE is redirected to the RP which can verify the assertion and the user is logged in
The Post Secret-Exchange Authentication flow is depicted by Figure 2 and described below.
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Figure 2: Post-Secret Exchange Authentication Flow
Post Secret Exchange Authentication Flow:

1. The user wants to log in at the RP

2. The user is redirected to the OP

3. The OP  retrieves a stored valid IK (from AV) for the user as well as the password )—If either the AV or the user password has exceeded expiry time operator (or possibly RP) policy determines what procedure to follow. See pre-condition 4 for possible procedure options
4. The OP challenges the user to authenticate using a modified HTTP Digest AKA process – see step 6 below for the credential computation. In this challenge, the OP sends a nonce and (password/AV) status to the UE indicating what authentication procedure is to be followed. See pre-condition 7 regarding browser capabilities for reading OP status indications
5. The Browser reads the nonce and status indication from the OP and proceeds accordingly. See pre-condition 4.
6. The UE calculates a hash using the stored password and IK (or just the IK & asks the user to re-enter password) and sends rsp = fIK(password |nonce) to the OP The resulting rsp is then used as the password in the authentication response to the OP (Note: a user-entered password is sent to the OP. This is not shown in Figure 2.)

7. The OP performs the same calculation using the IK, the password (OP knows from registration or from the just entered password) and the nonce. The OP calculates xrsp = f IK(password | nonce ) and verifies that the response from the browser rsp matches xrsp.  
8. The OP issues the signed assertion message in the redirect to the RP

9. The UE is redirected to the RP which can verify the assertion and the user is logged in

AV Conservation

The potential overuse of AVs is a concern even when AV’s are used for basic AKA for mobile subscriber authentication. In the context of SSO authentication the potential for AV overuse may be considerably greater. Thus a method to greatly reduce the use AVs is introduced here in the foregoing process modifications.
8.X.3
Evaluation against findings in SA1 study
SA1 Study makes provisions for the open deployment of operator’s provided SSO services. Such services have to be supported either with or without GBA being fully deployed.  The solution described in this clause proposes an SSO Solution based on AKA credentials and without the need for GBA being either fully deployed or supported.

Several technical points are further noted regarding the current solution: 

1) AV’s are conserved thus minimizing OP’s accesses to the HSS, 

2) The operator controlled OP provides identity assertions to service provider without the support of GBA

3) The protocol provides SSO privileges to the user under operator-specified/controlled constraints (e.g. timing, number of log-ins using the same password, etc)

4) The protocol enables the potential for binding user authentication with the device, and 

5) Both flows conform to OpenID protocol
Note:  OpenID allows for total freedom regarding the authentication method. Thus this protocol does NOT require any changes to OpenID specification, for either of the two flows. 

************* End of Change 1 **********************

************* Start of Change 2 **********************
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