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*** BEGIN CHANGES ***
7.2.4.1
Requirements for algorithm selection

a) An active UE and a serving network shall agree upon algorithms for

· RRC ciphering and RRC integrity protection (to be used between UE and eNB)

· UP ciphering (to be used between UE and eNB)

· NAS ciphering and NAS integrity protection (to be used between UE and MME)

An active RN and a network serving the RN shall additionally agree upon algorithms for UP integrity.
b) The serving network shall select the algorithms to use dependent on

· the UE security capabilities of the UE,

· the configured allowed list of security capabilities of the currently serving network entity

c) The same set of ciphering and integrity algorithms shall be supported by the UE both for AS and NAS level.

d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden down.

e) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.

f) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure shall configure AS security (RRC and UP) and NAS level security mode command procedure shall configure NAS security.

a. Both integrity protection and ciphering for RRC ahsll be activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering shall be activated at the same time as RRC ciphering.
c. User plane integrity shall be activated at the same time as RRC ciphering. User plane integrity shall be applied to a data radio bearer if integrity protection is configured for that data radio bearer at the time of data radio bearer set-up.
g) It shall be possible that the selected AS and NAS algorithms are different at a given point of time.

*** NEXT CHANGE ***
7.3.2
UP integrity mechanisms

This subclause applies only to the user plane on the Un interface between RN and DeNB:

The user plane data is integrity-protected by the PDCP protocol between the RN and the DeNB as specified in TS 36.323 [12]. Replay protection shall be activated when integrity protection is activated. Replay protection shall ensure that the receiver only accepts each particular incoming PDCP COUNT value once using the same AS security context.
The use and mode of operation of the 128-EIA algorithms are specified in Annex B.

The input parameters to the 128-bit EIA algorithms as described in Annex B are a 128-bit cipher key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 36.323 [12], the 1-bit direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
The supervision of failed UP integrity checks shall be performed both in the RN and the DeNB. In case of failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded.  This can happen on the DeNB side or on the RN side.
NOTE: The handling of UP integrity check failures by an RN is an implementation issue. TS 36.323 [12] intentionally does not mandate any action for a failed integrity check (not even sending an indication of failure to higher layers). Consequently, depending on the implementation, the message failing integrity check is, or is not, silently discarded. This is in contrast to the handling of a failed RRC integrity check by a UE, cf. the NOTE in clause 7.4.1 of the present document. 
*** END OF CHANGES ***
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