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Attachments:
Specification of the 3GPP Confidentiality and Integrity Algorithms 128-EEA3 & 128-EIA3: 
· Document 1: 128-EEA3 and 128-EIA3 Specification

· Document 2: ZUC Specification

· Document 3: Implementor’s Test Data
[MCC: attachments removed due to export control related restrictions – specifications will be made available at the GSMA website]

Main message
SAGE has sent a liaison statement [SAGE-11-10, S3-110634] recommending that the 128-EEA3 and 128-EIA3 algorithms, based on ZUC, can now be adopted into the LTE standards.  This new liaison statement delivers the specification documents to SA3.

Attached are three documents that between them form the algorithm specifications:
· Document 1: 128-EEA3 and 128-EIA3 Specification
· Document 2: ZUC Specification
· Document 3: Implementor’s Test Data
Note that S3-110707 also contains the algorithm specification documents, but in a different sense.  The attachments to S3-110707 are 3GPP Technical Specification documents, but contain no “meat” – they just refer out to the actual algorithm documents, which are the ones attached to this liaison statement.

A fourth document will also be delivered, namely the design and evaluation report.  We plan to take a little longer to finalise this document and make sure that all SAGE members are happy with it.  We propose to finalise the document before the SA Plenary meeting in September 2011.  We do not expect that the absence of this final report should delay SA3’s decision on the algorithms.
A note on timing attacks
In our previous liaison statement [SAGE-11-10, S3-110634] we mentioned timing attacks against a naïve implementation of ZUC.  In particular we wrote:
The main susceptibility to timing attacks comes when two 31-bit values are added in the prime field.  This part of the reference C code included in the ZUC specification does not protect against timing attacks.  However, the code can be modified to protect against timing attacks, and we propose to make this change to the code (this is not a change to the normative specification).  We will also include a note in the final design and evaluation report.
…
There is one other point at which timing attacks could conceivably become possible, which is where, after loading, the linear feedback shift register is checked to see whether it contains only zeros.  It is harder to “fix” the code here, but the threat is extremely small so we propose to leave this point unaddressed, apart from a passing mention in the design and evaluation report.
We can now report that:

· we have indeed modified the reference C code to address the issue in the first of those paragraphs, and also included an informative note in the specification text;

· the same modification has in fact also dealt with the issue in the second paragraph (which was slightly mis-described in the previous liaison statement – blame the SAGE chairman for that).

A new section on timing attacks will be included in the final design and evaluation report.
