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Introduction
Currently, the only use case in the cost benefit analysis is one related to users with a mobility pattern which includes long periods remaining in the same location. 

This pCR adds the more common case of user behaviour which is more mobile in nature.
It is proposed that SA3 agree the pCR below for inclusion in TR 33.859. 
The comments add another attack scenario for moving users following the ‘normal’ mobility pattern. The attack described in the pCR targets an individual user while the variant we add in our comments targets a particular site through which moving users may pass. 
Some smaller comments unrelated to the new attack scenario are also added.
As the entire text in the pCR is new we accepted all the changes in S3-110746 to make our comments better visible. 
2
PCR

*** BEGIN CHANGES ***
7.1.X
Use case: moving users
7.1.X.1
Description

A very common mobility pattern, is that a user moves around in a city (e.g., by car, by bus or by foot), walks in and out of malls, cafés, work place, home etc during the day. As a result the user is handed over (or moves in Idle mode) between different base stations and RNCs (possibly even changing RAT, e.g., if only GERAN coverage exists).
Typically the user picks up the phone to check social media sites, news, the weather etc from time to time. These checks can be very short, ranging from seconds to a few minutes. Further, the user may have one or more apps which receives data from the network or polls the network for data as the user is on the move. Examples of such data are presence information of friends, location based service data (such as stores in the vicinity that are carrying an item on the user's wish list), and pollen reports. The user may also make CS calls on the go.
7.1.X.2
Attacker behaviour

If an attacker wants to eavesdrop on such a user, the attacker can break into a collapsed RNC/NodeB which the user connects to (e.g., one located in a place which the attacker knows the user frequents, like the home or work place of the user). Another possibility is that the attacker knows about a weakness in the encryption algorithms UEA and obtains the CK using that. But we would like to note that no signs of weakness of an  encryption algorithm UEA have become known, nor are any problems with the key lengths to be expected any time soon. Once the attacker gets hold of the CK/IK of the user, the attacker can start eavesdropping on the data of such a user on the air interface and follow the user around.
Since the CK/IK remains the same until the next AKA run, the attacker will have access to the user data until then.
Another type of attacker behaviour for moving users would be to eavesdrop on all users present in a particular area. The attacker can achieve this by breaking into a collapsed RNC/NodeB covering that area. The interest of the attacker would lie not so much in targeting a particular user, but getting to know the communication of all users visiting that particular area, for the purpose of gathering intelligence on e.g. a business or popular meeting point. So, while the users may be highly mobile, the object of interest to the attacker remains stationary and may not even be associated with a mobile subscription. Note that this type of attack is not covered by the description of the stationary user use case.
7.1.X.3
Countermeasures
Attack targeting an individual user:

Increasing the frequency of AKA runs would limit the amount of data the attacker gets access to. This also increases the load on the network, authentication vector consumption and, if tied to events, e.g., every call setup, a delay in accessing those services is added.

Changing keys for every Idle/Active transition using a UTRAN KH will also result in that the attacker is cut out of the loop, but with the benefit of no additional signaling compared to an AKA run and lower consumption of authentication vectors. As long as the user stays in connected mode, the attacker will however have access to the data. For example, if the user is constantly streaming Internet radio.
If key changes using a UTRAN KH are introduced at SRNS relocations and handovers as well, then even the users who move around in Active mode (e.g., streaming Internet radio) will also get rid of the attacker when relocated to a new RNC (it being collapsed into a NodeB or not).
Attack targeting a particular area: 

None of the above mentioned countermeasures would help. 
It is noted that if the user has a CS call established, he is in active state, cf. TS 24.008.
7.1.X.4
Conclusion 
Attack targeting an individual user: For the typical user moving around, and an attacker who has once got access to CK/IK, there are two main cases to consider: the user is in Active mode for longer periods (e.g., listening to Internet radio or has a CS call ongoing) and the case where the user is mainly in Idle mode but goes to Active mode to get/send some data from time to time. In the first case the only countermeasure that helps to get rid of the attacker is to change keys at handovers and SRNS relocations. In the second case, changing keys using a more frequent AKA runs or changing keys using a UTRAN KH seem almost equivalent from security point of view. However, the increasing the frequency of AKA runs causes a higher load on the network, increases the authentication vector consumption and adds delay to bearer setup.
Attack targeting a particular area: None of the above mentioned countermeasures would help.
*** END CHANGES ***
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