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1
Introduction
The KMS-based solution for session-based messaging can be used to secure any TCP communication that can be secured using TLS. This includes all uses of MSRP (e.g. Image and Video Share, File Transfer) and BFCP. To clarify this (without restructuring of the document) a note is added.

2
Proposal

It is proposed that the changes below is added to the living document
3
PCR

*** BEGIN CHANGES ***
8.3.1.2
Session-based messaging protection using TLS

The sending of protected messages is done as in Clause 6 of TS 24.247 [9], with the difference that the SIP INVITE sent from the Initiator shall contain a TRANFER_INIT message. The URI defined in the SIP Request URI shall be one of the allowed resolvers of the ticket. The ticket shall be profiled as in 33.328 Annex D. Because of call diversion and the possibility of applications servers being inserted into the MSRP signalling, it is recommended that the ticket can be resolved by anybody. The Prot Type associated with the Crypto Session (CS) shall be TLS as defined in Annex A. The key associated with the CS shall be a TGK. As the TLS handshake includes negation of parameters, security policies (SP payloads) shall not be associated with the Crypto Session (CS).
Upon receipt of the SIP INVITE, the Responder resolves the ticket. As key forking is used, the TRANSFER_INIT message is integrity protected with MPKr (in the Initiator Data) that only the Initiator and the KMS has knowledge of. A successful resolve combined with a successful verification of the TRANSFER_INIT authenticates the Initiator and provides non-repudiation (proof of origin) of the TRANSFER_INIT message. The Responder sends a TRANSFER_RESP back to the Initiator (or Application Server) in a 200 OK.

Editor’s Note: More explanatory text to be added on how non-repudiation is achieved.

Upon receipt of the 200 OK, the Initiator parsed the TRANSFER_RESP. As key forking is used, a successful resolve combined with a successful verification of the TRANSFER_INIT authenticates the Responder.

To protect MSRP/TCP, TLS shall be used. If one or more application servers are inserted into the MSRP signalling path, the TLS protection will be hop-by-hop. TLS shall be profiled as given in TS 33.310 [22], Annex E, with the difference that the TLS_RSA_cipher suites shall be replaced by the corresponding TLS_PSK_cipher suites.

The TEK derived from the TGK is used as Pre-Shared-Key in the TLS handshakes. As the TLS handshake includes key-management and derives a TLS session keys, the derived TEK can be used to set up several TLS sessions. 

If one or more Application Servers (AS) are inserted in the MSRP signalling path (meaning that they will terminate the TCP connection) the TLS protection also has to be terminated in the AS and the TLS protection will be hop-by-hop. Any such AS shall resolve the ticket and insert a new TRANFER_INIT message into the outgoing SIP INVITE. Such ASs shall also parse the TRANSFER_RESP message and insert a new TRANFER_RESP message into the outgoing 200 OK. TCP terminating ASs therefore needs to have KMS user identities and be able to request and resolve tickets. Both the Initiator and the Responder is notified that TLS is terminated in an AS, and can therefore choose to close the MSRP connection.

NOTE:
Although described as a solution for session-based messaging, the solution above can be used to protect any TCP communication that can be secured using TLS. This includes all uses of MSRP (e.g. Image and Video Share, File Transfer) and BFCP. The only difference being the nodes involved.

*** END OF CHANGES ***

