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1
Introduction
In SA3 meeting #63 in Chengdu, contribution S3-110480 analysed the functionality for handling of maximum number of IKEv2 SAs in non3GPP TS 33.402 and I-WLAN TS 33.234. The contribution proposed the following modifications from Rel-9 onwards:
Proposal 1: Functionality for limiting the maximum number of IKEv2 SAs should be removed from TS 33.402.

Proposal 2: Functionality for limiting the maximum number of IKEv2 SAs should be removed from TS 33.234. 
Proposal 3: It is proposed to remove the last step in both TS 33.402 and TS 33.234 where the (e)PDG deletes an IKEv2 SA when it has been replaced by a new IKEv2 SA for the same (W-)APN.

The related CRs were postponed to the next meeting and it was agreed to seek guidance and feedback from SA2 and CT1 (S3-110531) regarding 

· Limit for maximum number of IKEv2 SAs in non3GPP access or I-WLAN, and

·  Relation of PDN connections and IKEv2 SAs.
SA3 has received reply LSs from SA2 (S2-112811), CT1 (C1-2303) and also from CT4 (C4-111602). 

This contribution takes the feedback from other groups into account and proposes a way forward.
2
Discussion
Limit for maximum number of IKEv2 SAs in non3GPP access or I-WLAN
Conclusion of feedback from other groups:
None of the groups SA2, CT1 or CT4 have specified any limitation of maximum number of IKEv2 SAs from one UE per APN with/without the same APN for non-security reasons. Since contribution S3-110480 concluded that there are no security reasons for such maximum limit either, it would be natural to remove the limitation from TSs 33.402 and 33.234.
CT4 also indicates that they have a configurable parameter for maximum number of concurrent accesses per W-APN per UE for I-WLAN. It is not clear from the LS if this parameter is related to the maximum number of IKEv2 SAs or not. However, it can be seen from an old CR (C4-051031) that it indeed is related. 
However, SA2 and CT4 indicate that there is a per UE based limitation of 11 PDN connections in total when 3GPP access or S2b with GTP/PMIP is used due to the size of the EPS bearer ID/PDN connection ID. SA2 additionally indicates that this same limit applies also to TTG based implementation in I-WLAN scenario. SA2 also notes that some limitation mechanism may need to be documented in 3GPP specifications due to the PDN connection limit. Since the other groups also indicate that there is one-to-one mapping in PDN connections and IKEv2 SAs, this implicitly means that also IKEv2 SAs are limited, but not for security reasons. 
We believe such limitation mechanism, if needed, would best be defined outside of SA3 specifications, e.g. in CT1 specifications, since it is not a security functionality and since it also applies to 3GPP access and therefore TSs 33.402 and TS 33.234 could not cover the functionality anyway. 
Relation of PDN connections and IKEv2 SAs

Conclusion of feedback from other groups:

The response LSs indicate that the relation of PDN connections and IKEv2 SAs depends which access and which mobility protocol is used. From SA2 LS:
When EPC access via S2b is used, the UE shall establish an IKEv2 SA with the ePDG for each PDN connection. There is a one-to-one relationship between the PDN connection and the IKEv2 SA including same APN case. 

· When EPC access via S2c is used, the UE shall establish only one IKEv2 SA with the ePDG. Within the IKEv2 SA with ePDG, the UE establishes one IKEv2 SA per PDN connection with the PDN GW even the same APN is used. 

· For I-WLAN access, the UE shall establish an IKEv2 SA with the PDG for the first tunnel establishment. The subsequent tunnel establishment should follow the same procedure as in the first tunnel establishment regardless which W-APN is used.

The reason for one IKEv2 SA per PDN connection is said to be parameter exchange between the UE and network. 
CT1 gives more accurate information on I-WLAN case by saying that UE and PDG may establish either a new IKEv2 SA per PDN connection or establish a Child IPsec SA. 

The reply LSs confirm the conclusion from S3-110480 that the following functionality in the last step of the tunnel authentication flows in TSs 33.402 and 33.234 is incorrect 
(excerpt from last step of 33.402, 8.2.2 Tunnel full authentication and authorization):

Step 16: “If the ePDG detects that an old IKE SA for that APN already exists, it will delete the IKE SA and send the UE an INFORMATIONAL exchange with a Delete payload, as specified in RFC 4306 [3], in order to delete the old IKE SA in UE.”
This is because the current functionality allows only one IKEv2 SA (and consequently PDN connection) via the (e)PDG and would prevent the use of multiple IKEv2 SAs (and consequently PDN connections) via the same (e)PDG which is clearly allowed by the reply LSs. 
Therefore, it is still proposed to remove the last step.
3
Conclusion

The reply LSs show that none of the groups SA2, CT1 or CT4 have specified any limitation of maximum number of IKEv2 SAs from one UE per APN with/without the same APN for non-security reasons. 
Since the other groups also indicate that there is one-to-one mapping in PDN connections and IKEv2 SAs, this implicitly means that also IKEv2 SAs are limited, but not for security reasons. 

We believe such limitation mechanism, if needed, would best be defined outside of SA3 specifications, e.g. in CT1 specifications,
Also, the last step of the tunnel authentication flows is shown to be incorrect, and it should be removed.
Therefore, it is proposed to implement the proposals from S3-110480 which are re-stated below:

Proposal 1: Functionality for limiting the maximum number of IKEv2 SAs should be removed from TS 33.402 from Release 11. This is implemented in accompanying CR S3-110763.
Proposal 2: Functionality for limiting the maximum number of IKEv2 SAs should be removed from TS 33.234 from Release 11. This is implemented in accompanying CR S3-110767.
Proposal 3: It is proposed to remove the last step in both TS 33.402 and TS 33.234 where the (e)PDG deletes an IKEv2 SA when it has been replaced by a new IKEv2 SA for the same (W-)APN. Accompanying CRs implement this proposal in Rel-11 CRs for 33.402 (S3-110765) and 33.234 (S3-110766). However, this incorrect step means a system failure and we propose SA3 to discuss and agree how far back in releases it should be removed and produce mirror CRs accordingly.
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