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1. Discussion 
This paper proposes the answers and analysis to the questions in C1-112199，and proposes to send an LS to CT1.
A- CT1 has discussed the scenario of "digital signature" and “timestamp" provided to the UE in CBS messages in TS 23.041 for ETWS UMTS when the UE is not provisioned with the digital signature algorithm. This is due to the fact that in ETWS UMTS up to and including the Rel-10, it is not specified which digital signature algorithms to use or how the needed signature generation and verification keys should be provisioned and managed.
The related UE requirements are ambiguous in TS 23.041, with regard to whether the emergency message that was received unprotected as above ("digital signature" and "timestamp" present but digital signature not provisioned to the UE) shall be displayed to the user or not (see alternative 2 and alternative 1, respectively, in C1-111955).
CT1 assumes that in the scenario above, displaying the warning message (alternative 2) is preferred. CT1 would like to ask SA3 and SA1 to confirm this assumption, as this may represent a trade-off between safety and security.
Analysis: although there is a requirement in Rel-8 to verify the digital signature, but up to now the algorithm for digital signature has not been standardized, neither by 3GPP nor by any local regulator. 

If in the future the Rel-8 UEs are roaming to a country, when meanwhile a digital signature has been specified in that country, the UE can’t verify the digital signature, because at the time when the UE was produced, the algorithm was not specified yet.

The failure of digital signature verification can be caused not only due to no digital signature algorithm, but also no or unrecognized preconfigured root certificate. The latter may especially happen in roaming cases.

So it’s preferred to display the warning message when the UE can’t verify the digital signature.
If the warning message is a false one, it will cause a short period of panic of the user. But the user can justify that’s a false warning from the environment, e.g. other people don’t run to a shelter, unless everybody e.g. in a sports stadium receives the same false warning message over the broadcast channel. However in this case there should other management solutions to control the panic, e.g., through the broadcast of the stadium.
This is indeed about a value judgment whether to risk lives through not displaying warning messages to certain users or whether to risk lives through a panic caused by false warning messages broadcast to everybody in a certain location. It may be seen as difficult, but by no means impossible, to mount such an attack. On the other hand, previous experience with warning systems and abuse with them may also help in providing answers to this question. If this indicates that the risk of abuse has been low in a certain region this may speak in favour of displaying the messages. But SA3 does not feel competent to make this value judgment. SA1 may have a view on it, or it may have to be decided by the regulator.

B- In addition, CT1 thinks that the current phrasing in TS 23.041 related to the indication provided from the UE to the user, on whether or not the message has been authenticated (with digital signature), may be seen as restrictive. Therefore CT1 would like to ask SA1 and SA3 whether there is a UE requirement (optional or mandatory) to display/indicate the authentication status of the warning message.

Analysis: the indication that the message hasn’t been authenticated may cause the confusion of the user and the user has to make a judgement by himself anyhow. So the indication of a missing authentication may not be very helpful for the user, even an informed user. If the user ignores a warning message with such an indication then they may risk to be hit by a TSUNAMI if the message was genuine. Users may see running away in vain because the message was false as the lesser risk. Hence, the indication of the authentication status is not considered useful. 
C- In addition, CT1 has discussed the scenario of "digital signature" and "timestamp" present with digital signature security failure, and would like to ask SA1 and SA3 to confirm that in this scenario as well the warning message shall be displayed to the user (note that the current text in TS 23.041 indicates that it shall not be displayed).
Analysis: For causes analysed in A), the warning message shall be displayed when the verification of the digital signature is failed. This, of course, makes it easy for an attacker to forge warning messages through sending no signature or a signature with a wrong signature algorithm or root certificate. For the timestamp verification failure, since there is already NITZ synchronization between the UE and the network, this warning message will be a false one and shall be ignored by the UE.
D- CT1 would like to ask SA1 and SA3 if they foresee any scenario where the warning message shall not be displayed.

Analysis: as analysed above when the timestamp verification is failed the warning message shall not be displayed. As an extension of this case consider the following: assume the home operator has configured the UE for digital signature verification and supplied it with the required digital signature algorithm and root certificate. Then, when the UE is in the home operator’s network the UE should be able to verify warning messages and, hence, it would be acceptable if the UE rejected all warning messages where no digital signature was present or a digital signature was present, but could not be verified. 

2. Draft LS

3GPP TSG SA WG3 (Security) Meeting #64

S3-11xxxx

11 - 15 July 2011, Mainz, Germany
Title:
[DRAFT] reply LS on UMTS ETWS: Warning message display correction with regards to digital signature security
Source:
SA3

To:
CT1
Cc:
None
Contact Person:


Name:
Dajiang Zhang 
E-mail Address:
Dajiang.zhang@nokia.com
Attachments:
None

1. Overall Description:

SA3 thanks CT1’s LS and understands that the CT1’s questions are about Releases 8, 9, 10. SA3 would like to caution that the replies may be different once the PWS work currently under way in SA3 for Rel-11 has been completed.

A- CT1 has discussed the scenario of "digital signature" and “timestamp" provided to the UE in CBS messages in TS 23.041 for ETWS UMTS when the UE is not provisioned with the digital signature algorithm. This is due to the fact that in ETWS UMTS up to and including the Rel-10, it is not specified which digital signature algorithms to use or how the needed signature generation and verification keys should be provisioned and managed.
The related UE requirements are ambiguous in TS 23.041, with regard to whether the emergency message that was received unprotected as above ("digital signature" and "timestamp" present but digital signature not provisioned to the UE) shall be displayed to the user or not (see alternative 2 and alternative 1, respectively, in C1-111955).
CT1 assumes that in the scenario above, displaying the warning message (alternative 2) is preferred. CT1 would like to ask SA3 and SA1 to confirm this assumption, as this may represent a trade-off between safety and security.
SA3: although there is a requirement in Rel-8 to verify the digital signature, but up to now the algorithm for digital signature has not been standardized, neither by 3GPP nor by any local regulator. 

If in the future the Rel-8 UEs are roaming to a country, when meanwhile a digital signature has been specified in that country, the UE can’t verify the digital signature, because at the time when the UE was produced, the algorithm was not specified yet.

The failure of digital signature verification can be caused not only due to no digital signature algorithm, but also no or unrecognized preconfigured root certificate. The latter may especially happen in roaming cases.

So it’s preferred to display the warning message when the UE can’t verify the digital signature.
If the warning message is a false one, it will cause a short period of panic of the user. But the user can justify that’s a false warning from the environment, e.g. other people don’t run to a shelter unless everybody e.g. in a sports stadium receives the same false warning message over the broadcast channel. However in this case there should other management solutions to control the panic, e.g., through the broadcast of the stadium.

This is indeed about a value judgment whether to risk lives through not displaying warning messages to certain users or whether to risk lives through a panic caused by false warning messages broadcast to everybody in a certain location. It may be seen as difficult, but by no means impossible, to mount such an attack. On the other hand, previous experience with warning systems and abuse with them may also help in providing answers to this question. If this indicates that the risk of abuse has been low in a certain region this may speak in favour of displaying the messages. But SA3 does not feel competent to make this value judgment. SA1 may have a view on it, or it may have to be decided by the regulator.

B- In addition, CT1 thinks that the current phrasing in TS 23.041 related to the indication provided from the UE to the user, on whether or not the message has been authenticated (with digital signature), may be seen as restrictive. Therefore CT1 would like to ask SA1 and SA3 whether there is a UE requirement (optional or mandatory) to display/indicate the authentication status of the warning message.

SA3: The indication that the message hasn’t been authenticated may cause the confusion of the user and the user has to make a judgement by himself anyhow.  And a user being warned and receiving an implicit or explicit indication of "not authenticated" will still give priority to the warning as the consequences of not heeding the warning may be more severe. Hence, the indication of the authentication status is not considered useful. (An implicit indication would be given in a scheme where only the status “authenticated” was indicated, but not the status “not authenticated”.) 
C- In addition, CT1 has discussed the scenario of "digital signature" and "timestamp" present with digital signature security failure, and would like to ask SA1 and SA3 to confirm that in this scenario as well the warning message shall be displayed to the user (note that the current text in TS 23.041 indicates that it shall not be displayed).
SA3: For causes analysed in A), the warning message shall be displayed when the verification of the digital signature has failed. This, of course, makes it easy for an attacker to forge warning messages through sending no signature or a signature with a wrong signature algorithm or root certificate. For the timestamp verification failure, since there is already NITZ synchronization between the UE and the network, this warning message will be a false one and shall be ignored by the UE.
D- CT1 would like to ask SA1 and SA3 if they foresee any scenario where the warning message shall not be displayed.

SA3: as analysed above when the timestamp verification is failed the warning message shall not be displayed. As an extension of this case consider the following: assume the home operator has configured the UE for digital signature verification and supplied it with the required digital signature algorithm and/or root certificate. Then, when the UE is in the home operator’s network the UE should be able to verify warning messages and, hence, it would be acceptable if the UE rejected all warning messages where no digital signature was present or a digital signature was present, but could not be verified. 

2. Actions:

To CT1
ACTION: 

SA3 kindly asks CT1 to take this reply into account.
3. Date of Next SA3 Meetings:

SA3 Meeting #65
7th – 11th November 2011
San Diego, U.S.
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