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Abstract of the contribution: This contribution provides some analysis of the gains of E-UTRAN interworking of solution 2 in UTRAN KH 
Discussion 

The below pCR contains some analysis of the benefits of E-UTRAN interworking in solution 2. It is proposed that SA3 accept it for inclusion in the TR.
Proposed pCR
************ First Change *****************
5.2.3.3.4.1
Intra-E-UTRAN S1 handovers

A source MME+ informs the target MME that the ME(*) supports the enhanced security context. This is to ensure a target MME+ is aware of the ME capabilities in case of a handover before the subsequent TAU Request. 
The sourc
e MME+ also informs the target MME if the current EPS NAS security context is an enhanced mapped one.
************ Next Change ******************

5.2.3.3.x
Analysis of the benefits of inter-working with E-UTRAN
It has been noted in subclause 5.2.1, that all, some or none of the inter-working with E-UTRAN enhancements could be included in a chosen UTRAN KH solution. In this subclause, the benefits of the various interworking with E-UTRAN procedures that have proposed for solution 2 are analysed. 

The UTRAN KH work proposes to introduce an enhanced type of security context to UTRAN (and possibly GERAN). The legacy interworking procedures could not create such a context on transition from E-UTRAN to UTRAN/GERAN as an SGSN+ is not aware whether the keys passed to it are derived for keys that have bot been exposed outside the core network. Hence if an operator wishes to always use such a context it is necessary to run an AKA at every transition to UTRAN/GERAN. In addition to this AKA run, if an operator desires to always use a native context (see [4])  in E-UTRAN due to the fact that KASME is not exposed outside of the core network a further AKA may be required on transition to E-UTRAN. Hence without some enhancement to interworking with E-UTRAN, the introduction of UTRAN KH may double the number AKA runs to due transitions between E-UTRAN and UTRAN/GERAN. Furthermore the introduction of enhancements can reduce the number of AKA runs due to interworking by removing the need for AKA runs at transitions to E-UTRAN.  
When transitioning from UTRAN/GERAN to E-UTRAN, the MME needs to be aware that the KASME that results from the transition has been calculated from keys that have not been exposed outside the core network as otherwise the MME would run an EPS-AKA. Hence some changes are required to the MME to enable such functionality. A similar argument holds for the transition to UTRAN/GERAN in that the MME must have some new functionality to inform the SGSN that the keys it is being sent have been generated from keys that have not been exposed out side the CN. 

These interworking features are provided in the proposed solution 2 by the message changes to TS 24.301 given in subclause 5.2.4.3 and the associated functionality, i.e. all of subclause 5.2.3.3.3.1 except the 2nd paragraph, all of subclause 5.2.3.3.3.2, all of subclause 5.2.3.3.4.2 and all of subclause 5.2.3.3.4.3. 

The final message changes and associated functionality deal with the cases of MME and ensuring the new MME has the necessary information. 
The ‘indication that a ME+ supports enhanced security context’ in the Forward Relocation Request message ensures a target MME + is aware of the ME capabilities for any handovers to UTRAN/GERAN before any TAU Request.

The ‘indication that the current mapped context is an enhanced one’ in the Forward Relocation Request and Context Response message ensure that the new MME is aware of enhanced mapped and hence could be used to create an enhanced UTRAN security context at a subsequent transition to UTRAN/GERAN. 
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