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1. Introduction

SA2 and CT1 has agreed that in the context of shared networks, the CBC shall be shared between the operators, for example that CBC is owned by one of the sharing operators but still serving the others. 
TS 23.251, ch 4.5 states: “In shared networks Cell Broadcast and Warning System services are provided via a single common CBC, which connects to GERAN/UTRAN as described in TS 23.041 [20] and connects to E-UTRAN as described in TS 23.401 [9]. The deployment and configuration of the common CBC is per agreement between the sharing operators. The sharing operators need to coordinate the broadcast services between each other, e.g. how to provide Warning System services.”
There are two basic network sharing configurations, GWCN and MOCN, as described in TS 23.251. In “classic” GWCN configuration, radio network (including BSC, RNC, eNB) but also some core network nodes are shared (MSC/SGSN, MME), whereas in MOCN configuration only radio network is shared. For example for LTE, this means that the MME can either be shared (GWCN configuration) or unshared (MOCN configuration). Both configurations must be supported in standard. Hence the “shared/operator-coordinated” CBC must be able to interface either a shared MME, or an unshared MME, depending on chosen shared network scenario.
To ensure the possibility of signed PWS messages in also a network sharing scenario, it is important that the signature itself or its keying material is not related to the shared CBC itself, or the operator that hosts it. Instead, these need to belong to the CBE or even higher up in the network chain. This is also consistent with the statements in e.g. 23.401 and 23.041, ch. 5.12.2 and ch. 9.1.2, respectively:
 -  “CBE (e.g. Information Source such as PSAP or Regulator) sends emergency information (e.g. "warning type", "warning message", "impacted area", "time period") to the CBC. The CBC shall authenticate this request.”
 -  23.401: “Unless they are not used by that PLMN, the "digital signature" and "timestamp" information are transmitted within the "Warning message".”
 -  23.041:  “NOTE:
If security measures are to be used, "digital signature" and "timestamp" information is transmitted within "warning message".
In conclusion: before CBC broadcasts the warning messages orginaged from CBEs, the CBC shall check if those warning messages are sent from the authorized or trusted CBEs by validating CBE's signagures. So CBE will sign the warning messages before it sends those messages to CBC.
2. Proposal

It is proposed to add the following requirement in the living document “Security aspects of Public Warning System”:
- Digital signature of PWS warning message shall be owned and created by CBE, i.e. not CBC, and should not contain any operator specific attributes or operator specific keying material.
