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Abstract of the contribution:

Security requirement of PWS key is discussed in this contribution when PWS key is transmitted from network side to UE side.
1 Introduction
PWS information is transmitted from network to UE.  Network side is responsible to signature PWS information using private key, and UE checks the signature information by the corresponding public key. UE gets the public key from network side. In this paper, we discuss the security necessity of public key transmission from network to UE.
2 Analysis

There are several security threats below when the public key is transmitted from network to UE:
· Attackers break the network side equipments and eavesdrop or tamper the public key
· Attackers break the network side interface and eavesdrop the public key
· Attackers break the air interface and eavesdrop the public key
· Attackers break or forge UE equipments and get the final public key

The attack threats include but not limited to these. Considering the results of these attacks, we may divide these scenarios into three classes. The first class is public key’s eavesdropping in the process of transmission, the second class is public key’s tampering in the process of transmission, and the last class is obtaining the final public key in the UE equipment.

· The first class threat is mainly about public key’s confidentiality protection. If the public key is transmitted without confidentiality protect, attackers can get the public key. Using the same method, attackers also can get the PWS information. In this case, attackers can distribute the PWS information in some areas where this PWS information shouldn’t be distributed, since the PWS information is not for these areas. The UEs in these areas receive this PWS information which is not for them, and successfully verify the signature. In this way, attackers can achieve the purpose of deceiving the UEs, such as creating a panic.
So the public key’s confidentiality protection is needed.
· The second class threat mainly focuses on tampering the public key. If the public key is not integrity protection and tampered by attackers, UE will receive a wrong public key unconsciously. When the UE uses the wrong public key to verify PWS information signature, it must fail to verify and can’t get the PWS information normally.
So UE needs to verify the public key, integrity protection is needed.
· The last class threat is that attackers steal the public key in the UE equipment. In this case, protection of transmission process is invalid. The only valid method is to guarantee UE’s device security. Even though the UE’s device is broken down, attackers can’t obtain the public key. To achieve this, the public key should be stored in a “tamper resistant” storage in the UE.
3 Conclusion and Proposal

Base on the analysis, we get two conclusions:
1. When the public key is transmitted from network to UE, both confidentiality and integrity protection are needed.
2. There should be a “tamper resistant” storage in the UE to store public key information.
It is proposed that SA3 agree the pCR below for inclusion in the PWS living document. 
************************** start of changes ************************
4.X Security Requirement of PWS Key
4.X.1 Analysis
There are several security threat below when the public key is transmitted from network to UE:

· Attackers break the network side equipments and eavesdrop or tamper the public key
· Attackers break the network side interface and eavesdrop the public key
· Attackers break the air interface and eavesdrop the public key
· Attackers break or forge UE equipments and get the final public key

The attack threats include but not limited to these. Considering the results of these attacks, we may divide these scenarios into three classes. The first class is public key’s eavesdropping in the process of transmission, the second class is public key’s tampering in the process of transmission, and the last class is obtaining the final public key in the UE equipment.

· The first class threat is mainly about public key’s confidentiality protection. If the public key is transmitted without confidentiality protect, attackers can get the public key. Using the same method, attackers also can get the PWS information. In this case, attackers can distribute the PWS information in some areas where this PWS information shouldn’t be distributed, since the PWS information is not for these areas. The UEs in these areas receive this PWS information which is not for them, and successfully verify the signature. In this way, attackers can achieve the purpose of deceiving the UEs, such as creating a panic.
So the public key’s confidentiality protection is needed.
· The second class threat mainly focuses on tampering the public key. If the public key is not integrity protection and tampered by attackers, UE will receive a wrong public key unconsciously. When the UE uses the wrong public key to verify PWS information signature, it must fail to verify and can’t get the PWS information normally.

So UE needs to verify the public key, integrity protection is needed.
· The last class threat is about that attackers steal the public key in the UE equipment. In this case, protection of transmission process is invalid. The only valid method is to guarantee UE’s device security. Even though the UE’s device is broken down, attackers can’t obtain the public key. To achieve this, the public key should be stored in a “tamper resistant” storage in the UE.
4.X.2 Conclusion

Base on the analysis, we get two conclusions:

1. When the public key is transmitted from network to UE, both confidentiality and integrity protection are needed.

2. There should be a “tamper resistant” storage in the UE to store public key information.
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