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Abstract of the contribution:

PWS key distribution to UE registered to the network is discussed in this contribution.
1 Introduction
As agreed in SP-110223, one of the most important aspects of PWS security is to define key management schemes to support the protection of emergency warning messages. In this paper we discuss PWS key distribution to UE registered to the network.
2 Analysis

As discussed in S3-110394, using a secure point-to-point channel to distribute PWS keys to UE registered to the network is an option. And also it is proposed to use LA/RA/TA update procedure to distribute and update PWS keys to UE. It indeed has some benefit, for example, to use existing signallings to send PWS keys and no extra new procedure is needed. But there are still some problems needed to be solved. 

1) How the initial PWS key is distributed to the UE from the network entities (MME/SGSN)
For a UE registered to LTE and UMTS, after UE has attached to the network successfully, there is a time interval until the first RA/TA update procedure. That is to say, during this interval between attachment and the first RA/TA update procedure, if a PWS warning message is broadcasted, UE can't verify the received PWS message due to lack of PWS key. So we propose to make the PWS key sent to UE just when it has registered to the network immediately, for example, in Attach procedure. Thus this can ensure PWS key is ready just after UE attaches to the network.
2) How the network entities (MME/SGSN) get the PWS keys
The PWS keys are generated and managed by CBC because it is CBC to append the verification to warning messages, and the other reason is that CBE is out of the scope of 3GPP specification concerns. Therefore, using CBC to generate and manage PWS keys is easy for network controlling. Since L3 signallings are used to distribute PWS keys, how the network entities (MME/SGSN) get the PWS keys from CBC is a problem. In this paper this procedure is also introduced.

However, updated PWS keys could still be distributed using LA/RA/TA update procedure as described in S3-11xxxx.
3 Proposal

It is proposed that SA3 agree the pCR below for inclusion in the PWS living document. 
************************** start of changes ************************
5.X  Solution X
5.X.1 General
In this solution, a secure point-to-point channel is used to distribute PWS keys to UE registered to the network. Two aspects are included: the one is the network entity (MME/SGSN) distribute PWS key to UE (the blue line as showed in Figure x-1 below); the other is network entity (MME/SGSN) get PWS key from CBC(the red line as showed in Figure x-1 below).
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Figure x-1: PWS key distribution path
5.X.2  Initial PWS key distribution
Initial PWS keys should be ready just after UE has registered to the network immediately. In this way by anytime there is a PWS warning message sent by the network, UE can verify it with the PWS key it has stored. So a solution is proposed that the initial PWS keys are distributed in attach procedure.
· LTE: The PWS keys are sent to UE in Attach Accept messge by MME, which is integrity protected and ciphered.
· UMTS: The PWS keys are sent to UE in Attach Accept messge by SGSN, which is integrity protected and ciphered.

· GSM: The PWS keys are sent to UE in RAU Accept message during attach procedure by SGSN.
Note: Whether security enhancement is needed for GSM/GPRS is FFS.
5.X.3  Network PWS key configuration
Since PWS keys are sent to UE in L3 signallings, the network entity (MME/SGSN) should be configured with the PWS keys when PWS service is determined to be provided to UE by the network. Thus there is a requirement that CBC and MME/SGSN shall have an interface to distribute the PWS keys.
When the network determins to provide PWS service to UEs, CBC shall send PWS keys to MME/SGSN. After PWS keys are configured in MME/SGSN, once there is a UE registered to the network, MME/SGSN should distribute the PWS keys to the UE in the attach procedure.
When CBC updates the PWS keys of a specified notification area, it shall send the updated PWS keys to the network entities (MME/SGSN) which have connections with the affected RAN.
************************** end of changes *************************
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