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Abstract of the contribution:

This contribution provides a solution for monitoring the unathorized location change of the MTC Device, which are featured with area restriction.
1. Introduction
This contribution proposes a solution for monitoring location change of the MTC Device which should not move from an authorized location or should only move in an authorized area. 

2. Discussion
As MTC devices may be deployed in location with high risk, e.g., possibility of theft of the communication module, the attacker may steal the device and carry it to another place which is far away from the original place, i.e. the target SGSN/MME is different from the source SGSN/MME. For the MTC devices which should not move from an authorized location or should only move in an authorized area. Based on the solution provided in TR 33.868, the network entity (e.g., SGSN/MME) shall store the pre-defined location identifier. However, the new target SGSN/MME may not have the pre-defined location identifier when the device attaches to the network or TA/RA updates. In this case, the network and the MTC server may need to restrict the service used by the device.

As mentioned above, we may need a new mechanism to solve this issue that the MTC device, which should not move from an authorized location or should only move in an authorized area, moves to another place which is far away from the authorized place.
3. Proposal

It is kindly asked SA3 to agree the following pCR to include the solution for monitoring location change of the MTC device, which should not move from an authorized location or should only move in an authorized area, into the TR.
===============Begin of the Change===========

7. X
Solution – Monitoring location change 

As MTC devices may be deployed in location with high risk, e.g., possibility of theft of the communication module, the attacker may steal the device and carry it to another place which is far away from the original place, i.e. the target SGSN/MME is different from the source SGSN/MME. In this case the location information of the MTC devices is service sensitive and it shall be able to give the network the capability of monitoring the location changes of MTC devices, e.g. in a granularity of RA/TA changes, or in a granularity of SGSN/MME changes. Usually the location restriction is configured as subscription data in HLR/HSS, and downloaded to SGSN/MME through the insert subscriber data procedure.

To limit the mobility of MTC device to a restricted area (e.g. RA/TA, or SGSN/MME), the source SGSN/MME can detect the motiative of moving to a restricted area and verify the target SGSN/MME is not in the allowed list, during the Attach/RAU/TAU procedure, then reject the procedure and shall be able to send a warning message to the MTC server. Alternatively, the target SGSN/MME can verify it is not in the allowed list, during the initial attach procedure, and hence reject the procedure and shall be able to send a warning message to the MTC server.

Another check point is in the HLR/HSS during Attach/RAU/TAU procedure with SGSN/MME changes. Before performing location update procedure, the HLR/HSS can detect the target SGSN/MME is not in the allowed list and hence reject the Attach/RAU/TAU procedure with certain reject cause and shall be able to send a warning message to the MTC server.

===============End of the Change==============
