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Abstract of the contribution: This pCR provides an alternative solution of secure MTC device triggering.
1 Introducation

This pCR is a following contribution of S3-110692. It provides an alternative solution of secure MTC device triggering.
2 Proposal
It is proposed to add the following content in 7.1.1 of TR 33.868.
***** Start of change *****
7.1
Solution 1 - Triggering
7.1.1
General Description
Editor’s Note: This section is intended to describe solutions which fulfil the security requirements for the key issue. 

For offline MTC device:

· Solution 1, If the MTC device is in detached state, the MTC Device should be able to validate the network identity when it receives a trigger indication.
The MTC device should store a temporary identifier of the network it has last attached. The identifier is known to the network side. The network sends the identifier it knows as part of the trigger indication to the MTC Device. When the MTC device receives a trigger indication, it should compare the network identity from the received indication and the identity it has stored. 

If the two network identities match, the MTC device accepts the trigger indication. Otherwise, the trigger indication is abandoned. When the MTC device has been successfully triggered, the temporary identifier should be discarded and replaced by a new temporary network identifier which is also known to the network. 

Editor’s note: How to securely bind the temporary identity to the trigger message is FFS. 
· Solution 2, If the MTC device is in detached state, the network should protect the trigger indication message by using the last security context stored in the network and the MTC Device.

The MTC device should store the last security context shared with the attached network. The trigger indication should be protected, at least for integrity (and may be for confidentiality too), by the last shared security context. Only a network that has a valid stored shared security context could generate a valid trigger indication message, and only the MTC device which has storeds a valid security context would be able to validate (i.e., verify integrity and/or decrypt) the trigger indication from the trigger indication message protected by the same security context. If validation of the trigger indication is successful, the network is considered valid by the MTC device, and the device would accept the indication. Otherwise, the network is considered invalid, and the trigger indication is abandoned. After the MTC device has been successfully triggered, a new security context is established and stored at both the MTC device and the network, to be used to protect (on the network side) and validate (on the device side) a new trigger indication the next time.

Editor’s Note: There may be multiple solutions. It is FFS if a new security context is needed.
· Solution 3, If the MTC device is in detached state, the MTC Device should be able to validate the nonce shared between the MTC device and the MTC Server when it receives a trigger indication.
The MTC device shares a nonce with the MTC Server to validate the trigger message from the network for secure triggering purpose. The MTC device stores the nonce which is also stored in the MTC Server. When the MTC Server wants to trigger the MTC device, it sends trigger indication with the nonce to the network with the proctection provided by the external interface, the network then sends the trigger indication including the nonce to the MTC Device. When the MTC device receives a trigger indication, it should check whether the nonce from the received indication is same as the stored nonce. If two nonces machtch, the MTC device determines both the MTC Server and the network are valid and accepts the trigger indication. Otherwise, it will discard the trigger indication.  When the MTC device has been successfully triggered, the nonce should be replaced by a new one shared between the MTC device and the MTC Server. The initial nonce value may be pre-assigned and configured in the MTC device and the MTC Server. For this solution, only the valid MTC Server has the nonce shared with the MTC device, and only the valid network has the capability to obtain the nonce sent by the MTC Server. Thus depending comparing the nonce, the MTC device can validate the triggering indication from both the MTC Server and the network.
Note: The secure exchange of the update nonce between the MTC device and the MTC Server is considered in key issue 3- secure connection and the actual protection at application layer is out of scope of 3GPP specification.

***** End of change *****
