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Abstract of the contribution: This pCR gives analysis of the exsiting triggering solutions in TR 33.868.
1 Introducation

This pCR gives analysis of the exsiting solution in TR 33.868, discusses the deficiency of exsiting slution in 7.1.1and proposes  to have other alternative solution against the threats shown in 5.1.2, which also meets the requirements given in 5.1.3 of TR 33.868.  

Note: The analysis and discussion in this pCR is based on the offline state of MTC Device.
2 Background

· Requirements in SA1

The requirements related to MTC Device triggering include the following as given in TS 22.368 v11.1.0, Cluase 7.1.2:
“-
The network shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC Server.

-
The system shall provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices.”
“NOTE:
Online means the MTC Device is attached to the network for MT signalling or user plane data. When the MTC Device is offline (i.e. detached) the MTC Device can listen to trigger indications on e.g. a broadcast or paging channel.”
Note: The analysis and discussion is focused on the offline MTC Device, i.e.triggering of the MTC device in detached state.
· Threats analysed in SA3
A note is already added in 5.1.1 of TR 33.868 to explain the security of MTC device triggering is covered in two key issues, i.e. Key Issue 1 - MTC device triggering and Key Issue 10 – external interface security. In plain terms, there are two threat aspects reflecting to the security of MTC device triggering:

1. Flase network attack: The attacker impersonates a network to send a trigger indication to the MTC device. Thus the attacker can maliciously trigger the offline MTC device by himself without involving the MTC Server. These will cause false decision on the MTC device which may lead to the waste of the MTC device’s power consumption and even the user information disclosure.
2. Flase MTC Server attack: The attacker can impersonate the MTC server, especially when the MTC Server is outside the operator domain, to send a false trigger indication to the network, and then the network is utilized by the attacker to trigger the corresponding MTC Device(s). These will cause false decision on the MTC device which may lead to the waste of the MTC device’s power consumption and even a DOS attack to the network,as a lager number of MTC devices are triggered and required for example to perform authentication at the same time. Thus the attacker may manipulate this to achieve their target.
Refer to the key issue - the security of MTC device triggering, both threats MUST be considered.
3 Existing solution analysis

· Solution 1 in 7.1.1 in TR 33.868 

· “Solution 1, If the MTC device is in detached state, the MTC Device should be able to validate the network identity when it receives a trigger indication.
The MTC device should store a temporary identifier of the network it has last attached. The identifier is known to the network side. The network sends the identifier it knows as part of the trigger indication to the MTC Device. When the MTC device receives a trigger indication, it should compare the network identity from the received indication and the identity it has stored. 

If the two network identities match, the MTC device accepts the trigger indication. Otherwise, the trigger indication is abandoned. When the MTC device has been successfully triggered, the temporary identifier should be discarded and replaced by a new temporary network identifier which is also known to the network. “

· Analysis of Solution 1: 
Solution 1 solves the frist threat shown in Section 2, but it can not solve the second threat. Only using this solution cannot guarantee the security of MTC device triggering, it must be used together with some mechanism to ensure the validation of MTC Server.

· Solution 2 in 7.1.1 in TR 33.868 

· “Solution 2, If the MTC device is in detached state, the network should protect the trigger indication message by using the last security context stored in the network and the MTC Device.
The MTC device should store the last security context shared with the attached network. The trigger indication should be protected, at least for integrity (and may be for confidentiality too), by the last shared security context. Only a network that has a valid stored shared security context could generate a valid trigger indication message, and only the MTC device which has storeds a valid security context would be able to validate (i.e., verify integrity and/or decrypt) the trigger indication from the trigger indication message protected by the same security context. If validation of the trigger indication is successful, the network is considered valid by the MTC device, and the device would accept the indication. Otherwise, the network is considered invalid, and the trigger indication is abandoned. After the MTC device has been successfully triggered, a new security context is established and stored at both the MTC device and the network, to be used to protect (on the network side) and validate (on the device side) a new trigger indication the next time.”
· Analysis of Solution 2: 
Solution 2 solves also only the first threat. Furthermore, it may not work as it was expected. It is clearly stated in 6.5.2 of TS 33.102v10.0.0 that, integrity protection shall be applied at the RRC layer. The RRC conection is not established when broadcasting or paging, thus the broadcast or paging message including the trigger indication can not be protected using stored security context shared between the MTC device and the attached network based on exsiting mechanisms speicified in 3GPP.

4 Discussion 

Thus, we propose to study alternative solutions for the secure MTC device triggering. In this section, an alternative solution which can solve both threats given in Section 2 is introduced. 

The general idea is that, the MTC device shares a nonce with the MTC Server to validate the trigger message from the network for secure triggering purpose. The MTC device stores the nonce which is also stored in the MTC Server. When the MTC Server wants to trigger the MTC device, it sends trigger indication with the nonce to the network with the proctection provided by the external interface, the network then sends the trigger indication including the nonce to the MTC Device. When the MTC device receives a trigger indication, it should check whether the nonce from the received indication is same as the stored nonce. If two nonces machtch, the MTC device determines both the MTC Server and the network are valid and accepts the trigger indication. Otherwise, it will discard the trigger indication.  When the MTC device has been successfully triggered, the nonce should be replaced by a new one shared between the MTC device and the MTC Server. The initial nonce value may be pre-assigned and configured in the MTC device and the MTC Server. For this solution, only the valid MTC Server has the nonce shared with the MTC device, and only the valid network has the capability to obtain the nonce sent by the MTC Server. Thus depending comparing the nonce, the MTC device can validate the triggering indication from both the MTC Server and the network.

Note: The secure sharing of the update nonce between the MTC device and the MTC Server is based on application layer security, which is therefore out of scope.

We have also a related pCR S3-110693.

