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1. Introduction

This document discusses the key issue MTC device triggering, and a solution for triggering an MTC Device is presented.  
.
2. Discussion and Proposal
GBA-push (specified in TS 33.223) is a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initiate the bootstrapping. GBA-Push is closely related to and builds upon GBA as specified in TS 33.220 [1]. GBA-Push is aimed for both GBA_U and GBA_ME environments. The following figure shows the simple network model for pushed bootstrapping via NAF.
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In the GBA Push architecture, 
· The Ua reference point protection shall be unaffected i.e. it should not make any difference for Ua-protocols whether the GBA-keys used for protection are UE-initiated or push-initiated. 

· A new reference point Upa is introduced between the NAF and the UE. All messages over Upa are network initiated. 

In the GBA Push architecture, the UE and the NAF shall be able to use bootstrapped NAF-keys on Ua reference point independent on whether the bootstrapping has been performed via Ua or Upa reference point.
GBA push mechanism also could be used to establish secure connection between the MTC server and MTC device. GBA-push information (GPI) includes parameters that will be used to establish the secure connection between the MTC server and MTCdevice. TS 33.223 define the GPI information as following table (clause 5.2.1):

	Parameter name
	Description 
	Notes

	Ver
	Version of GPI
	The version number is introduced to allow changes of GPI format and protection algorithms.

	RAND
	RAND in UMTS AKA
	Defined in TS 33.102 [6]

	AUTN(*)
	AUTN or AUTN*
	Defined in TS 33.220 [1]

	App_Lbl
	Identifier for UICC application to use
	This variable may be left empty if the UICC application to use is evident from context or agreement. The Application Label is defined in TS 31.101 [15]

	U/M
	Indicator for use of GBA_ME or GBA_U
	

	NAF_Id
	Concatenation of NAF FQDN and Ua security protocol Id
	Defined in TS 33.220 [1]; 
Confidentiality protected

	Key_LT
	Requested NAF-Key life time
	Confidentiality protected

	P-TID
	NAF SA Identifier
	To be used by UE when responding to NAF. The identifier is included only to enable that it is confidentiality protected in the GPI. See also clause 5.2.2. Confidentiality protected

	MAC
	Message authentication code over GPI
	The integrity protection covers the complete GPI


 If triggering indication was configured in the GBA-push information as a parameter, when the GBA-push information was sent to the MTC device, along with the response of the triggering indication, the MTC device will directly establish the secure connection between the MTC device and MTC server. 
For above reason, we propose that triggering indication should be configured in the GBA Push information as one parameter and the configured GBA-push information could be used to activate the MTC device.
**********************START OF 1. CHANGE*************************************
7.1
Solution 1 – Triggering
7.1.1
General Description

Editor's Note: This section is intended to describe solutions which fulfil the security requirements for the key issue. 

For offline MTC device:

Solution 1, If the MTC device is in detached state, the MTC Device should be able to validate the network identity when it receives a trigger indication.

The MTC device should store a temporary identifier of the network it has last attached. The identifier is known to the network side. The network sends the identifier it knows as part of the trigger indication to the MTC Device. When the MTC device receives a trigger indication, it should compare the network identity from the received indication and the identity it has stored. 


If the two network identities match, the MTC device accepts the trigger indication. Otherwise, the trigger indication is abandoned. When the MTC device has been successfully triggered, the temporary identifier should be discarded and replaced by a new temporary network identifier which is also known to the network. 

Editor's note: How to securely bind the temporary identity to the trigger message is FFS. 
Solution 2, If the MTC device is in detached state, the network should protect the trigger indication message by using the last security context stored in the network and the MTC Device.


The MTC device should store the last security context shared with the attached network. The trigger indication should be protected, at least for integrity (and may be for confidentiality too), by the last shared security context. Only a network that has a valid stored shared security context could generate a valid trigger indication message, and only the MTC device which has storeds a valid security context would be able to validate (i.e., verify integrity and/or decrypt) the trigger indication from the trigger indication message protected by the same security context. If validation of the trigger indication is successful, the network is considered valid by the MTC device, and the device would accept the indication. Otherwise, the network is considered invalid, and the trigger indication is abandoned. After the MTC device has been successfully triggered, a new security context is established and stored at both the MTC device and the network, to be used to protect (on the network side) and validate (on the device side) a new trigger indication the next time.

Editor's Note: There may be multiple solutions. It is FFS if a new security context is needed.

For online MTC device:

Solution 1: SA2 proposed a solution of MTC device triggering via NAS signaling in TR 23.888. In this case, current mechanisms can be used to solve the security issue. After NAS SMC, NAS security is activated. All NAS signaling messages shall be integrity-protected according to TS 33.401, and therefore current LTE security mechanisms ensure that the trigger indication is not tampered with.
Solution  2: When the MTC device is in online state, the MTC server should be able to trigger MTC device through GBA-push process. In the GBA-push process, the triggering indication could be configured as a parameter in the GPI information. The triggering indication parameter should be protected.

When MTC server wants to trigger an MTC device and establish secure connection between itself and the MTC device, it sends the GPI request and triggering request to the BSF. The BSF generates GPI information, and the triggering indication is configured as one parameter and included in the GPI information. The newly configured GPI information could be as following:

	Parameter name
	Description 
	Notes

	Ver
	Version of GPI
	The version number is introduced to allow changes of GPI format and protection algorithms.

	RAND
	RAND in UMTS AKA
	Defined in TS 33.102 [6]

	AUTN(*)
	AUTN or AUTN*
	Defined in TS 33.220 [1]

	App_Lbl
	Identifier for UICC application to use
	This variable may be left empty if the UICC application to use is evident from context or agreement. The Application Label is defined in TS 31.101 [15]

	U/M
	Indicator for use of GBA_ME or GBA_U
	

	NAF_Id
	Concatenation of NAF FQDN and Ua security protocol Id
	Defined in TS 33.220 [1]; 
Confidentiality protected

	Key_LT
	Requested NAF-Key life time
	Confidentiality protected

	P-TID
	NAF SA Identifier
	To be used by UE when responding to NAF. The identifier is included only to enable that it is confidentiality protected in the GPI. See also clause 5.2.2. Confidentiality protected

	MAC
	Message authentication code over GPI
	The integrity protection covers the complete GPI

	Trigger indication
	The triggering parameters
	Secure protected


The MTC server sends the newly configured GPI information to the MTC device. When received the GPI information, along with the response of the triggering indication, the MTC device will directly establish the secure connection between the MTC device and MTC server. 
Editor's Note: The above solution is intended for LTE, it is FFS how to protect trigger indication in GSM/UMTS. Source verification is also need to be further considered for the above solution.
**********************END OF CHANGES 1***************************************
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