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1
Introduction
In TR 33.868 for the MTC feature Offline Small Data Transmissions it has been specified that “This document will consider the issue when the MTC Device is detached and no security context between the MTC Device and the core network is available”.

In this document a sollution is propossed for efficiently establishing a new security context from a detached state to securely transmit small amount of data.  
2
Discussion and proposal

An MTC Device that needs to send data from a detached state (via SMS or a PDP Context) first needs to be attached to the network. This will, however, create signalling overhead (attach procedure, connection set up, detach) that is likely to be more than the amount of user data being sent. Furthermore, when the MTC Device is detached it is likely that there is no (current) security context in the core network available to protect these messages. Then also a new AKA run is required, which will create even more overhead. 
An important matter preventing a network efficient solution is the fact that with AKA first the challenge RAND and the authentication token AUTN must be sent to the MTC Device. This can be overcome by providing these parameters in the previous session (e.g. in the detach procedure). 

More precisely, the solution works as follows:

· After an initial attach procedure the network will, based on the particular MTC feature, decide to provide the authentication parameters (RAND and AUTN) to the MTC Device to be used for the subsequent session. These authentication parameters may be sent to the MTC Device in the detach procedure. The network will store the accompanying XRES, CK and IK (or KASME).

· When the MTC Device receives authentication parameters from the network for use in the subsequent session, the MTC Device will check whether AUTN can be accepted and, if so, produces a response RES which will be stored. MTC Device will also compute and store CK and IK. 

· The MTC Device will in the establishment of the subsequent connection, include the stored RES in the attach procedure. The network can compare the received RES to the stored XRES and if they match, the network considers the authentication within the attach procedure to be successfull. 

· The MTC Device and network can use the stored keys CK and IK (or keys derived from KASME) to protect the transmission of the Small Data. 

· The network will again provide the authentication parameters (RAND and AUTN) to the MTC Device for the subsequent session (e.g. in the detach procedure).
This solution can be applied to LTE, UMTS and GSM.

**********************START OF CHANGE***************************

7
Solutions

Editor’s Note: This section is intended to describe solutions which fulfil the security requirements in the previous section. Solutions to all Key Issues listed in section 3.1 are listed here. 

7.x
Small Data Transmissions

7.x.1
Offline Small Data Transmission

If the MTC devices and the network delete the security context after the detach procedure, the small data transmission can not be protected by valide security context. The following solution is proposed to enable the MTC Device and the network to efficiently establish new security context in the attach procedure.
For MTC Devices with this particular MTC feature the network will provide authentication parameters (RAND and AUTN) to MTC Device during a connection (e.g. during detach procedure), to be used to for the protection of following session.  

More precisely, the solution works as follows:

· After an initial attach procedure the network will, based on the particular MTC feature, decide to provide authentication parameters (RAND and AUTN) to the MTC Device to be used for the subsequent session. These authentication parameters may be sent to the MTC Device in the detach procedure. The network will store the accompanying XRES, CK and IK (or KASME).
· When the MTC Device receives authentication parameters from the network for use in the subsequent session, the MTC Device will check whether AUTN can be accepted and, if so, produces a response RES which will be stored. MTC Device will also compute and store CK and IK. 

· The MTC Device will in the establishment of the subsequent connection, include the stored RES in the attach procedure. The network can compare the received RES to the stored XRES and if they match, the network considers the authentication within the attach procedure to be successfull. 

· The MTC Device and network can use the stored keys CK and IK (or keys derived from KASME) to protect the transmission of the Small Data. 

· The network will again provide the authentication parameters (RAND and AUTN) to the MTC Device for the subsequent session (e.g. in the detach procedure).

This solution can be applied to LTE, UMTS and GPRS.
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