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Abstract of the contribution:

This contribution gives an analysis of handling in PWS specific cases.
1 Introduction 
In current PWS living document, there are some specific cases in ediotr’s notes for further study, i.e. overload, national users that camp in de-registered and roaming. This contribution aims to give an analysis to all these cases and try to solve the editor’s notes. 
2 Analysis

The following clauses analyse three specific cases separately.
2.1 Overload
In section 2 Security Requirements of PWS of living document, there is a new requirement stated “The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.”   
With regard to overload case, the problem is thatoverload may happen when  UE contacts the network after receiving PWS notification messages. If millions of UEs contact the network at the nearly same time, overload will happen. Or when the network is close to the limitation of maximum handling, if thousands of UEs contact it, it will also cause overload. 
There are two reasons that will cause overload. First reason is that verification in the device side may fail due to the public key in UE side is not valid. Second reason is that people will call others they care about after receiving PWS notification. For the second reason, the standard mechanism seems not be able to solve it. However, for the first reason, if CBC/CBE sendstwo signatures which are calculated by the latest two public keysspecified in S3-110673, it will avoid this failure. If UE fails to verify one signature, it still can verify the other signature which is calculated by the second latest public key.

Conclusion:

If we use the solution in S3-110673 to send two latest signatures to UE, the case of overload will be solved. 
2.2 National users that camp in de-registered
In section 2 Security Requirements of PWS of living document, there is an editor’s note said that “It needs FFS about security requirements of radio interface, roaming, national users that camp in de-registered and clear messages (only PWS warning notification or other messages) of PWS.”
With regard to national users that camp in de-registered, the problem of this case is that when the user has a subscription from operator A and be somewhere in the countryside. Now there is only coverage of operator B (where the user doesn’t have a subscription from). Now operator B is sending PWS warning message. Obviously the user would be very interested in getting the message. The problem is that the user is not registered with operator B, so the user’s device camps in the operator B network but is not registered there. Unfortunately the user still would like to get the message. 
According to the description of PLMN selection and cell selection in TS36.304, UE will scan all RF channels in the E-UTRA bands and search for a registered PLMN or a list of equivalent PLMN according to the information in USIM and then select the suitable cell. So in the case above, if there is an equivalent PLMN and UE can select the cell in it, UE will receive the PWS warning notification in the broadcast message.  If UE cannot search a registered PLMN or an equivalent PLMN, it cannot receive PWS warning notification. After UE receives the PWS warning message, whether UE can verify the signature and indicates to the user about the alert should be processed according to TS23.401 section 5.12. So in camp case, it depends on operator configuration and network coverage in the area where UE stays to decide whether UE can receive PWS warning notification or not.
Conclusion: 

It does not depend on the solution but does depend on operator configuration and network coverage in the area where UE stays to decide whether UE can receive PWS warning notification or not in the case of national users that camp in de-registered.
2.3 Roaming

In section 2 Security Requirements of PWS of living document, there is a new requirement stated “For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.”
With regard to roaming case, if this UE can attach to the VPLMN and does the register procedure, it can receive the local public key from the network using the method in S3-110673 as in this method the public key and other security information is sent in NAS messages. Moreover, roaming requirement has already been supported in PWS specification TS22.268.
Conclusion:

If we use the solution in S3-110673, roaming case can be supported.
3 Conclusion and Proposal
For two specific cases, i.e. overload and roaming, they can be supported when using the solution in S3-110673.

For the case of national users that camp in de-registered, there is no relation with the solution to handle this case. It depends on operator configuration and network coverage in the area where UE stays to decide whether UE can receive PWS warning notification or not.
We kindly ask SA3 to discuss these specific, and endorse and capture the conclusion in the living document.
