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Clause 5.1.3.1, 33.401 states that, all S1 and X2 messages carried between RN and DeNB should be confidentiality-protected and that user plane confidentiality protection shall be done at PDCP layer and is an operator option.
From above description, the confidentiality protection for messages on DRB on Un interface should be turned on. And user plane confidentiality protection at the PDCP layer is applicable only if the operator chooses to turn it on. Both S1/X2 message protection and UP protection should be independent.

However，clause 7.2.4.2.1，33.401，states that the ciphering algorithm is used for ciphering of the user plane and RRC traffic on the Un interface. This gives the impression that the same algorithm is used for BOTH S1/X2 message and UP ciphering on DRB on Un interface. The S1/X2 message should be ciphered and if the operator does not choose to cipher the Un user plane traffic (e.g. EEA0), the operator will be unable to do so.
Similar language already applies for the integrity protection of user plane traffic between RN and DeNB in clause 7.2.4.2.1 of TS 33.401 and it should apply equally in the case of ciphering protection of user plane traffic between RN and DeNB.
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**************************************start first chage*********************************************
7.2.4.2.1
Initial AS security context establishment

Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is established in the eNB, the MME shall send the UE EPS security capabilities to the eNB. The eNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The eNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the RRC traffic, and, if applicable, for the ciphering of user plane traffic between RN and DeNB. The integrity algorithm is used for integrity protection of the RRC traffic, and, if applicable, for the integrity protection of user plane traffic between RN and DeNB. 
**************************************end first chage*********************************************

