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Abstract of the contribution:

This document analyzed the small data transmission solutions and threats, then proposed security requirement for small data transmission.
1. Introduction 

In SA2 TR23.888 v1.3.0, there exist two solutions to solve small data transmission. 
2. Analysis of the small data transmission solutions
The solutions and clause numbers in the following text are all referenced to SA2 TR23.888. This document gives some security analysis for these solutions.
6.2  
Solution - Transfer data via SMS
This solution proposes to transfer small data via SMS. For 2G/3G system, CP-DATA meassage sent from MSC/SGSN to MTC device is used to transfer short message as specified in TS24.011. Then the CP-DATA message is encapsulated in RRC signallings (i.e. UplinkDirectTransfer and DownlinkDirectTransfer message) and sent to the MTC device by 2G/3G RAN nodes. These RRC signallings mentioned above are sent after the security mechanism is activated and can be security protected. For LTE system, there exist two SMS mechanisms—SMS over SGs(i.e. CS fallback) and SMS over IP(i.e. IMS). In SMS over SGs case, short message is encapsulated in NAS signallings (i.e. Downlink NAS Transport message and Uplink NAS Transport message) sent from MME to MTC device as specified in TS23.272. Thus the current NAS security mechanism can be used to protect the short message transmission. In SMS over IP case, SIP signalling (i.e. MESSAGE) sent form CSCF to MTC device is used to transfer short message. The current IMS security mechanism can ensure the security of this solution. Based on the above analysis, the current 2G/3G/LTE security mechanisms can assure the security of small data transmission via SMS.
6.52
Solution - Transfer data via optimised SMS

This solution aims to use SMS over SGs mechanism to transfer SM for LTE system. And it mentions in this solution that it uses the pre-established NAS security context to transfer the SMS PDUs as NAS signalling without establishment of all the radio bearers or RRC security context. According to SA2 TR23.888 section 6.52, in attach procedure and TAU procedure, the NAS PDU which contains RP-DATA is sent in the NAS container in the RRC Connection Setup Complete message. The NAS PDU is encrypted according to the pre-established NAS security context. The eNB forwards the encrypted RP DATA to the MME in the S1AP Initial UE message. The unencrypted part of this new initial layer 3 message in the NAS PDU carries the “KSI and sequence number” IE and the MME uses this, and the S-TMSI, to identify the security context to decrypt the RP-DATA. Then the MME can decrypt the RP-DATA.
But before the attach procedure, there may exist the following two cases:

· Security context is available between the MTC device and the core network.
· The MTC device and the core network have deleted the security context and there is no valid security context between the MTC device and the core network.
In the second case, there is no pre-established NAS security context and the small data transmission can not be protected by valide security context. Thus the small data can be easily tampered or intercepted by the attacker. Sometimes small data is sensitive and important because it may be related to emergency event or commerce.Once it is tampered or intercepted, the consequence can be serious.

Therefore the small data should be integrity protected (for 3G/LTE system) and confidentiality protected. How to provide confidentiality and integrity protection for small data transmission should be studied when there is no pre-established security context. 
3. Proposal

It is kindly proposed SA3 to agree the following PCR to be included into TR33.868. 

*********************************start first change **********************************
5.4
Key Issue 4 – Security of Small Data Transmission

5.4.1
Issue Details
The MTC feature Small Data Transmissions requirements are defined in TS 22.368 [11], clause 7.2.5: 
-
The system shall support transmissions of small amounts of data with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).

-
Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.

-
The definition of a small amount of data shall be configurable per subscription or by network operator policy

This document will consider the issue when the MTC Device is detached and no security context between the MTC Device and the core network is available. 

Editor's Note: Further inputs are needed from SA2 on this issue 

5.4.2
Threats

There may be no pre-established NAS security context in transfer data via optimised SMS solution. Thus the small data transmission can not be protected by valide security context and can be easily tampered or intercepted by the attacker. Sometimes small data is sensitive and important because it may be related to emergency event or commerce.Once it is tampered or intercepted, the consequence can be serious.
5.4.3 
Security requirements 
The small data should be integrity protected (for 3G/LTE system) and confidentiality protected. 
Editor’s note: How to provide confidentiality and integrity protection for small data transfer should be studied when there is no pre-established security context.

*********************************end first change **********************************
















































