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Abstract of the contribution:
Some ambiguity, inaccuracy and inconsistency in TS 36.300 and TS 33.401 about RN-OAM communication are found. This contribution aims at capturing the main points of this problem and trying to sweep off the ambiguity, inaccuracy and inconsistency in TS 33.401.
This document may– hopefully easily -  bring into 2 CRs to 33.401 in order to make these OAM specs more clear.  For the moment it serves as a discussion basis to find the problems and also try to find the solutions along with the analysis we found. 

Two relevant changes request are along with this document as sister documents, where you can see the detail changes to the 33.401.
1.
Introduction
We found some ambiguity, inaccuracy and inconsistency in TS 36.300 and TS 33.401 about RN-OAM secure communication. Based on the problems, some analysis and proposals intended to solve these problems are proposed as following in the section 2 and 3. 
Clause 4.7 of TS 36.300 (v10.3.0) defines the RN architecture. In Figure 4.7.6.3-1 of TS 36.300, there are two steps where the RN needs to connect to an OAM server:

· Step I.2. OAM provides initial parameters
In Phase I, the RN node attaches to the E-UTRAN/EPC as a UE at power-up. The MME performs the S-GW and P-GW selection for the RN as a normal UE.
In this phase the RN retrieves initial configuration parameters, including the list of DeNB cells, from RN OAM. 
· Step II.2. OAM completes RN configuration
In Phase II, the RN node connects to a DeNB selected from the list acquired during Phase I to start relay operations. The DeNB may initiate an RN reconfiguration procedure via RRC signalling for RN-specific parameters.
In this phase the RN cells’ ECGIs are configured by RN OAM.
Further description for Step II.2 can be found in clause 4.7.7 of TS 36.300:

· The transport connection between each RN and its OAM, using IP, is provided by the DeNB by means of the Un interface. 
No further details for Step I.2 are provided in TS 36.300. So it is inferred that in Phase I the transport connection between each RN and its OAM, using IP, is provided by the eNB by means of the Uu interface.
There are some statements mentioning security aspects:
· (Step II.2) The secure connection between the RN and its OAM may be direct or hop-by-hop, i.e. involving intermediate hops trusted by the operator for this purpose. (Step I.2) The case where the secure connection between the RN and the OAM does not go through the DeNB, e.g. during the initial start-up phase, is not precluded.
· It is assumed that an end-to-end security mechanism for the OAM traffic connection is in place. It is FFS whether additional security requirements are needed for relays.
These statements should be regarded as informative but not normative, because the correct security requirement shall be determined by SA3 and documented in TS 33.401 as a RAN3 spec is not the right place for that.
General security requirements for RN are defined in Annex D of TS 33.401 based on the RN architecture defined in TS 36.300. In Clause D.2.2 of TS 33.401, only Phase I RN-OAM communication is mentioned:

· Step E3 (Phase I). The RN may optionally establish a secure connection to an OAM server. Details can be found in Clause D.2.5.
This is a requirement to secure the initial configuration of RN for the above-mentioned Step I.2. No Phase II requirements are defined to secure the completion of RN configuration for the above-mentioned Step II.2. 
1. So it is found that 33.401 has not defined the Phase II security requirements between RN and OAM of 36.300 at all.  In other words, it is a mismatch between TS 33.401 and TS 36.300.
RN OAM security is defined in Clause D.2.5 of TS 33.401. Clause D.2.5 is referred in Step E3 to explain the security of Phase I RN-OAM communication. The following description quoted from Clause D.2.5 descibes the secure communication between RN and OAM server:

· The OAM procedure does not rely on the security at the AS level. It can therefore be executed before security on the Un interface has been established. If no security on lower layers is available the communication between RN and OAM server would be typically secured using TLS. (This is up to the operator.)
However, this description only applies to Phase II because there is no Un interface in Phase I. The rest part of Clause D.2.5 mainly describes how to establish IP connectivity in Phase I but how to secure this IP connectivity is not defined.

2. So it is found that there is a mismatch between Clause D.2.2 and Clause D.2.5 inside TS 33.401.
3. And this mismatch also leads to another problem: Phase I protection for RN-OAM communication is not defined in TS 33.401.
Furthermore, after having a closer look at the description of Phase II RN-OAM securtity quoted above, we found some ambiguity and inaccuracy:
· “The OAM procedure does not rely on the security at the AS level” may not be a correct statement for RN. 

· If this statement is inferred from the general requirements for eNBs (Clause 13 of TS 33.401), the same can not be said for RN because the Un interface between the RN and the DeNB is at the AS level. 

· If this statement is an analogy to the certificate enrolment procedure (Clause D.2.4 of TS 33.401), the same can not be said for OAM procedure unless the OAM procedure is also secured at the application level like the CMPv2 protocol used for certificate enrolment.

· “If no security on lower layers is available the communication between RN and OAM server would be typically secured using TLS” is an ambiguous statement.
· It is not clear what “lower layers” refer to.

· It is not clear where the termination points of the secure connection should be under different conditions.

4. It is found that with these problems unsolved, Phase II RN-OAM communication protection has not been clearly defined in TS 33.401.
In brief, here is a list of problems this contribution identifies:
1. Mismatch between 33.401 and 36.300

2. Mismatch between D.2.2 and D.2.5 of 33.401
3. Phase I RN-OAM communication protection not defined

4. Phase II RN-OAM communication protection not clear

2.
Analysis
NOTE: In this section problem 4 is discussed before problem 3 because the conclusion can be used as a basis for problem 3.
2.1
Mismatch between 33.401 and 36.300
There is a step defined by TS 36.300 in Phase II of RN start-up, when OAM completes RN configuration. Accordingly TS 33.401 should define whether and how to secure this RN-OAM communication.
So it is necessary to come up with a sister CR on this. A statement should be added to Phase II of Clause D.2.2, mentioning RN-OAM secure communication for Phase II configuration and referring to Clause D.2.5 for details. 
2.2
Mismatch between D.2.2 and D.2.5
Clause D.2.5 is referred in Step E3 to explain the security of RN-OAM communication in Phase I. However, for Phase I Clause D.2.5 only explaines how to establish IP connectivity but not defines how to secure the RN-OAM communication, when there is a normal Uu interface along the path from the RN to the RN OAM server..

So it is necessary to come up with another CR after the resolution in section 2.3 and 2.4 of this discussion paper is finalized. 

2.3
Phase II RN-OAM communication protection

In Phase II and thereafter, the RN node attaches to the E-UTRAN/EPC as a RN. The RN-DeNB interface is a Un interface, a modified version of the nomal Uu interface.

Since a RN has the functionality of eNB, it is natual to think of transplating the eNB-OAM security solution to the RN-OAM situation. However, there is an inconsistency found in TS 33.401 at the #63 SA3 meeting regarding the security of eNB-OAM communication: 

· Clause 5.3.2 of TS 33.401 requires mutual authentication between the remote/local O&M systems and the eNB (meaning end-to-end security), 
· while clause 13 specifies only security between eNB and EPS core.
It is desired to resolve this inconsistency first before transplating it to RN-OAM communication.

2.3.1
end-to-end security model
If the resolution of the above-mentioned inconsistency is to adopt end-to-end security between eNB and OAM server, then RN-OAM commucation can be secured in the similar way. 
According to Clause 5.3.2 of TS 33.401, mutual authentication between the remote/local O&M systems and the RN shall be supported in this Phase. As a consequence, an end-to-end security protocol shall be supported, eg. TLS. 
In this case, there is no need to consider the security of the lower layers hop-by-hop:

· PDCP layer and/or IP layer of the Un interface
· IP layer of the DeNB-OAM interface
2.3.1
 multi-hop security model
If the resolution of this inconsistency is to specify only security between eNB and EPS core, then we should be cautious when applying this security model to RN-OAM communication because there is an additional hop – the Un interface – in the RN architecture.
According to clause 13 of 33.401, the connection between the DeNB (like a normal eNB) and the RN OAM server (may be different from the DeNB OAM server) may be secured in 3 ways:
· physically 
· by use of IPsec/IKEv2 
· by some mechanisms equivalent to IPsec/IKEv2.

So this hop can be considered to be secure as it can be secured by the existing mechanisms. There is no need to define something new.
As for the wireless connection between the RN and the DeNB, it is a Un interface. According to D.2.2, AS security on the Un interface provides optional integrity protection for PDCP frames on Data Radio Bearers carrying data types like OAM messages. Besides, AS security on the Un interface also provides optional confidentiality protection like on a normal Uu interface for all the data types including OAM messages. So this hop should be considered to be:

· secure after the AS security on the Un interface is established

· insecure before the AS security on the Un interface is established

If some of the OAM procedures need to take place before the AS security on the Un interface is established, some other security means equivalent to Un AS security need to be implemented to secure this hop.

Except the RN-DeNB hop and DeNB-OAM hop, we also need to think about the risk caused by the interception node – DeNB. There is an analysis on securing RN-OAM communication in Clause 7.2 of TR 33.816 (v10.0.0). It is said that since DeNB acts as a proxy and can get all communication data between RN and OAM, there is a risk that one vendor’s privacy about RN’s configuration data and preference will be known by another vendor who provides the DeNB which the RN connects to. 
· If this is not a concern in practice, then it is enough to secure the RN-DeNB hop and DeNB-OAM hop respectively as discussed previously.
· If this is a concern in practice, then the DeNB should not be allowed to intercept the management plane data between the RN and the RN OAM server. So the secure connection going from the RN towards the network should extend beyond the DeNB, ie. 
· To a SeGW on the edge of the EPC 
· or directly to the RN OAM server inside the EPC 
This option is in essence an end-to-end security model as discussed in section 2.3.1.
From the above discussion we conclude that no single solution in accordance to the multi-hop security model should be mandated unless SA5 gives us a clearer architecture of the RN OAM system.
2.3.3
conclusion of section 2.3

There are 2 security models for the RN-OAM communication in Phase II and thereafter:
· end-to-end 

· multi-hop 
There are several security schemes available under different circumstances:

1 TLS between the RN and the RN OAM server

2 some other end-to-end security protocol between the RN and the RN OAM server

3 IPSec from the RN to a SeGW on the the edge of the EPC

4 some non –IPSec solution for a secure connection from the RN to a SeGW on the the edge of the EPC

5  proxied by the DeNB (if DeNB interception is not a security concern)

5.1 (if no OAM procedures need to take place before the AS security on the Un interface is established)
5.1.1 RN-DeNB hop be secured by AS security on the Un interface, DeNB-OAM hop be secured Phsically
5.1.2 RN-DeNB hop be secured by AS security on the Un interface, DeNB-OAM hop be secured by IPSec

5.1.3 RN-DeNB hop be secured by AS security on the Un interface, DeNB-OAM hop be secured by something equivalent to IPSec

5.2 (if some OAM procedures need to take place before the AS security on the Un interface is established)

5.2.1 RN-DeNB hop be secured by something equivalent to AS security on the Un interface, DeNB-OAM hop be secured Phsically

5.2.2 RN-DeNB hop be secured by something equivalent to AS security on the Un interface, DeNB-OAM hop be secured by IPSec

5.2.3 RN-DeNB hop be secured by something equivalent to AS security on the Un interface, DeNB-OAM hop be secured by something equivalent to IPSec

Note:  Solution 3/4 may be layered upon solution 5.x, and solution 1/2 may be layered upon solution 3/4 and/or solution 5.x.

2.4
Phase I RN-OAM communication protection

In Phase I, the RN node attaches to the E-UTRAN/EPC as a UE. The RN-eNB interface is a normal Uu interface, and the MME performs the S-GW and P-GW selection for the RN as a normal UE.
The RN-OAM security considerations are basically the same in Phase I as in Phase II except the following facts:
1 The connection between the eNB and the RN OAM server (may be different from the eNB OAM server) may not be a physically secured one because the eNB may not be capable of supporing RN-specific functionalities. According to Clause 13 of TS 33.401, this eNB-OAM hop is more likely to be secured by use of IPsec/IKEv2 or equivalent mechanisms.
2 AS security on the Uu interface is not enough to provide confidentiality, integrity and replay protection, so this hop needs to be secured by some other means if a hop-by-hop security model is adopted to secure the RN-OAM commucation.

3 The RN (as a normal UE) will not be allocated with an inner IP address in Phase I. To access the RN OAM server inside the operator’s private IP network, 
3.1 the RN may need to establish a VPN. Typiclaly this VPN is a tunnel between the RN and a VPN server on the edge of EPC, and it may go through the S-GW and P-GW selected by the MME; 
3.2 Approaches other than VPN may be proposed by SA5 for the RN to access its OAM server in Phase I.
4  The RN may also use offline means for initial configuration, where No USIM is required.
When offline means are used for initial configuration, the RN-OAM communication may be secured physically. Otherwise the security schemes listed in section 2.3.3 except solution 5.x also applied to Phase I.  

Considerting the fact 3.1, solution 3 or 4 seems to be the most appropriate solution for Phase I. If people would like to still insist on the previous choice on not considering the IPsec for RN, then solution 4 is the best choice. There are existing VPN solutions to meet the requirement, eg. SSL VPN or SOCKS5 VPN. 
With the secure VPN in place, solution 1 or 2 may not be needed any more, but the possibility of using one of them on top of solution 4 is not ruled out. When there is no secure VPN, solution 1 or 2 may be used to secure the RN-OAM communication but it is up to the operator and/or device manufaturer.
2.5
Conclusion of section 2.3 and section 2.4

In summary:

· The requirement of  protecting the RN-OAM communication should be mandated for both Phase I and Phase II.

· No solutions/mechanisms should be mandated unless SA5 gives us a clearer architecture of the RN OAM system. The critical issue is that SA5 has not defined the OAM architecture for RN. So given this situation, it is better for us to send LS to SA5 to ask them to have a further claritification. Otherwise we should regard this problem as a deployment issue and leave the solution out of scope.
3.
Proposal
Based on the arguments given in the previous section, we recommend:

· To eliminate the mismatch between 33.401 and 36.300, a statement should be added to Phase II of Clause D.2.2, mentioning RN-OAM secure communication and referring to Clause D.2.5 for details.

· The requirement of protecting the RN-OAM communication can be mandated but the solution is out of scope.

· An LS should be sent to SA5, asking them to have a further claritification on the OAM architecture for RN. Further CR(s) may be considered based on the response.
It is proposed to agree the related CRs S3-110660 and S3-110661 for TS 33.401 in Release 10. These two CRs are mirrored for Release 11 in S3-110683 and S3-110684, respectively.
