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Introduction
After SA1#54, a new use case (Use Case 8) for automatic selection of authentication method was proposed in section 4.8 of SA1 TR 22.895. According to this use case, the following requirements were derived (c.f. section 4.8.3 TR 22.895):
· In accessing a third part service (RP) the SSO provider and the UE should select an authentication method cooperatively without any interaction on the part of the user
· The selected user authentication method can vary from one access time to another
These requirements, combined with the fact that OpenID [xx1] is a prevalent SSO method that has been extensively studied by 3GPP (e.g. [3,4,5]),  call for the need to provide a solution to enable automated negotiation and selection of user authentication for the UE.  In this contribution, we are proposing a solution for automated negotiation and selection of authentication method for OpenID SSO under the control of the MNO acting as an Identity Provider (IdP).  
The first changed part of the pCR is new text in a proposed new section 8.X, so MS-Word TrackChange marks are not used for this part. The changes to the Reference section are marked with TrackChange marks. Style-wise, we used italics for quotes (from existing standards or standardization documents) throughout this document. 
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************* Start of Change 1 **********************

8.X
Solution for Automated Negotiation/Selection of OpenID User Authentication Method under MNO/OP’s Control
8.X.1
Rationale for solution 
Section 4.8 of TR 22.895 [2] currently lists the following requirements for new use case: automated selection of authentication algorithm: 
·  In accessing an RP the SSO provider and the UE should select an authentication method cooperatively without any interaction on the part of the user
· The selected user authentication method can vary from one access time to another
Further, the following requirements have been listed for another new User Authentication use case in 4.7.3 of [2]:

·  RP and Operator configured policies determine certain requirements regarding user authentication
a. Oversight of authentication procedures on the UE

b. Require user re-authentication under certain conditions

c. Authentication assurance level and freshness

These requirements, combined with the fact that OpenID [xx1] is a prevalent SSO method that has been extensively studied by 3GPP (e.g. [3,4,5]), for automated authentication, call for the need to provide a solution to enable automated negotiation and selection of user authentication for the UE.  In this contribution, we are proposing a solution for automated negotiation and selection of authentication method for OpenID SSO under the control of the MNO acting as an Identity Provider (IdP).  

8.X.2
Solution description: Automated Negotiation and Selection of Authentication Method under the control of the MNO/OP
The methods described in this section are focused on an OpenID based authentication flow for a UE. It is assumed that the OpenID provider (i.e., the OP) is controlled by the MNO, hence MNO/OP. The scenario description is based on OpenID 2.0 specification [xx1], and uses standardized protocols/tools such as OpenID Provider Authorization Policy Extension (PAPE) [xx2] and HTTP based authentication [xx3, xx4, xx5]. 
8.X.2.1
Overall Scenario
The overall scenario of the proposed method using OpenID is described as in the following step-wise description. The table indicates the steps involved in an OpenID SSO with negotiation/selection of the authentication method between the UE and the MNO/OP, and protocol(s) that may be used for each of the steps: 
Table 1. Overall Step-wise Description of Authentication Negotiation

	Step Description

	1. The user visits a RP and provides his OpenID identifier to the RP [xx1]

	2. Based on the provided OpenID identifier and the requested service, the RP decides on the specific method(s) of user authentication that the RP requires or prefers, or, some general characteristics of authentication method(s) that it requires or prefers.

Note: this step is implementation dependent for RPs, and is out of scope of specification in 3GPP. 

	3. The RP initiates the OpenID protocol with the MNO/OP, as per [xx1], and indicates, by using PAPE [xx2], the authentication method(s) or characteristics of such method(s) that it requires or prefers.


	4. The MNO/OP and RP may also ‘negotiate’, using PAPE [xx2], whether the user authentication method(s) that the RP requires or prefers can be fulfilled.


	5. The MNO/OP initiates the actual OpenID authentication procedure with the UE/user [xx1]. 

The MNO/OP and the UE may also negotiate, using HTTP headers and Digest authentication [xx4, xx5, xx6] whether the UE supports the method. In this case, the UE may inform the MNO/OP which methods of authentication it supports. After the negotiation a final authentication method is chosen. The negotiation and final selection is done in a way that satisfies the MNO/OP’s policy.
Alternatively, the MNO/OP might already know which methods are supported based on UE/user profile stored locally on the OP or on external DB (e.g. HSS) accessible by the OP, and may simply enforce an authentication of its own choice to the UE. 

Also, the selection of the authentication method might be done by external entity other than OP (e.g. HSS which selects authentication method based on UE/user profile it has, or type of access network and/or type of OP/RP application, etc). 


	6. The UE authenticates using the negotiated/chosen method. 

Note: examples of the actual chosen method  of authentication may include those specified in [4] (for OpenID/GBA use case) and/or ones that use Digest AKA authentication [xx6]. 

	7. The MNO/OP asserts the identity, redirects the user back to the RP with the signed assertion message, as per [xx1]. 

The MNO/OP also indicates to the RP, e.g., by using the PAPE [xx2], the executed authentication method and additional information, such as time of last authentication.

	8. The RP can now determine whether the reported method really matches the requested method/characteristics or not, and base its final decision to authorize the requested service or not, based on the determination.

Note: this step is implementation dependent for the RPs, and out of scope of specification in 3GPP. 


8.x.2.2
Negotiation

8.x.2.2.1
General Description

From the scenario in section 8.x.2.1, three ‘negotiation’ tasks are identified and described in more detail below: 

RP – MNO/OP negotiation

The RP and the MNO/OP negotiate the authentication methods that the RP requires/prefers the MNO/OP and the UE to use between them. This negotiation could be one about a specific method/protocol to use, or, about more generic requirements/preference description for the eventual specific method/protocol to be used. For example banks acting as RPs might want to have a strong authentication method. How the RP decides on which authentication method to use is out of scope of 3GPP specifications and would be considered implementation specific.
MNO/OP – UE negotiation

The MNO/OP and the UE agree on a specific authentication method to use between them. Since the user has previously registered an OpenID identifier with the MNO/OP, the MNO/OP is assumed to know the authentication method(s) that are supported for that given user. Alternatively, the selection of authentication may be done by an entity other than the OP (e.g. HSS). 
Further, in case the UE uses bootstrapping to generate the SSO credentials out of MNO-controlled credentials, it is further likely that there would be some prior enrolment process in which the authentication credential is enabled (e.g. bootstrapping with the BSF has taken place in the case of GBA [4], SIP password is created in the case of SIP Digest [5]).  In terms of the MNO/OP’s knowledge and control of the authentication method selection process, the MNO/OP may already know which specific bootstrapping-based authentication methods are supported by the device, or, alternatively, the MNO may only know a list of its own preferred methods or priority of methods. In the first case, the MNO/OP does not need to ‘negotiate’ with the UE/user, but simply can ‘dictate’ the UE/user which method to use, obviating the need for the database on the MNO side.  In the latter case, the MNO/OP may negotiate with the UE/user by sending its list of preferred methods or the priority order of available methods for the UE/user.   
The information on the UE/user-specific support for particular authentication method(s) could be stored at a database that the MNO/OP either directly controls or can otherwise get access to. Such a database may also store a mapping between user identifiers and supported/enabled authentication methods. Using knowledge of which authentication methods are supported, the OP can also select the authentication method which best fits the requirements of the RP and challenges the UE with the appropriate authentication request (e.g. for Digest AKA [xx6], for HTTP Digest [xx5]).

UE to MNO/OP indication

The UE can inform the MNO/OP of supported authentication methods, by using header information in HTTP request messages. Such a method is already employed in, e.g., the GBA protocols for the UE to signal to the NAF whether it supports GBA_ME or GBA_U by adding to the HTTP User-Agent header either ‘3gpp-gba’ or ‘3gpp-gba-uicc’ (for example in section 5.3 in [xx8]).
8.x.2.2.2   
Protocol-level Solutions for Negotiation 

This section shows how the available protocols and standards can be applied to implement the necessary steps for the authentication negotiations. 
8.x.2.2.2.1
RP-MNO/OP negotiation using OpenID PAPE extension

The Provider Authentication Policy Exchange (PAPE) extension [xx2] to the OpenID spec [xx1] allows RPs to request a specific authentication policy to be applied by the OP when authenticating the user: 

“Relying Party to request previously agreed upon authentication policies be applied by the OpenID Provider and for an OpenID Provider to inform a Relying Party what authentication policies were used.”- OpenID PAPE extension [xx2].

As an OpenID extension PAPE requires no changes to the OpenID Authentication protocol and can be used with both OpenID Authentication versions 1.1 and 2.0 [xx1]. In a PAPE based RP-OP negotiation, the RP finds the OP via a Yadis discovery process [xx3]. During the discovery process, the OP advertises the supported authentication methods as supported policies, in the user’s XRDS document. This allows the RP to choose from one of the available authentication policies (or, equivalently, methods). Policies are advertised in the XRDS document by adding the policy as the value of an <xrd:Type> element of an OpenID <xrd:Service> element. 

There are pre-defined policies and policy identifiers specified in PAPE [xx2]. Some of the pre-defined policy identifiers include “Phishing-Resistant Authentication”, “Multi-Factor Authentication”, and “Physical Multi-Factor Authentication” [xx2]. The PAPE specification, however, also allows creation of new policies and policy identifiers. The RP and OP need to understand the policies and policy identifiers and agree upon policies. For such policy agreements, existing /pre-defined and/or newly defined authentication policies can be indicated in XRDS document format from the RP to the MNO/OP according to the RP’s requirement or preference.  
An alternative way that allows the RP to indicate its requirements/preferences via PAPE is by including such information as ‘request parameters’ [xx2]. There are a number of existing, pre-defined names for the request parameters. One such parameter is “max_auth_age”, which the RP can use to require the authentication to be completed within a specified time frame. Another is “preferred_auth_policies”, which can be used to give requirements.
After the MNO/OP’s negotiation with the UE and final selection of user authentication method and subsequent execution, the MNO/OP can indicate to the RP information regarding the actual negotiated/selected and executed user authentication method by using the response parameters in PAPE.  Using such response parameters, the MNO/OP can convey information about the authentication policies that were applied, information on the time the user authenticated and on the NIST assurance level, etc, as indicated in Table YY [xx2]. 
Finally, based on the data received from the MNO/OP, the RP can decide whether the requirements for the login are met or not and then either grant access or deny access to the service. This decision is out of scope of standardization and will be implementation specific for the needs of the RP.

8.x.2.2.2.2
MNO/OP-UE authentication method negotiation/selection using HTTP headers

Between the MNO/OP and the UE, negotiation and selection of user authentication method can be done using HTTP headers. 

MNO/OP specific actions
Actions required are those that enable an MNO/OP to select a specific authentication method that the UE/user should use. For HTTP based authentication mechanisms (HTTP Basic Auth and Digest Auth [xx4,xx5], Digest AKA [xx6], SIP Digest [5]) it is common practice to request authentication using a HTTP message with response code ‘401 Unauthorized’, with the WWW-Authenticate header set to signal the authentication algorithm to be used. The WWW-Authenticate includes an authentication challenge and additional information, such as the realm (which allows displaying to users which username to use), the domain specifying the protection space, algorithm to be used, etc. Hence, all parameters needed for the authentication challenge are included in the 401 HTTP response from the MNO/OP to the UE. A detailed description is given in [5], section 3.2.1.

For the case of HTTP Digest AKA [xx6] the client is directed to using AKA for authentication instead of the standard username/password system, with the algorithm directive of the Digest Authentication (RFC 2617 [xx5]) overwritten by setting algorithm=AKAv1-MD5 (see section 3.1 of [xx6] for details). To transfer the additional AKA specific authentication challenge parameters, the nonce directive of RFC 2617 [xx5] is extended by setting it to the Base64 [xx4] encoding of the concatenation of the AKA authentication challenge RAND, the AKA AUTN token, and optionally some server specific data (section 3.2 of [xx6]).

A server can always send multiple challenges in a single HTTP 401 Authenticate message and each challenge may use a different authentication method (section 4.6 of RFC 2617 [xx5]). This allows for a negotiation in the sense that the server requests multiple authentication schemes and the client then picks one authentication scheme among them  (section 4.6 of RFC 2617 [xx5]). 
UE specific actions

The sole requirement on the side of the UE is that the UE (or the UE’s browsing agent) is able to support the required authentication method. If multiple authentication schemes are sent in the 401 message from the server, the client also has to select one method based on some rule. An MNO/OP-provided policy on the UE may provide such a rule. For example, the MNO/OP may install a policy on the UE to select the final the first authentication method that it supports as it sequentially inspects the list.

The response to an authentication request is sent to the MNO/OP using a HTTP request, where the authentication header contains the credential information.  In the case that the UE cannot handle the requested authentication schemes, it is encouraged to ‘fail gracefully’ (section 3.4 of [xx5]).
For HTTP Digest AKA, the method uses the same messages, but needs some pre-processing, as RFC 3310 [xx6] states:
“When a client receives a Digest AKA authentication challenge, it extracts the RAND and AUTN from the "nonce" parameter, and assesses the AUTN token provided by the server.  If the client successfully authenticates the server with the AUTN, and determines that the SQN used in generating the challenge is within expected range, the AKA algorithms are run with the RAND challenge and shared secret K.

The resulting AKA RES parameter is treated as a "password" when calculating the response directive of RFC 2617.” – RFC 3310, [6].

In the case of GBA, functions required of the UE are listed in section 4.2.4 of 33.220 [xx7]. They include: 
· the support of HTTP Digest AKA protocol;

· the capability to use both a USIM and an ISIM in bootstrapping;

· the capability to select either a USIM or an ISIM to be used in bootstrapping, when both of them are present;

· the capability for a Ua application on the ME to indicate to the GBA Function on the ME the type or the name of UICC application to use in bootstrapping (see clause 4.4.8);

· the capability to derive new key material to be used with the protocol over Ua interface from CK and IK; support of NAF-specific application protocol (For an example see TS 33.221 [5]).

8.x.2.2.2.3
UE to MNO/OP indication using HTTP headers

After being redirected tothe MNO/OP, the UE can signal its capabilities (i.e. the supported authentication methods) to the OP in a HTTP request by using the same technique of adding additional text strings in the HTTP request User-Agent header, as was done in, e.g. GBA[xx7]. By appending a constant string to the User-Agent header in the request (as specified in section 3.8 and section 14.43 in RFC 2616 [4]), the UE can convey information to the OP. In the case of GBA this behaviour is specified for the UE communicating with a NAF, by either appending ‘3gpp-gba’ for UE-based GBA or by appending ‘3gpp-gba-uicc’ for UICC based GBA (see section 5.3 in 3GPP 33.222 [xx9]).

Additional product tokens could be defined and used to convey information on supported authentication methods from the UE to the MNO/OP by appending some new constant string(s) to the User-Agent header. Multiple strings could be attached for devices supporting multiple authentication methods. Methods similar to ones specified in 33.222 used to define constant strings for the case of GBA, for example, could be used to define additional strings for non-GBA (but 3GPP-specific) authentication methods. 
8.X.3
Evaluation against findings in SA1 study
************* End of Change 1 **********************

The solutions described in 8.X.2 provide security solutions that help to meet the general service-level requirements set forth in sections 4.7.3 and 4.8.3 of [2]. Proposed use of existing protocols such as PAPE [xx2] and various HTTP methods [xx4, xx5, xx6] ensure that these solutions may be implementable without requiring new standards. Specific new requirements for the MNO/OP and the UE have been identified. None of the identified new requirements appear to require excessive technical or economic challenges for implementation. 
************* Start of Change 2 **********************
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