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* * * Start of Change 1 * * * *

8.2.2
CSG Method

8.2.2.1 General

The CSG based access control mechanism for a CSG capable UE accessing the CSG capable H(e)NB is handled in [12].
HSS shall push the latest subscriber's CSG membership list, relevant for the currently used network, to the MME/SGSN/VLR. MME/SGSN/VLR shall update the CSG lists on receiving the updated list from the HSS.
NOTE:
In the HSS there is no differentiation required between entries in the Allowed and Operator CSG List, as this is relevant for the UE only.
8.2.2.2 CSG verification
This clause describes solutions which provide identity binding between the HNB Unique Identity of the H(e)NB which is authorized by the security gateway and the authenticated IP address which is used as the source IP address of all signalling traffic from the H(e)NB.  It uses a subset of RADIUS (RFC 2865) [XX] protocol.
CSG verification with VPN IP address allocation by the H(e)NB-GW/MME is Described in Clause 8.2.2.2.1; CSG verification with VPN IP address allocation by the SeGW is described in Clause 8.2.2.2.2.
8.2.2.2.1 CSG verification with VPN IP address allocation by the H(e)NB-GW/MME
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Figure 8.2.2.2.1-1:  RADIUS Authorization with VPN IP Address Allocation in the Core

1. The IT System pre-provisions the H(e)NB-GW/MME with certain identity information, typically keyed on the HNB Unique Identity.  The precise nature of the information depends on the technology.

2. The HNB establishes an IPsec tunnel to the serving security gateway.

3. During tunnel establishment, the security gateway performs an authorization request to the H(e)NB-GW/MME.  As part of this request, the authenticated identity (which is a decorated form of the HNB Unique Identity) is passed to the H(e)NB-GW/MME, and the service type is identified as being for authorization only.

4. The H(e)NB-GW/MME checks that the HNB Unique Identity has been pre-provisioned, which indicates that it is authorized to access the operator’s network.  It then allocates a VPN IP address which is to be used for all communications within the tunnel.  This IP address serves as an authenticated identity for the duration of the tunnel.

5. Once the IPsec tunnel has been established, a RADIUS accounting request will be sent to the H(e)NB-GW/MME.  This will be sent periodically, such as when the tunnel is rekeyed, and this will serve to maintain the lease on the VPN IP address.  When the tunnel drops, an accounting request with status type = stop will be sent, which will release the VPN IP address for reuse.

6. The H(e)NB-GW/MME completes the RADIUS exchange by sending an accounting response message.

7. The H(e)NB registers/sets up with the H(e)NB-GW/MME.  This registration/setup message contains identifying information for the H(e)NB but as this is not directly authenticated it needs to be checked.   In the IP header of this message is the source IP address; the SeGW ensures that it is equal to the VPN IP address allocated at tunnel establishment, so as indicated above it can be used as an authenticated identity for the H(e)NB.  

8. The H(e)NB-GW/MME checks the source IP address to retrieve the associated HNB Unique Identity.  It then retrieves the associated additional information.  It should then check the validity of the signalled information and raise an alarm is a discrepancy is discovered.

8.2.2.2.2 CSG verification with VPN IP address allocation by the SeGW
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Figure 8.2.2.2.2-2:  RADIUS Authorization with VPN IP Address Allocation by the SeGW

1. The OA&M or IT System pre-provisions the H(e)NB-GW/MME with certain identity information, typically keyed on the HNB Unique Identity.  The precise nature of the information depends on the technology.

2. The HNB establishes an IPsec tunnel to the serving security gateway.

3. During tunnel establishment, the security gateway performs an authorization request to the H(e)NB-GW/MME.  As part of this request, the authenticated identity (which is a decorated form of the HNB Unique Identity) is passed to the H(e)NB-GW/MME, and the service type is identified as being for authorization only.

4. The H(e)NB-GW/MME checks that the HNB Unique Identity has been pre-provisioned, which indicates that it is authorized to access the operator’s network.  It has been provisioned to require that the SeGW allocates the VPN IP address: it indicates this by sending the magic value 0xFFFFFFFE to the SeGW (as specified in RFC2865).

5. Once the IPsec tunnel has been established, a RADIUS accounting request will be sent to the H(e)NB-GW/MME; this will report the actual VPN IP address that was allocated and this will serve as an authenticated identity for the duration of the tunnel.  The SeGW will maintain the lease on the VPN IP address.  When the tunnel drops, an accounting request with status type = stop will be sent, which will terminate the binding between the VPN IP address and the HNB Unique identity.

6. The H(e)NB-GW/MME completes the RADIUS exchange by sending an accounting response message.

7. The H(e)NB registers/sets up with the H(e)NB-GW/MME.  This registration/setup message contains identifying information for the H(e)NB but as this is not directly authenticated it needs to be checked.   In the IP header of this message is the source IP address; the SeGW ensures that it is equal to the VPN IP address allocated at tunnel establishment, so as indicated above it can be used as an authenticated identity for the H(e)NB.  

8. The H(e)NB-GW/MME checks the source IP address to retrieve the associated HNB Unique Identity.  It then retrieves the associated additional information.  It should then check the validity of the signalled information and raise an alarm is a discrepancy is discovered.

* * * End of Change 1 * * * *

* * * Start of Change 2 * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]

3GPP TS 32.583: "Telecommunications management; Home Node B (HNB) Operations, Administration, Maintenance and Provisioning (OAM&P); Procedure flows for Type 1 interface HNB to HNB Management System (HMS) ".

[3]
IETF RFC 4187: "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA) ".

[4] - [5]
Void.
[6]
IETF RFC 4739: "Multiple Authentication Exchanges in the Internet  Key Exchange (IKEv2 Protocol”, Nov 2006".

[7]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF) ".

[8]
3GPP TS 23.003: "Numbering, addressing and identification".

[9]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[10]
3GPP TS 33.234: "3G security; Wireless Local Area Network (WLAN) interworking security".

[11]
3GPP TS 32.593: "Telecommunication management; Procedure flows for Type 1 interface H(e)NB to H(e)NB Management System (H(e)MS) ".

[12]

3GPP TS 25.467: "UTRAN architecture for 3G Home Node B (HNB); Stage 2".
[13] - [14]
Void.

[15]
The Broadband Forum TR-069: "CPE WAN Management Protocol v1.1", Issue 1 Amendment 2, December 2007.

[16] - [17]
Void.

[18]
ETSI ES 282 004 (V1.1.1): "Telecommunications and Internet Converged Services and Protocols for Advanced Networking (TISPAN); NGN functional architecture; Network Attachment Sub-System (NASS) ", 2006.
[19]
ETSI ES 283 035 (V1.1.1): "Telecommunications and Internet Converged Services and Protocols for Advanced Networking (TISPAN); Network Attachment Sub-System (NASS); e2 interface based on the DIAMETER protocol", 2006.
[20]
3GPP TS 33.102: "3G security; Security architecture".
[21]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE): Security architecture".
[22]
IETF RFC 2560: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol – OCSP"
[23]
Open Mobile Alliance OMA-WAP-OCSP V1.0: "Online Certificate Status Protocol Mobile Profile". URL: http://www.openmobilealliance.org/
[24]
IETF RFC 4806: "Online Certificate Status Protocol (OCSP) Extensions to IKEv2".

[25]
IETF RFC 4366: "Transport Layer Security (TLS) Extensions".

[26]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".
[27]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[28]
3GPP TS 25.367: "Mobility procedures for Home Node B (HNB); Overall description; Stage 2".
[29]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[30]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[xx]
IETF RFC 2865: " Remote Authentication Dial In User Service (RADIUS)".
* * * End of Change 2 * * * *

H(e)NB





H(e)NB-GW/ MME





IT System





1. Preprovisioning of Identity information (depends on precise scenario)





3. Access-Request


(UserName = HNB Unique Identity, Service-Type = Authorize Only)





SeGW





2.  IKEv2 Establishment of IPsec Tunnel





4. Access-Accept �(Framed-IP-Address = vpnIP)








7. HNB Register Request / S1 Setup Request





8. H(e)NB-GW/MME checks the source (inner) IP address (vpnIP), matches it to the HNB Unique Identity and retrieves the correct additional information for checking UEs





5. Accounting-Request


(Acct-Status-Type = start, Acct-Session-Id)





6. Accounting-Response





6. Accounting-Response





5. Accounting-Request


(Acct-Status-Type = start, Acct-Session-Id, Framed-IP-Address = vpnIP)





8. H(e)NB-GW/MME checks the source (inner) IP address (vpnIP), matches it to the HNB Unique Identity and retrieves the correct additional information for checking UEs





7. HNB Register Request / S1 Setup Request





4. Access-Accept �(Framed-IP-Address = 0xFFFFFFFE)








2.  IKEv2 Establishment of IPsec Tunnel





SeGW





3. Access-Request


(UserName = HNB Unique Identity, Service-Type = Authorize Only)





1. Preprovisioning of Identity information (depends on precise scenario)





IT System





H(e)NB-GW/ MME





H(e)NB








�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





