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Introduction
Back in January 2011, following SAGE’s recommendation [SAGE-11-01 / S3-110006], SA3 agreed to extend the evaluation period for the (revised) 128-EEA3 and 128-EIA3 algorithm proposals, based on the ZUC stream cipher algorithm.  The extended evaluation period concludes at the July 2011 SA3 meeting.  This liaison contains SAGE’s recommendation on what should happen next.
We are happy to report that, since the algorithms were revised in January 2011, no significant adverse results have come to light.  Also, as we advised in January, a lot of the positive analysis results on earlier algorithm versions remain applicable to the current versions.  We therefore advise that SA3 can accept the algorithms, as they are, into the LTE standard.
Algorithm evaluation
The evaluation story up until the end of 2010 is described in [SAGE-11-01 / S3-110006], and we will not repeat it here.

After the algorithms were revised and re-published in January 2011, announcements again went out to the world’s crypto community.  We know of several academic teams that paid attention to the announcement and were engaged in cryptanalysis efforts.

In June 2011, a second workshop was organised in Beijing, on “The ZUC algorithm and related topics”.  Most presentations were about ZUC and/or the proposed LTE algorithms.  The good news is that there were no nasty surprises – no evidence of any significant weakness in the algorithms.  There was open discussion at the forum about how the algorithms could be improved, and although some intelligent comments were made, there was nothing to make us feel that change was justified.
Here are some particular topics that came up in or around the workshop:

(1)  Nonce reuse in the integrity algorithm
The integrity algorithm 128-EIA3 includes amongst its inputs a 32-bit COUNT, a 5-bit BEARER and a single bit DIRECTION.  Together, these three values constitute the “nonce” … and it is essential that the same nonce must not be used, or accepted by a receiver, more than once with the same integrity key.
Some analysis from Fuhr, Gilbert, Reinhard and Videau, presented at the Beijing workshop, considered what happens if the mechanisms to protect against nonce reuse fail (maybe because of a careless implementation).  They show that a slightly modified version of the 128-EIA3 construction would be slightly more resilient against certain types of nonce reuse attack.  At the Beijing workshop, and within the SAGE team, we considered whether this slight modification was justified at this late stage, but there was little support for it.  The general opinion was that nonce reuse is devastating with or without the modification.
We advise SA3 to stress in their specification that the implementation must ensure that repeated nonces must be neither generated by senders nor accepted by receivers.  In practice this protection against repeated nonce comes from preventing the reuse of COUNT.
(2)  Timing attacks
It is well known that many cryptographic algorithms, if implemented straightforwardly (naïvely), may be subject to side channel attacks.  One class of side channel attack is the timing attack: by measuring how long the algorithm takes to run on particular inputs, it may be possible to deduce something that should be secret (typically, some bits of the key).
Some communication from Nokia to other members of the SAGE team, and also some work by an external researcher who communicated with us before the Beijing workshop, shows that timing attacks are possible against an unprotected implementation of ZUC.  These attacks are not very powerful (they recover a few key bits at most), and it is not at all clear whether timing attacks are of any genuine significance in the LTE context.
The main susceptibility to timing attacks comes when two 31-bit values are added in the prime field.  This part of the reference C code included in the ZUC specification does not protect against timing attacks.  However, the code can be modified to protect against timing attacks, and we propose to make this change to the code (this is not a change to the normative specification).  We will also include a note in the final design and evaluation report.
[Note: the external researcher mentioned above has proposed some changes to the algorithm itself, to make the “natural” implementation more resistant to timing attacks.  However, these changes are quite substantial and carry a significant performance overhead, so we are not inclined to accept them.  Timing attacks are attacks against an algorithm implementation, not against an algorithm per se; in this case we consider the appropriate response to be careful implementation rather than any change to the algorithm itself.]
There is one other point at which timing attacks could conceivably become possible, which is where, after loading, the linear feedback shift register is checked to see whether it contains only zeros.  It is harder to “fix” the code here, but the threat is extremely small so we propose to leave this point unaddressed, apart from a passing mention in the design and evaluation report.
(3)  A claimed collision attack on the integrity algorithm
An external researcher claimed [http://zucalg.forumotion.net/t29-128-eia3-is-not-a-collision-resistant-integrity-algorithm] to have a collision attack on 128-EIA3, and has since posted a paper here http://eprint.iacr.org/2011/268.pdf.  We have assessed the paper, and there is no real substance to it – the “attacks” are all either obvious and unthreatening statements, or based on false assumptions.  And in fact the researcher has acknowledged this [http://zucalg.forumotion.net/t29-128-eia3-is-not-a-collision-resistant-integrity-algorithm#100].
SAGE’s recommendation
SAGE now recommends that the new algorithms can be accepted into the standards.
We will produce a modified version of the ZUC specification, changing only the (non-normative) C code as described above.  We will also produce a final version of the design and evaluation report.  We will aim to deliver both of these to SA3 in a liaison statement before the start of the July SA3 meeting.
