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1. Overall Description:
At SA3 #63 a contribution was presented which proposed to remove the limit of maximum number of IKEv2 SAs per APN from one UE in case of tunnel authentication in TS 33.234 (I-WLAN) and TS 33.402 (Non-3GPP access to EPC), see attached S3-110480. The reason for removing the limit is that the underlying fraud case, where a USIM/UICC is re-used by several devices in WLAN UE split scenario in order to access 3GPP network, is no longer considered to be practically valid. This is because the limit can be circumvented by a modern mobile phone (or e.g. laptop) which can act as NAT and WLAN AP and thereby offer its PDN connection to be used by other devices connected to it. 
Due to the above reasons it was discussed in SA3 to remove the limit from their specifications. However, it was commented in the meeting that there can be other than security reasons, e.g. load controlling, for limiting the maximum number of IKEv2 SAs from one UE. Therefore SA3 would like to ask advice from SA2 and CT1 on the following questions:
· Whether there is a limit for maximum number of IKEv2 SAs from one UE per APN (or W-APN in case of I-WLAN) for non-security reasons? Especially is there such limit per (e)PDG?
· Whether there is a limit for maximum number of IKEv2 SAs from one UE to different APNs (or W-APN in case of I-WLAN) for non-security reasons?
· Whether such limit(s) should be specified in 3GPP specifications, e.g. in SA2 specifications, or if they are left out of standardization?
The relation of IKEv2 SAs and PDN connections was also discussed. The current SA2 TS 23.402 gives the understanding that in case of multiple PDN connections from a UE to the same APN, an IKEv2 SA is established for each PDN connection for that APN. In SA3 view this is not needed for security reasons since one IKEv2 SA per APN would be enough and IPsec child SAs could be created for the PDN connections. It was also commented in the meeting that QoS differentiation could be provided also with IPsec child SAs.  

Therefore SA3 would like to ask SA2 and CT1: 

· Is the understanding correct that in case of multiple PDN connections from a UE to the same APN, an IKEv2 SA is established for each PDN connection? Does this also apply to W-APN in case of I-WLAN?
· If this is the case, what are the reasons for establishing an IKEv2 SA for each PDN connection?

2. Actions:

To SA2 and CT1.

ACTION: 
SA3 kindly asks SA2 and CT1 to give feedback on the questions above.
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