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1. Introduction
This Pseudo-Change Request introduces some generic terminal requirements to preserve the security in the terminals and to enable secure communication between different parts of the terminal. Those requirements focus on the common SSO case where UICC credentials or UICC-based credentials are used from a browser. It is assumed that there will be some intermediate module “SSO module”, which might be part of the operating system or a standalone module on top of the operating system. The justification for this assumption is that a browser should not have “blanket” access to the UICC, hence some intermediate control entity is needed.
Therefore, we propose those requirements for the acceptance into the study report.

Pseudo – Change Request

6
Requirements identified in the present study

Editor’s Note: The purpose of this clause is to identify possible security requirements in the present study, if any.  The requirements may be general or specific to identified SSO frameworks as seen appropriate.

The purpose of this section is to identify security requirements relevant for a secure mobile SSO framework. Some of these requirements are out of scope of 3GPP and implementation specific, those should be seen as implementation guidance to avoid opening up security vulnerabilities. We assume that that there will be a SSO module, that is responsible for the security of the UICC access for SSO purposes.
Requirement 1: A solution has to work with downloaded browsers and native browsers (i.e. browsers that are part of the shipped UEs).

Rationale for the requirement: The user may access the SSO service with different browsers.

Requirement 2: Web server shall be identified using the FQDN in the URL that was used to download a web page.

Rationale: This gives a direct way to identify uniquely web servers. 
Requirement 3: The operating system shall be able to authorize browser applications to access the UICC based SSO module.
Rationale: Not just any web browser should have access to the (UICC based) SSO module as attacker could trick the end user to download and install browser with a trojan that enables full access to the SSO module, for instance. The operating system should be able to validate that the browser is from a trusted party (e.g., digitally signed by the browser vendor).
Requirement 4: The browser shall enable access to UICC-based SSO module for authorized web servers.
ALU Comment: It is unclear what is “UICC-based SSO module”, and where is it defined. Is it different from just UICC with USIM/ISIM applications? Would it have the same AKA credentials as USIM/ISIM. Would these credentials be controlled by the operator?
Rationale: Secure access to UICC-based SSO module for a specific web server would not be possible without this requirement. Note, that requirement 3 is about trusted web browsers in general, while this requirement 4 is about finer grained access control e.g. using FQDN of server and the protection protocol to identify the correct access control level.

Requirement 5: Unauthorized web servers shall not have access to UICC-based SSO module.

Rationale: Access to UICC-based SSO module should be protected against malicious web servers. This could be implemented as black list, for instance.
ALU Comment: Same comment re. “UICC-based SSO module” as for the Requirement 4.
Requirement 6: UICC-based SSO credentials shall be diversified between different web servers and different protocols, i.e., credentials shall be different for different web servers, or for different protocols used with same web server.

ALU Comment: If the authors meant AKA credentials, then they are shared only between the USIM/ISIM application on the UICC and the operator’s home network HSS. How do the authors propose to “diversify” AKA credentials, and why? It is the operator, acting as OP, which will just assert user’s (subscription) identity, based on the positive authentication using AKA credentials.
Rationale: SSO credentials should not be shared between different web servers originating, e.g., "www.operator.com" and "www.news.com". If key for www.news.com would leak to attackers, access to www.operator.com would still be protected. Additionally, SSO credentials should be different if different protocols are used with a same server (e.g. with or without TLS). This way if one protocol is attacked and the SSO credential is revealed, it cannot be used in another protocol.
ALU Comment: It is unclear why the authors are bringing up the key security. OP is just asserting user’s identity to the 3rd Party Services. Most of SSO frameworks (e.g. OpenID) do not require key derivation.
Requirement 7: The UICC based credentials shall not be exposed to other SSO-related entities than the SSO module.
Rationale: UICC based credentials (e.g., CK, IK and RES) should not be exposed directly to web servers as they can used them in the man-of-the-middle attack. If UICC based credentials leaked to attackers, they could derive any SSO credential (offline). If the UICC based credentials are compromised this may be exploited for network access or IMS access.
ALU Comment: Same comment re. “UICC-based SSO module” as for the Requirement 4. In addition, not only the AKA credentials, but user also identities (e.g. IMSI) which are controlled by the operator, have to be protected against “leakage”.
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