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1
Introduction
3GPP SA1 has a requirement in TS 22.368, which states:
“The network operator shall be able to restrict the use of a USIM to specific MEs/MTC Devices”.
This paper discusses this requirement and proposes a network based solution for Rel-10 and Rel-11, instead of a local MTC device based solution as has been discussed in other groups as e.g. 3GPP CT6. 
2
Discussion
2.1
General

3GPP CT6 has in CT6#59 discussed several features in C6-110169 for restricting the use of a USIM to specific MEs/MTC devices, as:

- Secure channel pairing;

- USAT application pairing;

Some considerations could be made related to these features as:

· These features are locally handled in the MTC device, and if any of these features are unsuccessful in the MTC device, then the MTC device will just stop working. It is not obvious to the operator why the MTC device has stopped the communication with the network. The operator has no further information about the MTC device e.g. that the UICC has been replaced by a different one that is not allowed to be taken into use by this particular MTC device.

· There is also a MTC device cost to consider, if all MTC devices are mandated to support the feature as Secure Channel pairing discussed in C6-110169.
· For the Secure Channel pairing used with pre-shared keys (C6-110169) it’s not obvious how to ensure that the pre-shared keys are globally unique world-wide.

Since most MTC devices are operating without humans and if we consider that the USIM/UICC is removable, a mechanism would be useful where the network operator is able to detect such an event as illegal removal of the USIM/UICC and the attempt to use the USIM/UICC with a wrong UE. The network operator could then take appropriate actions when this event is detected and e.g. block the IMSI (subscription) in the network. This is feasible to achieve already in Rel-10 by using existing mechanisms in the network.

2.2
Network based solution in Rel-10

A network based solution could utilize the already standardized functions as the ADD function which was standardized in 3GPP TS 23.060 already in Rel-6.
When the MTC device contacts the core network, the core network requests the IMEI from the MTC device, if the HLR or HSS has requested the core network to perform an IMEI check. The core network will contact the HLR or HSS with the IMSI and IMEI pair. The HLR or HSS may then notify an event together with the IMSI and IMEI pair to e.g. O&M. If the IMEI provided by the MTC device at a later point should change for the same IMSI, then a further notify will be created by the HSS/HLR.
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Figure 1: Example of network based solution in Rel-10 networks. 
This feature would not require any further 3GPP standardization in Rel-10 as it utilizes already standardized functions.

2.3
Network based solution in Rel-11
In Rel-11, 3GPP SA1 has defined the Monitoring function in TR 22.368 as follows below in Annex. The MTC Feature MTC Monitoring is intended for monitoring MTC device related events as change of the association between the MTC device and the UICC:

When the MTC device contacts the core network, the core network requests the IMEI from the MTC device, if the HLR or HSS has requested the core network to perform an IMEI check. The core network will contact the HLR or HSS with the IMSI and IMEI pair. The HLR or HSS may then notify an event together with the IMSI and IMEI pair to the Monitor function. If the IMEI provided by the MTC device at a later point should change for the same IMSI, then a further notify will be created by the HSS/HLR.The Monitor function can then take appropriate actions as e.g. blocking the subscription in the HLR or HSS.
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Figure 2: Example of network based solution in Rel-11 networks. 
Note that the architecture for the Monitor function has not been agreed yet in SA2 i.e. it’s not agreed yet in what network node the Monitor function will reside.
3
Conclusion

SA3 should consider a network based solution for the restriction of the use of a USIM to specific MEs/MTC Devices. 
For Rel-10, a network based solution can be achieved without any further standardization and would not require any additional functionality in the MTC devices or HSS/HLR.

For Rel-11, SA1 has defined the Monitoring function in TR 22.368. The HLR or HSS shall be able to provide a warning notification to the Monitor function when the IMEI for a specific IMSI has changed (there is a mismatch of ME part of the MTC device and USIM/UICC). The Monitor function can then take appropriate actions as e.g. blocking the subscription in the network.
4
Proposal
It is proposed that a network based solution is chosen to solve the SA1 service requirement and that an LS is sent to CT6 informing CT6 about this.
Annex

************ Extract from section 7.2.8 in TR 22.368 v11.0.1 ***********

7.2.8
MTC monitoring

The MTC Feature MTC Monitoring is intended for monitoring MTC Device related events.

For the MTC Monitoring MTC Feature:

-
The system shall provide mechanisms to detect the following events:

-
behavior which is not aligned with activated MTC Feature(s)

-
change in the point of attachment

-
change of the association between the UE and the UICC
-
loss of connectivity. The maximum time between the actual loss of connectivity occurred and the loss of connectivity detected shall be configurable per subscription.
NOTE 1: 
Loss of connectivity means it is no longer possible to establish signalling between the MTC Device and the network. (i.e. detached)

NOTE 2:
The maximum detection time is on the order of 1 minute to 1 hour.

-
The MTC Subscriber shall be able to define which of the above events will be detected. 

-
Upon the above event detection, the network shall be able to 

-
provide a warning notification to the MTC Server

-
limit the services provided to the MTC Device (e.g. reduce allocated resource) 

-
The MTC User shall be able to define what occurs when an event is detected. 

-
The MTC Device shall be able to transfer other event notification to the MTC Server where the event detection is out of 3GPP scope. This may include events such as the loss of signal reception, etc.

NOTE:
Loss of signal reception refers to a situation when a MTC Device can no longer receive the network which could be due to interference (e.g. from a jammer or other source) or other reasons.

 ************ End of Extract from section 7.2.8 in TR 22.368***********
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