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Abstract of the contribution: This contribution proposes some analysis on the security enhancements provided by providing CN and RAN level key separation in UTRAN 
Discussion
The contribution proposes some analysis of the CN and RAN level key separation security property for inclusion in the UTRAN KH TR.
It is proposed that SA3 accept the below pCR for inclusion in the TR. 

Note: this contribution is essentiality the same as S3-110146 with a few small changes in the pCR that are shown with a different author. 
Proposed pCR
6.3.2.X
 CN and RAN level key separation

One implication of the legacy UTRAN key hierarchy is that the security properties of providing fresh keys for communication between the UE and network and the checking the presence of the UICC are effectively the same procedure, i.e. an AKA run. In the legacy UTRAN architecture this was not much of an issue as the keys used between the UE and network were known only to RNC and CN elements that were all assumed to be in secure locations. 

This assumption can no longer be assumed to hold due to the introduction of collapsed RNCs, i.e. ones that are co-located with the Node B. A compromise of such an node would allow an attackers to not only get access to the UE’s data during it current session but also allow an attacker to masquerade as the UE to both make and receive calls or get access to a UE’s data during a later (or indeed previous if the encrypted data had been saved) session with the network. This situation would continue until a new AKA has been run (which has the effect of refreshing the keys). Without changes to the UTRAN keying, this has the effect of needing to significantly increase the frequencies of AKA runs in order to achieve a good separation of security between different sessions and restrict the effect of a compromised  collapsed RNC. 

The introduction of CN and RAN level key separation with a fresh key being delivered to the RAN at each idle-to-active transitions provides a strict limit on the amount that could be gained by an attacker that compromises a collapsed RNC, i.e. only data from the current session to each UE would be compromised and the attacker would not be able to make/receive subsequent calls. The frequency of AKA runs could then be determined by the desire of the operator to check the presence of the UICC rather than for (re-)keying purposes.  Both solutions 1 and 2 give methods of providing this key separation that only require the addition/modification of a few IEs between the UE and serving network nodes. Furthermore solution 2 allows this to be done without effecting the RAN node and can easily be adopted in GERAN as well (that is for GERAN access with a USIM).  These improvements compare favourably with increasing the frequency of AKA runs which have the impact of increasing the signalling load throughout the network including that on the key central network elements (e.g. HSS/HLR) and also avoiding the delay in call set-up times that an AKA run entails. 

