SA WG3 Temporary Document

Page 4
-


3GPP TSG SA WG3 Security — SA3#63
S3-110473
11 April – 15 April 2011
Chengdu , China P.R.
Source:
Ericsson, ST-Ericsson
Title:
TR 33.829: Conference system interfaces
Document for:
Discussion and decision

Agenda Item:

8.3 Extended IMS media plane security features
Work Item / Release:
extMEDIASEC / Rel-11
1
Introduction
In the clause 5.1.2 Immediate security observations/requirements in TR 33.mps two editor's notes bring up issues with respect to 

1) if the already defined interfaces (ICS-Mr, Mr', Cr and Mp) can be used for key management signalling between the AS, MRFC and MRFP or if new interfaces are needed,

2) how interfaces shall be protected, and

3) what internal interfaces refers to.
This contribution discusses these issues and proposes some text for clarification in clause 5.1.2 and removal of the editor's notes.
2
Discussion

2.1
Conference factory and conference focus functionality distribution
The conference factory is in principle a resource allocation function. It defines the conference focus URI and allocates the needed resources. In particular it selects an MRFC with required media resources for conference control and it also defines the conference policy to be applied. The conference policy may restrict the number of users in a conference and define allowed participants, conference passwords and allowed media resources, etc. 

The conference focus handles the active conference, e.g. connecting and disconnecting participants according to the conference policies defined but also sending event packages and handling floor control. These functions are most efficiently implemented in the MRFC. This indicates that all SIP signalling except possibly for the conference creation should end in the MRFC, which means that key management and mutual authentication between conference participants and the conference focus should be handled by the MRFC. Note that this is a change to what is currently in the TR.
We note that there may be a requirement that it should be possible for a conference creator to authenticate the conference factory and to define the set allowed conference participants. 

2.2
Interfaces between AS and MRFC

From clause 2.1 above it is also clear that there is no need for any additional interface between the AS and the MRFC as MR' and ICS – Mr can be used to transfer SIP signalling and Cr is defined for transferring conference policies. Looking at the already defined interfaces we note that 

1) Cr: The policies transferred may, as is seen from above, contain security sensitive information. Thus it may be required to both integrity and confidentiality protect Cr. The transport for Cr is TCP. Thus Cr can be protected according to NDS/IP.

2) Mr' and ICS-Mr: These interfaces are carrying SIP signalling. For SIP signalling between the MRFC and conference participants there should be no need for any additional security measures as the signalling should anyhow be secure (according to the base assumptions for the respective key management solution). The only remaining issue is if there is some SIP signalling to/from the MRFC with the AS as the other endpoint which would require protection.

3) From security point of view there is a difference between using Mr' and ICS – Mr for SIP signalling. Mr' offers the possibility to use a secure tunnelling mechanisms to achieve e2e security while use of ICS – Mr would require use of message level protection (S/MIME). The transport for SIP is UDP or TCP. Thus Mr' can be protected according to NDS/IP.
2.3
Interface between MRFC and MRFP
The interface defined between MRFC and MRFP is Mp and carries MRF control signalling according H.248. With reference to the SDES based e2ae solution and the specification of how the signalling over H.248 between the P-CSCF (IMS-ALG) and the IMS Access Gatewayis specified it can be concluded that H.248 and existing procedures, possibly with some extensions, can provide the necessary functionality. The transport for Mp is either UDP or SCTP. Thus Mp can be protected according to NDS/IP.
2.4
Internalized interfaces
IMS conference solutions come in different shapes. Some implementations may integrate the all or part of AS, MRFC and MRFP into one stand-alone entity and internalize the corresponding interfaces, Cr, Mr' and/or Mp. For such solutions the appropriate security requirement will be on the security of the entity as such, that it is designed and managed as a trusted entity and not on the internalized interfaces.  

3
Conclusions

The conclusion from the above is that there is no need to define any new interfaces between the involved entities and that these interfaces, assuming use of Mr', can be protected according to NDS/IP if and when needed. 

The different physical entities in a conference solution have to be designed and managed as trusted entities, according to the applicable trust model. Interfaces between such entities need to be appropriately secured to also fulfil the requirements of the applicable trust model.
4
Proposal

It is proposed that the pCR in clause 5 is approved.
5
pCR
<*** Start of first change ***>
5.1.2

Immediate security observations/requirements

To secure an IMS conference the following should be considered:

-
Key management. The natural place to perform key management is in the MRFC. This means that media plane keys have to be transported from the MRFC to the MRFP over Mp and that Mp should be protected. Other sensitive information (e.g. conference policies) may be transferred from AS to MRFC over Cr. The need for protection of SIP signalling over MR' (or ICS – Mr) has to be evaluated. The required protection of the interfaces depends on the applicable trust model which differs between the solutions using SDES and KMS based key management. 

-
Rekeying. If a group key is used to protect media in a conference then it may be required to perform rekeying when a participant joins or leaves the conference; this to guarantee forward and backward security. The cost to do such rekeying may be high and it should be evaluated if and how such a service can be included in the secure conference service.

Editor's note: A possible issue may be the beginning/end of a conference, where users join/leave frequently. Rekeying for intervals of seconds rather than minutes may not be reasonable, in particular for large conferences.

-
Mixer. Requirements may differ depending on type of mixer. In use cases when the mixer performs switching of the media rather then mixing, it may not be necessary to decrypt and re-encrypt the media in the mixer, but normally incoming media to the mixer has to be deciphered and the mixed output signal enciphered before it is sent out. 

Editor’s Note: It should be evaluated if the media sent out from the mixer could be ciphered with a key common for all users and thus not have to be individually ciphered for each conference participants. - In this case, a key management procedure needs to be in place such that all participants obtain this common key.

-
Event packages. Conference event packages may carry security sensitive information and should thus be protected. This means that NOTIFY messages carrying these event packages have to be protected.

Editor's note: It has to be clarified when event packages need to be protected.

-
Floor control. Floor control messages may disclose information which is sensitive about who is speaking and may thus have to be protected. As BFCP is transported over TCP, securing TCP is similar to securing MSRP.

Editor's note: Securing BFCP should be aligned with a future solution for securing TCP based media traffic. In absence of such a solution, BCFP (which is not mandatory in IMS conferencing) may only be used without protection.

-
Conference server "internal" interfaces.  The existing conference solution "internal" interfaces are ICS – Mr, Mr', Cr and Mp, see figure 5.1.1-1 above. These interfaces provide the required functionality to implement a secure conference solution. 

If and when protection of these interfaces is required, NDS/IP can be used. If e2e protection between AS and MRFC is required the Mr' interface should be used. 

-
Authentication of participating users and conference service. In some applications it may be essential that conference participants can authenticate the conference service and vice versa. In this way conference participants get assurance that they have been connected to a legitimate service. It may also be essential that the conference participants are securely informed about the other participants’ identities. 

<*** End of changes ***>
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