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1
Introduction
It is desirable to reuse the standardized solutions in TS 33.328 also for other types of media such as SIP MESSAGE. To protect SIP MESSAGE with keys from MIKEY-TICKET, new registrations in the prot type registry are needed (see S3-110458), and it needs to be defined how to use CMS’s authenticated-data to protect MIME encoded data (see S3-110459).
This contribution defines how to send and receive a protected SIP MESSAGE with the KMS based solution.
2
Proposal
It is proposed that the KMS based solution for immediate messaging protection is approved.

3
PCR

*** BEGIN CHANGES ***
8.3.1
KMS based solution

8.3.1.1
Immediate messaging
8.3.1.1.1
Sending of an immediate message
The sending of a protected message is done as in Clause 5.3.1.2 of TS 24.247 [9], with the difference that the SIP MESSAGE shall contain a TRANFER_INIT message. The URI defined in the SIP Request URI shall be one of the allowed resolvers of the ticket. If the Request URI is a PSI identifying a group, it is up to the KMS to determine if a specific Responder is authorized to resolve the ticket. The ticket shall be profiled as follows:

· The F flag shall be set to 0 (no TRANSFER_RESP)

· The G flag shall be set to 0 (no RANDRr)

· The H flag shall be set to 1 (use RANDRi )

· The I flag shall be set to 1 (use forking)

· The ticket shall not include any TGKs

The Prot Type associated with the Crypto Session (CS) shall be PSK/MIME as defined in Annex X. The key associated with the CS shall be a GTGK. The number of allowed responders should be as few as possible. The Initiator uses keys derived from the GTGK to protect the MIME body according to Annex Y. MIME entities not intended for the end terminal (e.g. URI-lists) shall not be protected. The ticket can be reused, but the intended responders (SIP Request URI, URI-lists) should be the same each time.

8.3.1.1.2
Receiving an immediate message
Upon receipt of a protected SIP MESSAGE, the Responder sends a RESOLVE_INIT message to the KMS requesting it to resolve the ticket. The Responder uses the resolved keys to verify and/or decrypt the protected MIME content according to Annex Y. As forking is used, a successful resolve combined with a successful verification of the TRANSFER_INIT authenticates the initiator and provides non-repudiation (proof of origin). Otherwise the handling is as described in clause 5.3.1.3 of TS 24.247 [9].

*** END OF CHANGES ***
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