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Abstract of the contribution:

This document discusses the key issue secure connection, and a method for key establishing between an MTC Device and an MTC Server is presented.
1. Introduction
This document discusses the key issue secure connection, and a method for key establishing between an MTC Device and an MTC Server is presented.  
.
2. Discussion and Proposal
In the TR33.868v020 (S3-110198) , the key issue Secure connection has been studied, and the GBA is suggested as the solution of key establishing between an MTC Device and an MTC Server. TS33.223 has presented the GBA Push Function, which is also been used for key establishing between an UE and an application server. GBA Push functionality builds on the architecture and functionality provide by TS33.220 (GBA). The following figure shows the simple network model for pushed bootstrapping via NAF.
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In the GBA Push architecture, 
· The Ua reference point protection shall be unaffected i.e. it should not make any difference for Ua-protocols whether the GBA-keys used for protection are UE-initiated or push-initiated. 

· A new reference point Upa is introduced between the NAF and the UE. All messages over Upa are network initiated. 

In the GBA Push architecture, the UE and the NAF shall be able to use bootstrapped NAF-keys on Ua reference point independent on whether the bootstrapping has been performed via Ua or Upa reference point.
Based on the above analysis, we propose GBA Push as one solution for key establishing between MTC device and MTC server for MTC feature Secure Connection.
**********************START OF 1. CHANGE*************************************
7.2
Solution 2 – Secure Connection

7.2.1
General Description

GBA, as specified in TS 33.220, is used to bootstrap authentication and key agreement for application security based on the 3GPP AKA mechanism. It can be used to establish the end-to-end security and provide different security levels based on detailed requirements.
GBA Push, as specified in TS33.223 , can be used for key establishing between an MTC device and an MTC server.
Under SIMTC scenario, MTC device acts as UE which generates a NAF key derived from the bootstrap key Ks, and MTC server acts as NAF which received the NAF key from the BSF. Then MTC device and MTC server can set up secure connection based on this shared NAF key.
**********************END OF CHANGES 1***************************************
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